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PSYCHOLOGICAL BASIS OF THE CRIMINOGENIC TONE
FORMATION OF THE TEXT AND ITS AUTOMATIC
DETERMINATION

Information published in social networks plays an important role
in modern society, which makes the issue of the psychological state of
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Internet users even more relevant. It determines success, features of
interaction, emotional component and behavioral reactions of persons
who encounter it. In social, clinical and legal psychology, topical issues
of cyber socialization, features of the formation and manifestation of an
individual or a social group in the conditions of the information society,
the emergence of new phobias that encourage consideration of the
impact of cyberspace on the psyche of its users are considered [1; 3; 8].

However, based on the latest events in our society, high-profile
events, cataclysms, catastrophes, and military operations are
increasingly occupying the information space. This information space
cannot fail to influence the psychological phenomena of Internet users
(processes, states, properties), and, accordingly, its manifestations in
virtual and real space (communication, behavior, action). Due to the
appearance in social networks of fear, tension, panic, despair, anxiety,
regret, aggression, hatred, etc., the number of violent acts in cyberspace
between acquaintances and strangers and conflicts in interpersonal
interaction is increasing. These processes do not bypass both active
Internet users, i.e. commentators, and persons who are simply in this
information space, i.e. witnesses.

So, similar states, corresponding moods in social networks and
the active social position of the modern user lead to criminogenic
Internet communication, with the help of which deviant, extremist and
other aggressive speech actions are implemented. In turn, such actions
create threats to the informational and psychological security of Internet
users. That is why new circumstances, such as social events and
technological development (information war, dependence on social
media, rapid modification of devices, new phobias), require additional
research and development not only of psychological state indicators, but
also of corresponding linguistic markers of emotional triggers, i.e.
criminogenic tone that are present in online texts and communications.

According to the trends, the problem of controlling the
criminogenic tone in Internet comments becomes especially important,
that is, the need to ensure security in social networks. According to a
Pew Research Center (2019) study, more than half of US adult social
media users believe that their personal information in cyberspace is not
adequately protected. Besides, one of the biggest threats to safety on the
Internet with criminogenic attitudes is cyberbullying, that is, a type of
online bullying that consists in the purposeful and systematic infliction
of psychological, moral, material and even physical harm on other
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Internet users (for example, leading to suicide) [5].

Thus, the criminogenic tone is the emotional mood of users on
the Internet, which is realized through comments on articles, blogs and
other materials, and contains elements of violence, threats, insults,
discrimination, etc., which leads to harm to the psychological health of
other users, a decrease in culture communication and even to criminal
offenses. Identifying a criminogenic tone consists in classifying the text
as positive, neutral, compound or negative, i.e. threatening moods [2; 6;
7]. Based on these studies, our research goal can be the development of
a neural network that will be able to determine the level of
criminogenicity of texts on a scale from non-criminogenic to highly
criminogenic.

Today, there are two main methods of solving problems of
automatic tonality determination. The first of which is a statistical
method based on the use of collections (corpus) of texts marked in
advance by tonality, on which the model is then trained to determine the
tonality of the selected segment of the text. Instead, the second method
is based on the compilation of special semantic thesauruses (tonal
dictionaries) of positive and negative words and expressions. This
method can use both lists of patterns and rules for combining tonal
vocabulary within a sentence, based on grammatical and syntactic
analysis. These dictionaries are necessary when compiling special
computer programs, the purpose of which is to solve one or another task
by the method of sentiment analysis [4].

Therefore, since the expression of emotions is an integral part of
the reader's comment, the definition and differentiation of its tonality,
especially of a threatening nature, becomes the basis for identifying and
predicting the negative impact on the mental state of Internet users. In
addition, the use of linguistic methods, artificial intelligence and
machine learning to automatically detect and filter criminogenic content
can help reduce the number of criminogenic comments and increase the
level of security in Internet communications.
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