(HeBuX1J1 HAa poOOTY, HEBUKOHAHHS CBOIX TPYJAOBUX 00OB’S3KIB) IMIIMPUEMCTBA,
YCTaHOBM, OpraHizaumli (CTpYKTypHOrO MIAPO3JAUTY) 3 METOK BUPIIMICHHS
KOJIEKTUBHOTO TPYJOBOTr0 cropy (KoHQIiKTY) [2].

[IpakTrka cbOroIeHHS 3aCBIIUYy€ TOU (aKT, 110 YNHHE 3aKOHOJIABCTBO PO
IpaIio MICTUTh PsJ TOJIOKEHb, Kl HE JAl0Th HAJICKHUM YHMHOM TIPAIliBHUKY
peani3yBaTy MpaBo Ha BUPILIEHHS KOJEKTUBHUX TPYIOBHX CIOPiB. BaxinBicTh
MoJIsSITa€ B TOMY, IO MEHTAJbHICTh POOOTOJABILS SK Y4YacHUKA TPYIOBUX
NPaBOBIJHOCHMH TIOBHHHA CHPSIMOBYBATUCS Ha CTBOPEHHSI CHPUSTIMBUX,
KOM(pOPTHUX YMOB JIJIS peajtizallii mpariBHUKaMu IIpaBa Ha Mparlio.
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COVID-19 TRACING APPLICATIONS:
IS THERE ANY PRIVACY THREAT?

The COVID-19 pandemic is one of the most serious challenges of present
world. With the increasing number of infected people to millions and the long
process of vaccine creation, the latest information technologies are becoming
the means of combating the spread of the disease. Thus, in many countries to
combat the virus mobile applications for monitoring compliance with the
regime of self-isolation and observation have become popular. But in order to
counteract the disease, it is necessary to find out with whom virus carriers came
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into contact and what places they visited, that causes the possibility of
collection personal information (personal data, location data, etc.) by such
applications via Bluetooth and / or GPS data or WI-FI points.

However, despite of the importance of using these applications to prevent
the spread of coronavirus, the question arises whether they pose a threat to
privacy.

According to the investigation of Amnesty International, that have tested
the COVID-19 tracing applications that have been using in Europe, North
Africa and Middle East on the issue of their threat to human rights, the most
alarming of them are «BeAware Bahrain» (Bahrain), «Smittestopp» (Norway),
«Shlonik» (Kuwait). These three applications actively tracking users’ locations
in real time or near real time by frequently uploading GPS data to the central
server [2].

In turn, in Ukraine there is a similar application called «Vdomay, which
was developed by the Ministry of Digital Transformation of Ukraine, and
according to the description of the application on Google Play Market and App
Store the aim of its use is to prevent the spread of COVID-19 in Ukraine. As
mentioned in the description, if a person has returned from countries where a
COVID-19 outbreak has been reported, has been in contact with an infected
person, or has signs of the virus, he or she must adhere to self-isolation or
observation. Application functionality consists of: 1) registration at the place of
self-isolation or observation; 2) photo confirmation of stay at the place of self-
isolation or observation; 3) emergency call to the hotline of the Ministry of
Health of Ukraine. The application is installed in the smartphones of persons
who may be potential carriers of the COVID-19 virus and who are registered in
medical institutions as those who require self-isolation or observation [6, 7].

In turn, Verkhovna Rada has adopted a rule that for the period of
guarantine or restrictive measures related to the spread of COVID-19, and
within 30 days from the date of its cancellation is allowed to process personal
data without the consent of the person, in particular data concerning the state of
health, place of hospitalization or self-isolation, surname, name, patronymic,
date of birth, place of residence, work (study), in order to counteract the spread
of coronavirus disease (COVID-19), in the manner prescribed in the decision to
establish quarantine, provided that such data is used solely for the purpose of
anti-epidemic measures. Within 30 days after the end of the quarantine period,
such data shall be depersonalized and, if this is not possible, erased [12].

However, we should agree that this norm allows the authorities to process
sensitive data without the consent of the personal data subject, but does not
address the mandatory use of “Vdoma” and does not establish the procedure for
transferring collected data between authorities [8].

It should be noted that one of the most common approaches to
understanding the concept of privacy is the concept of four components of
privacy: physical, informational, territorial and communicative [5, p. 127; 10,
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p. 176].

In our opinion, in domestic law, privacy can be understood in two senses:
1) as a set of certain personal non-property goods provided for in Chapters 21-
22 of the Civil Code of Ukraine, i.e. as a collective concept; 2) as a regime of
security, limited access, inviolability of personal non-property goods [9,
p. 153].

The Constitution of Ukraine, norms of international law provide for the
possibility of lawful limitations of rights which objects are the elements of
privacy, solely to ensure proper recognition, respect and protection of the rights
and freedoms of other people, in the interests of public order, morality, general
welfare in a democratic society, national security, territorial integrity of the
state, etc [4, 11].

The case law of the European Court of Human Rights also shows that
monitoring the movements of a person by the state is an interference to the
privacy, but it may be legitimate if it is provided by national law to achieve a
socially important goal [1, 3, 8].

Thus, limitations of privacy when using COVID-19 tracing applications are
legitimate if they are enshrined in law, the relevant law enforcement or
executive authorities don’t have discretionary power in this field, and also it
requires a high degree of legal consciousness and legal culture in society.
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HPUIIMHEHHSA CTPOKOBOI'O TPYAOBOI'O 1O0I'OBOPY
3A IHINTATUBOIO ITPAIIIBHUKA

3a BmacHUM OakaHHSIM MOXKe OyTH pO3ipBaHUl W CTPOKOBUUN TPYJAOBHIA
JOTOBIp, 110 nepeadadeHo ct. 39 Kogekcy 3akoHiB mpo mparo Ykpainu (mami —
K3nll Vxkpaiau). CyTHICTh CTPOKOBHUX JOTOBOPIB BHU3HA4Ya€ il OCOOJIMBOCTI
MIPUITMHEHHS TPYAOBHX MTPABOBITHOCHH 3a JIAHOIO ITICTaBOI0. Y TIOMEPEIHBOMY
MIIPO3JIUII HAaMU BXKE OKPECTIOBAJIOCS IIOHATTS CTPOKOBOTO TPYJIOBOTO
JIOTOBOPY, HOTO 0OCOONMMBOCTI, O3HakW Ta Hemoiiku. Ha »xamp cr. 39 K3mll
Ykpaiau He pO3KpHUBAE CYTHOCTI IIPABOBOTO IMOPSIAKY PO3IpBaHHS CTPOKOBOTO
TPYIOBOI'O JIOTOBOPY 3 1HILIATUBU MpaliBHUKA. Tak, CTarTs MICTUTH JUIIE
HacTynHe 3ayBaxeHHsA: «CTpOKOBUN TpyJAOBUM MOroBip (YKJIaaeHWd Ha
BU3HAYEHUM CTPOK, BCTAHOBJIEHHUM 3a MOTOKEHHSIM CTOPIH Ta YKJIaJCHHUN Ha
yac BUKOHAHHS MEBHOI poOOTH) MIJIsATaE PO3IPBAHHIO JOCTPOKOBO HA BUMOTY
mpaiiBHUKa B pa3l MOro XBOpoOM abo0 1HBAJIIHOCTI, SKI TEPEHIKOKAITh
BUKOHAHHIO poOOTH 3a  JOTOBOPOM, TMOPYIIEHHA  BJIACHUKOM  abo
YIOBHOBaXEHUM HUM OPTaHOM 3aKOHOJABCTBA IMPO MPaIlio, KOJEKTHBHOTO ab0
TPYIOBOTO JOTOBOPY Ta y TaKMX BHIAQAKaxX: TMepei3 Ha HOBE MiCIe
NPOKMBAHHS; TEPEBEJCHHS 4YOJIOBIKA a00 JpY>KMHU Ha poOOTy B 1HILY
MICLIEBICTh; BCTYI JO HABUAJIBHOTO 3aKjaay; HEMOXJIMBICTH MPOKUBAHHS Y
JIlaHiil MICLIEBOCTI, MIATBEPKEHA MEIMYHUM BUCHOBKOM; BariTHICTh; JOTJIS] 3a
JTUTUHOIO J0 JOCSATHEHHS HEI YOTHUPHAALATHPIYHOTO BIKY a00 JUTHHOIO 3
IHBJITHICTIO; JOTJISAJI 32 XBOPUM HWIEHOM CIM’1 BIAMOBITHO 10 MEIUYHOTO
BUCHOBKY a00 0c00010 3 IHBaIAHICTIO | rpynu; BUXiJ Ha MEHCIIO; MPUUHATTS
Ha poOOTYy 32 KOHKYPCOM, a TaKOX 3 1HIIMX MOBaXHUX Nmpuuun» [1]. Sk BuaHO
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