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Abstract

The purpose of this project is to include the components use in a suitable
network.

There are many devices that were used in designing the network, such as r
outers, switches, backup, firewall, and servers. All devices were connected t
0 each other to make integration network system and configured by putting

IP addresses to all devices.

Accordingly, it incorporated several mechanisms including a firewall device
that prevents any unfavorable data from entering into the network. Additio
nally, all devices in the network were secured by passwords, and these pas
swords were encrypted to be more secure. Moreover, each computer in the

network was secured by antivirus programs and a backup system.

This research discussed in details the budget challenges that the network fa
ced in developing countries. Developing countries have a limited budget that
affects choosing devices in the network such as servers. The servers inclu
de used for this network design are DHCP server and DNS servers. This p
resentation and design included additional components such as a web server,

mail server, etc.
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Introduction

Network design is a fundamental problem for which it is important to unde
rstand the effects of strategic behavior. Given a collection of self-

interested agents who want to form a network connecting certain endpoints,
the set of stable solutions (the Nash equilibria) may look quite different f
rom the centrally enforced optimum. We study the price of stability, i.e., th
e quality of the best Nash equilibrium compared to the optimum network c
ost. The best Nash equilibrium solution has a natural meaning of stability i
n this context: it is the optimal solution that can be proposed from which

no user will “deviate”.

We consider two versions of this game: one where agents may divide the
cost of the edges, they use in any manner they desire, and one where the
cost of each such edge is divided equally between the agents whose conn
ections make use of it. We also study the price of stability of a related g
ame where agents are attempting to route their traffic while incurring mini

mal latency, instead of trying to construct a network of minimal cost.
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CHAPTER ONE: INTRODUCTION

Project Overview

This project is based on the NAU Campus Network design and implementa

tion secured.

Founded in 1933, over the years of operation, the university has trained ov
er 200,000 highly qualified professionals. Among them are acclaimed scienti
sts, CEOs of air carriers, enterprises, organizations and institutions ensuring
flights, aircraft maintenance and repair, as well as transportation of passenge

rs and cargo.

Today, about 25,000 students are studying in the university, including nearly
1,500 foreigners from 55 countries. NAU incorporates five institutes, ten fa
culties, military training department, six colleges, two lyceums, and the Flig
ht Academy in Kropyvnytskyi. NAU trains bachelors, masters, candidates, an
d doctors of science. It became the leading institution for training specialist
s in civil aviation. Some of the alumni are notable industry organizers, scie
ntists, state and military figures. They head educational institutions, air com
panies, design bureaus, factories, organizations and services within different
departments. The university has powerful scientific schools in the fields of
mechanics, management, electronics, materials science, electrical engineering,
computer science and computer facilities. Academic activities are performed
by a highly skilled scientific and pedagogical team, including 15 academicia
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ns, corresponding members of the Academy of Science of Ukraine, 184 doc
tors of sciences, professors, 677 candidates of sciences and senior lecturers,
80 honored people in science and engineering of Ukraine and winners of

State prizes.

Rector of National Aviation University is a Doctor of Biological Sciences,
Professor, Member of the Higher School Academy of Sciences of Ukraine,
Honored Education Worker of Ukraine Volodymyr Isaienko.

1.2.1.2 Organizational structure of NAU Campus

[ MT;7
J

[ Towecsee 1] = === S—
Dean scnool of law ——I—f Regestrar | Finance

Associate C O D:]

SN | S—

!cocnsnuo«] | Examaner ] Lectures |

l

E Securny l [ Heamn Ut I | Network oepl I I Cafetens ]

Figure 1.1: Organizational structure of NAU Campus

1.3 Main Objectives of Project

Our major objective will to make a secure system that is able to perform
the following system Functionalities:

- Increase speed of processing and response time.

- Design and implementation network security and Qos.

- IP Address management &provide redundancy link to avoid link failure.

- Provide flexibility to meet user requirement.

- Upgrading existence LAN and integration of voice in network.

- Once login with valid username and password in the network the adminis

trator can perform assignment of Address, troubleshooting and configuration.
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To perform secure login and provide remote access to the network by usi

ng telnet.

1.4 General description of the project process
1.3.1.4.1 The statement of Problem

The current network is facing the following problem;

@ No redundancy: large failure domain, device failure, no network segmen

tation and link failure also synchronization.

@ Accessibility and availability: the current network is not available all th

e time due to failure of device and link.

@ Security: with the current system security is not implemented to protect

users.

@ Manageability: due to local based management of network. Network adm
inistrator and technician are required to move one location to another and t

roubleshooting is becoming.

@ Flat Network Design: no scalability and large point of failure

1.4.2 Proposed Solution

The proposal system will ensure availability, security, redundancy, manageabi
lity and better performance of application. Where the user will be divide in
terms of VLAN and all access to services will be allowed by Access Co
ntrol List, also reduce link failure and device failure by implementing routi
ng protocol and lastly to integrate voice communication in form of IP telep
hone in addition we have to implement 2 routers to manage traffic. Our sy
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stem proposal network will allow only network administrator to login from

a remote location for configuration and troubleshooting using telnet particula

r switches.

These are service will be provided by this network;

U Telnet

u IP telephone

U VLAN (virtual local area network)

U Port Security

U Rapid STP (rapid spanning tree)

u HTTP

U Routing Protocol

U DHCP sever and Protocol to provide IP addresses to devices on campus.

There have been no DHCP outages year to date, exceeding the SLA goal

of 99.95% availability.

1.5 Project Schedule
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» Task Name
User requirement
Network analyisis
Network Dedign
Configuration
Network Testing
Implementation

Final Verification

7 days
20days
15 days
19 days
Sdays
5days
1day

Mon 7/7/14 Tue 7/15/14

Wed 7/16/1¢ Tue 8/12/18 1
Wed 8/13/1¢ Tue 9/2/14 2
Wed 9/3/14 Mon 9/29/143
Wed 3/24/1¢ Tue 9/30/14 3
Tue 9/30/14 Mon 10/6/14 4
Mon 10/6/14 Mon 10/6/14 5

Table 1.1: Project Schedule



CHAPTER TWO: METHODOLOGY

2.0 Methodology

Methodology is the systematic, theoretical analysis of the methods applied t
o a field of study, or the theoretical analysis of the body of methods and
principles associated with a branch of knowledge.

2.1 Research MethodologyResearch can be defined as the process of carryi
ng out a diligent inquiry or critical examination of a given phenomenon-
implies an exhaustive study, investigation or experimentation following some
logical sequence.

Research is a process of arriving at effective solutions to problems through
systematic collection, analysis and interpretation of data.

The main purpose of research is to discover answers to questions. Research

methodology is the process followed in conducting the research.

2.2 Research Questions

Research questions are meant to guide your information gathering as you c
onduct your research. The research questions | used can be viewed in the

appendix section.

1.4. 2.3 Purpose of the Research

The purpose of the research was to find out how the current systems funct
jon and to get a clear picture on the impact the proposed system would br
ing.
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The research was also aimed at eliciting user challenges with the current s
ystem and what improvements they would like to see.

2.4 Research Techniques/ methods used

There are a variety of data collection and analysis techniques that | conside
red before selecting the most suitable method for this project. These techniq
ues included:

a) Questionnaires

b) Interviews

c) Observation

d) Record Inspection / Document Review

e) Sampling

f) (@) Use of questionnaires

A questionnaire is a special document that allows the analyst to ask a num
ber of standard questions set to be asked to a large number of people in

order to gather information from them. It is used when:

- The system analyst is located at a considerably long distance from the re
spondent.

- There is a large number of respondents such that interviewing them will

be limited by time.

- The questions to be asked are simple and straight forward and require di
rect answers

- It is used as a means to verify facts found using other methods.

Advantages of using questionnaires are:

- They provide a cheap means of gathering information / data from a large
number of people.

- They encourage individuals to provide response without fear, intimidation

or victimization.
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- The respondents can complete the questionnaire at their own convenience
with minimal or limited interruption of their work.

- Questions are presented consistently to all without bias.

Disadvantages of using questionnaires are:

- Response is often too slow since the respondents complete and return the
form at their own convenience.

- They don't provide an opportunity for respondents to obtain clarification o

f questions which may appear vague or ambiguous.

- Does not provide an opportunity for the analyst to observe respondents' r

eactions.

- The design of the questionnaire requires an expert who may charge expe

nsively and may not be economically when used for a small group of user

S.

- All forms may not be returned and also not all questions may be answer

ed which leads to incomplete data for analysis.

Requirements for preparing a questionnaire include:

- Questions should be simple and clear

- The questions should be objectively oriented and one should avoid leadin

g questions.

- The questions should be logically organized

- The form should be neat.

(b) Interviewing

This is a direct face-to-

face conversation between the system analyst (the interviewer) and users (int
erviewees). He obtains answers to questions he asks the interviewee. He get
s the interviewee's suggestions and recommendations that may assist during
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the design of the proposed system.

Interviews serve the following purposes:

- Acts as a method of fact-
finding to gather facts about the existing system.
- Used for verifying facts gathered through other methods.
- Used for clarifying facts gathered through other methods.
- Used to get the user involved in the development of the new system.
Interviews are used in the following circumstances:
- When the respondents are few e.g. corporate managers.
- When the respondents are physically available and accessible.
- When the main emphasis of the system investigation is people
- When the analyst wishes to seek direct answers, opinions, suggestions and
detailed information.
- When the analyst wishes to verify validity of facts collected through othe
r techniques.
- When immediate response is required
Interviews have the following advantages:
- The analyst can frame questions differently to individuals depending on th
eir levels of understanding. Thus, it allows detailed facts to be gathered.
- The analyst can observe non-
verbal communication from the respondents or interviewees.
- The response rate rends to be high
- Provides immediate responseQ
- The analyst can get detailed facts from each respondent.
Disadvantages of interviews are:
- Costly and time consuming when used on a large number of people

- Success highly depends on the analyst human relation skills, expertise and
experience
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- May not be practical due to location of respondent

- May make the respondents to feel that they are being summoned or grill
ed by analyst

- Interviews can fail due to:

- Ambiguous questions being asked

- Personal questions being asked

- Inadequate time allocation for the exercise

- Lack of earlier preparation by both parties

- When the analyst is biased on using technical jargon

(c) Observation

Observation is the most effective fact-

finding technique but requires the analyst to participate in performance some
activities carried out by the user. He may choose to watch them as they
perform their activities and gather the facts intended.

This method is best used in the following circumstances:

- When the validity of facts gathered through other methods is questionable
- When complexity of certain aspects of a system prevent a clear explanati
on by the respondents or the user

- Used to confirm that the procedures specified in the manuals are being f
ollowed.

- When one needs to obtain first hand and reliable information

Guidelines when using the observation method include:

- There should be permission from concerned authorities before the exercise
- Gathered facts should be recorded

- Those to be observed should be notified and the purpose of the exercise
explained

- The analyst should be objective and avoid personal option. He should ha
ve an open mind

- The analyst should also be record ordinary events.

Advantages of observation method include:
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- Data gathered is highly reliable thus the method can be used to verify f
acts collected through other methods

- The analyst can see what is being done clearly including the tasks which
are difficult to explain clearly in writing or in words.

- Inaccuracy or inaccurately described tasks can easily be identified.

- It allows the analyst to easily compare gathered facts through other meth
ods and what actually happened on the ground

- Relatively cheap compared to other methods

Disadvantages of observation are:

- People feel uncomfortable when being observed and behave abnormally th
us influence the analyst's conclusions

- The exercise may take place at odd times inconveniencing those involved
- The analyst may observe exceptional activities, leaving some critical areas.
His patience and expertise play a great role

- the tasks being observed may be interrupted and the analyst may gather

wrong facts

(d) Record inspection / Document review

This method involves perusing through literature or documents to gain a bet
ter understanding about the existing system. Examples of documents that are
perused include sales orders, job descriptions, existing systems documentatio
n, management reports, procedure manuals, organized structure charts, trade j
ournals etc.

This method is best used when:

- The analyst needs to have a quick overview of the existing system

- the information required cannot be obtained through any other techniques

Advantages of this method are:

- It is comparatively cheap compared to other techniques

- It is a faster method of fact finding especially when documents to be co
nsidered are few

Disadvantages of this method are:
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- Time consuming if the documents are many or if they are not within th
e same locality

- Unavailability of relevant documents makes this method unreliable

- Its success depends on the expertise of the analyst

- Most of the documents or information obtained may be outdated

(e) Sampling

Sampling is the systematic selection of representative elements of a populati
on. The selected elements are examined closely and the results assumed to
reveal useful information about the entire population.

This method is used when the target population:

- Is too large and it is impractical to study every element of the populatio

- Contains homogenous elements (elements with similar characteristics)

Advantages of sampling are:

- It reduces the cost e.g. by avoiding to examine every document or talkin
g to everyone in the organization to gather facts

- It spends up fact finding process

- It improves effectiveness since one can concentrate on few people and fe
wer documents and get adequate accurate information

- May reduce biasness, if a representative sample is taken. All the elements
of the population stand a chance of being selected.

Disadvantages include:

- The sample may not be representative enough which may lead to incorre
ct and bias conclusions.

- The expertise of the analyst is required since sampling involves a lot of
mathematical computation

2.5 Research Technique used

The research method | decided to use was the interview approach. | prepar
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ed a list of questions to serve as my interview guide then visited Easy co
ach and conducted interviews with the relevant personnel.

| also used the observation technique to some extent to observe the rate of
service in the company and also the actual process of capturing parcel dat
a.

2.5 Project methodology

"Many network design tools and methodologies in use today resemble the ™
connect-the-

dots™ game that some of us played as children. These tools let you place

Internetworking devices on a palette and connect them with local-

area network (LAN) or wide-

area network (WAN) media. The problem with this methodology is that it

skips the steps of analysing a customer's requirements and selecting devices
and media based on those requirements”. Priscilla Oppenheimer (2004) Goo
d network design must recognize that a customer's requirements embody ma
ny business and technical goals including requirements for availability, scala
bility, affordability, security, and manageability. Many customers also want t
0 specify a required level of network performance, often called a service le
vel. To meet these needs, difficult network design choices and trade-

offs must be made when designing the logical network before any physical
devices or media are selected.

1.5. 2.5.1 System Development Life Cycle Approach Methodology

Based on Priscilla Oppenheimer (2004), network design is divided into som
e

Major phases. The phases that will be used in this project are:

Phase 1
Investigation
H
Phase 2
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Analysis
Phase 3
Design
Phase 4

Simulation

Figure 2.2: System Development Life Cycle approach

Phase 1: Investigation

The investigation phase is the most important step in planning a project; th
Is is to find out everything that will be involved with the project. During

the investigation phase, it discovers that the need for the project such as w
hat the user's need, doing a site survey. For the buildings and environment,
number of user and everything.

Phase 2: Analysis

This analysis phase is step when committees are formed and committee me
mbers determine what needs to be done. Each committee should create a ta
sk list. For each task, write down the resources required and how long it

will take to complete. This phase is to analyses all the details that have b
een gathered in an investigation phase. It will develop analysis strategy; det
ermine the parameters and the requirement for the project. The analyses are
about user, host, network and functional requirements.

Phase 3: Design

This design phase decides the network architecture of the project. It also in
cludes overall system, interfaces, assumptions, nodes and as appropriate. This
deliverable of this phase will be in logical design and physical design suc
h as network design and diagrams ready to be turned over for development
Phase 4: Simulation

In this phase the designs are mapped to the simulation tool. The configurat
jon for simulation includes the network configuration management, hardware
configuration management and the security of the project. The hardware an
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d software are installing

1.6. 2.5.2 Top-Down Network Design Methodology

Top-

down network design is a methodology for designing networks that begins

at the upper layers of the OSI reference model before moving to the lower
layers. It focuses on applications, sessions, and data transport before the s
election of routers, switches, and media that operate at the lower layers. Th
e top-

down network design process includes exploring divisional and group structu
res to find the people for whom the network will provide services and fro
m whom you should get valuable information to make the design succeed.

1.7. 2.5.3 Plan, Design, Implement, Operate, and Optimize (PPDIOO) metho
dology

The network design methodology presented in this section is derived from t
he Cisco Prepare, Plan,Design, Implement, Operate, and Optimize (PPDIOO)
methodology, which reflects a network’s lifecycle. The following sections d
escribe the PPDIOO phases and their relation to the network design method
ology, and the benefits of the lifecycle approach to network design. Subseq

uent sections explain the design methodology in detail.

Figure 2.3. PPDIOO Network Lifecycle Influences Design
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The following describes each PPDIOO phase:

Prepare phase: The Prepare phase involves establishing the organizational (
business) requirements, developing a network strategy, and proposing a high-
level conceptual architecture, identifying technologies that can best support t
he architecture. Financial justification for the network strategy is established

by assessing the business case for the proposed architecture.

Plan phase: This phase involves identifying the network requirements, whic
h are based on the goals for the network, where the network will be instal
led, who will require which network services, and so forth. The Plan phase
also involves assessing the sites where the network will be installed and a
ny existing networks, and performing a gap analysis to determine if the exi
sting system infrastructure, sites, and operational environment can support th
e proposed system. A project plan helps manage the tasks, responsibilities,

critical milestones, and resources required to implement the changes to the

network. The project plan should align with the scope, cost, and resource p
arameters established in the original business requirements. The output of thi

s phase is a set of network requirements.

Design phase: The initial requirements determined in the Plan phase drive

the network design specialists' activities. These specialists design the network
according to those initial requirements, incorporating any additional data ga
thered during network analysis and network audit (when upgrading an existi
ng network) and through discussion with managers and network users. The

network design specification that is produced is a comprehensive detailed de
sign that meets current business and technical requirements and incorporates
specifications to support availability, reliability, security, scalability, and per
formance. This design specification provides the basis for the implementation
activities.
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Implement phase: Implementation and verification begins after the design h
as been approved. The network and any additional components are built acc
ording to the design specifications, with the goal of integrating devices with

out disrupting the existing network or creating points of vulnerability.

Operate phase: Operation is the final test of the design's appropriateness.
The Operate phase involves maintaining network health through day-to-

day operations, which might include maintaining high availability and reduci
ng expenses. The fault detection and correction and performance monitoring
that occur in daily operations provide initial data for the network lifecycle'

s Optimize phase.

Optimize phase: The Optimize phase is based on proactive network manag
ement, the goal of which is to identify and resolve issues before real probl
ems arise and the organization is affected. Reactive fault detection and corr
ection (troubleshooting) are necessary when proactive management cannot pre
dict and mitigate the failures. In the PPDIOO process, the

Benefits of the Lifecycle Approach to Network Design

The network lifecycle approach provides many benefits, including the followi

ng:

lowering the total cost of network ownership:

1. ldentifying and validating technology requirements

2. Planning for infrastructure changes and resource requirements

3. Developing a sound network design aligned with technical requirements a
nd business goals

4. Accelerating successful implementation

5. Improving the efficiency of the network and of the staff supporting it

34|Page



6. Reducing operating expenses by improving the efficiency of operation pro

cesses and tools
Increasing network availability:

1. Assessing the state of the network's security and its ability to support th
e proposed design

2. Specifying the correct set of hardware and software releases and keeping
them operational and current

3. Producing a sound operational design and validating network operation

4. Staging and testing the proposed system before deployment

5. Improving staff skills

6. Proactively monitoring the system and assessing availability trends and al
erts

7. Proactively identifying security breaches and defining remediation plans
Improving business agility:

1. Establishing business requirements and technology strategies

2. Readying sites to support the system to be implemented

3. Integrating technical requirements and business goals into a detailed desig
n and

4. demonstrating that the network is functioning as specified

5. Expertly installing, configuring, and integrating system components

6. Continually enhancing performance
Accelerating access to applications and services:
1. Assessing and improving operational preparedness to support current and

planned network technologies and services

3B|Page



2. Improving service-

delivery efficiency and effectiveness by increasing availability, resource capac
ity, and performance.

3. Improving the availability, reliability, stability of the network and the ap
plications running on it

4. Managing and resolving problems affecting the system and keeping Softw
are applications current

For this project we have decided to go with System Development Life Cyc
le Approach MethodologyBecause it is efficient.

2.5 Project Requirement specification

1.8. 2.5.1 Software requirement

U Network Simulator: Cisco Packet Tracer version 6.0.1

U Coding Interface: Cisco 10S command Line

U Microsoft Office 2013

U Microsoft Visio 2013

U UML Diagrammer

u Cisco Aspine

U WampServer 2.4

U Programming language: PHP 5.4, JavaScript, HTML, Ajax, JQuery
U Database MySQL

1.9. 2.5.2 Hardware requirement
U Laptop or Desktop
U RAM 2 Gb and above

U INTEL Duo core and AMD Processor

2.5.3 Operation System
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U Windows 7 and 8

CHAPTER THREE: LITERATURE REVIEW

1.10. 3.1 Introduction

This chapter will elaborate about the literature and finding from relevant art
icles or papers about the element that related to this project. The literature
review is a body text that aims to review the critical points of current k
nowledge on particular topics. For this project, related to networking area a
nd more specifics to network design and data implementation of LAN", lite
rature review is important in order to study the basic about the subject of
the project. Literature review is a process to search, collect, analyse and co
ncluded all debates and issues raised in the work that been done. It also p
rovides the examples, case studies and other relevant work that have done

by other people in the past, it gives the chance to investigate areas and re
ad the subject that user may not have thought about before. The literature

review focuses on the various theory and basic network knowledge used in
the project. Project methodology will discuss detail about type of methodol
ogy, techniques, hardware or software requirements and project planning to

develop the project, so that the planning for the project proposed to meet

project objectives, scopes and requirements.
3.2 LAN (local area network)
Cody L. Horton (1998). »In its simplest form, a LAN is a communications

network that provides users of workstations with a transmission medium a
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nd a path for sharing local and remote computer resources» . A LAN cons
ists of the network cable also called network media, protocols, and network
interface cards (NIC), servers, workstations (clients), and other network dev
ices. LANs are separated into two broad categories, peer-to-peer and server-
based. The distinction between peer-to-peer and server-

based networks is important because each category provides different capabil

ities.

1.11. 3.2.1. Peer-to-Peer Networks

Connection between similar device (computer to computer) for sharing infor
mation. Peer-to-

peer networks are suitable for small organizations where the network will ¢
onsist of 10 or fewer computers.A peer-to-

peer network is workable in situations where network security is not import
ant, and no centralized network administration is required. In a peer-to-
peer network,

Computers on the network can function as both clients and servers. In this
type of network, each client can share resources with any computer on th
e network, and there is no centralized control over shared resources. The p
eer relationship means that no one computer has higher access priority or h
eightened responsibility to provide shared resources or network management.
Peer-to-

peer networks are not capable of handling high volumes of network traffic,
but in networks of 10 or fewer they provide an easy means of sharing d
ata and resources. Each computer in the peer network has the responsibility
of administering its own user database, which means that the users must
have a password and user account on even' computer in the network. Peer-
to-peer networks are less expensive and easier to install than server-

based networks, but they also provide less functionality and are not very e
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xpandable. While it may appear that peer-to-

peer networks are unworthy of consideration because of their limitations, ke
ep in mind that peer-to-

peer networks offer some powerful inducements particularly to smaller organ
izations and networks. Peer-to-

peer networks are the easiest and least expensive types of networks to insta
Il. Most peer-

to peer networks require only an operating system, such as Windows XP o
r Windows for Workgroups, network interface cards, and a common networ
k medium. Once the computers are connected, users can immediately begin

sharing information and resources. [Tittel, Hudson, 1998]

1.12. 3.2.2 Server-Based Networks

Server-

based networks, also known as "client/server" networks, rely on special purp
0Sse computers

Called servers that provide centralized management, coordinate and support t
0 other computers, and resources on the network. In a server-

based network, dedicated servers are installed for the purpose of providing
network services such as: user logons, maintaining the authorized user accou
nts database, storing files, providing resources and shared applications to use
rs, and providing network security.

There are a number of reasons to implement a server-

based network, including centralized control over network resources through
the use of network security control over the network using the server's con
figuration and setup. Server-

based networks are scalable and allow for future network growth and expan
sion. These networks are robust and can support a large number of users d
epending on how the server is configured. Server-

based networks can be tailored to meet the needs of small or large organiz
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ations, and they can handle high volumes of network traffic. Server-

based networks are much more powerful than peer-to-

peer networks, but they are also more expensive than peer-to-

peer networks. Additionally, server-

based networks require more administration, more training, and higher levels
of technical expertise to implement than required in peer-to-

peer networks.A WAN provides connectivity between more than one LAN,
and most WANs are a combination of LANs and other types of communic
ations components connected by communication links called WAN links [M
S PRESS, 1996].

1.13. 3.3 LAN Design

LAN technology has changed in the recent year with new technologies such
as technologies as Layer 3 switching, LAN switching, and VLANS, buildin
g campus LANs is becoming more complex than in the past. Today, the f
ollowing three technologies are required to build successful campus networks
U Token Ring switching Offers the same functionality as Ethernet switching
but uses Token Ring technology. You can use a Token Ring switch as ei

ther a transparent bridge or source-route bridge.

U Copper Data Distributed Interface (CDDlI)provides a single-
attachment station (SAS) or dual-

attachment station (DAS) to two Category 5 unshielded twisted-
pair (UTP), 100 Mbps RJ-45 connectors.

U Fiber Distributed Data Interface (FDDI)Provides an SAS or DAS connecti
on to the FDDI
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U Backbone network using two multimode, media interface connector (MIC)
fiber- optic connections.

"An office network consist of a Local Area Network (LAN) or group of L
ANs that all connected into one enterprise network. (Cisco Documentation,
2006).

3.4 LAN Installation

These are in term of ease of installation, total cost, reliability, performance
and security as state from Mitchell (2007). The article said that wired LA
N use Ethernet cables and network adapters. Although two computers can b
e directly wired to each other using an Ethernet crossover cable or differen
t devices can be connected using straight through cable, wired LAN general
ly also require central devices like hubs, switches, or routers to accommoda
te more computers. In term of installation, wired LAN used an Ethernet ca
bles. The cable must be run from each computer to another computer or to
the central device. It can be time-

consuming and difficult to run cables under the floor or through walls, esp

ecially when computers sit in Different rooms.

3.5 LAN Security

Without adequate protection or network security, many individuals, businesse
s, and governments are at risk of losing that asset. Network security is the
process by which digital. Network security is the process by which digital
information assets are protected, the goals security is to protect confidentia
lity, maintain integrity, and assure availability. (Salah Alabady, 2009) With t
he current increase number of LANs and personal computers security has b
ecome very critical issues when it comes to protect users, asserts and priva
cy of users. Security has one purpose, to protect assets. With the advent of
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personal computers, LANs, and the wide-

open world of the Internet, the networks of today are more open.

CHAPTER FOUR: SYSTEM ANALYSIS

Introduction

A system analysis involves evaluation of the current system using the gathe
red facts or information. System analysis involves understanding and specifyi
ng in detail what the system will do. One should evaluate whether the curr
ent and projected user needs are being met. If not, he should give a reco

mmendation of what is to be done. Analysis involves detailed assessment of
the components of the existing system and the requirements of the system.
The objectives or aims of system analysis are:

@ To determine information needs of an organization and the users of that
information.

@ Determination of the current activities of the system i.e. functions involv
ed in conversation of inputs to outputs.

@ Determination of the intended systems output.

@ Determination of the resources required for the intended system.

@ Determination of capabilities required in the system to meet information

needs of the organization.

4.1 System analysis activities

1) Analysis of the organization environment. The analyst should evaluate

in details information needs of the organization environment e.g. information
needs of the consumers, suppliers, competitors, government departments etc.
i) Analysis of the present system. The analyst should study the current s
ystem and identify its weaknesses and its strengths. He should establish the
ability of current system in meeting the stated information needs. This gui

42|Page



des a decision to be made on whether the existing system stands to be im
proved, changed or done away with altogether. Some aspects of the existing
controls, files, user interaction, methods, procedures, functions and existing

hardware and software.

1) Requirement analysis -

involves determination of user requirements e.g. tasks performed, output ex
pected, proposed system development cycle and user goals.

The following are also determined: -

U Maximum, minimum and average levels of activities.

U Labour intensive tasks -

the tasks that are manual and can easily computerized.

U Activities or tasks that involve complex or repetitive computation.

U Procedures that have become obsolete.

Once all the facts are analysed and documented a formal report is written
called statement of requirements.
4.1.0 The importance of system analysis:

i) It helps the analyst or system developer to gain understanding of the exi
sting system.

i) It allows the analyst or system developer to record existing system infor
mation in a standard form to aid design of a new system. It also facilitate
s understanding of the system by the user staff.

1) Enables the analyst or developer to define existing system procedure int
0 a logical model.

Helps the analyst to write or produce statement of requirements, which guid
es the development team throughout subsequent stages of the development i
fe cycle.
4.2 Requirement analysis

2.1. 4.3.0 ldentification of LAN design requirement

U High speed connectivity to access layer switch

U Scalability (support data, voice and video)
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U Availability(24x7)

U Manageability (VLAN, Telnet)

U Security (implementation of VLAN, ACL, Port security)

U High speed redundant links between switches on LAN and the access lay
er devices

U ldentification of available hardware for LAN

2.2. 4.3.1 Equipment features

U 3X1841 Routers (Main, Admin, Academic)

U 12XSwitches (Admin, Directors, library, academic, lab_201, lab_203, ACE,
LB 2, LB_3)

i Server (DNS, DHCP)

U 4XWireless router (Academic, Library, Law, Serverl)

U IP telephone

4.3.2 Design Redundancy

U Use of multiple layer 2 link to increase available bandwidth.

U Design that incorporate redundancy by using layer 3 switches.

U Implementation of routing protocol.

4.4 Existing Network

4.4.1 Current Network equipment

In the current network we have the following devices with serve the camp

us:

U 2 HP Switches in the sever room

U 1 HP switch in library

U 1 PH switch in law school

U 3 Linksys (Cisco) WRT300N wireless router (AC-AP)

4.4.2 Physical configuration state

Under physical we have the following;

U Locate in 6 building (LB, Academics, BLD, ACE, Library and Directors

office).

U LAN cable in both offices is CAT6 Ethernet.
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U Flat network without redundancy.

U The current network is inadequate for growth.

U 1 configured VLAN management.

U Addressing and Naming are inconstancy and poorly.

U 25 PCs connected via wireless router (AC-AP) in library

The figure bellow shows the physical configuration state

NETWORKED BUILDINGS

ACADEMICS 8L

LIBRARY DIRECTORS OFFICE

Figure 4.1: NAU network building
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Figure 4.2: physical network building

Note: connect cable used in the current network are;

1. Between switch to switch we have UTP cable (crossover cable)

2. Between core switch and normal switches we have Fiber optic cable.
Physical network design involves the selection of LAN and WAN technolog
les for campus and enterprise network designs. Physical Network Design, »
is to give you information about the scalability, performance, affordability,
and manageability characteristics of typical options, to help you make the
right selections for your particular customer. The cabling that connects build
ings is exposed to more physical hazards than the cabling within buildings.
Fig 4 shows how different switches connect from different building to the
core switch.

4.4.3 Network design topology

The definition of the word topology states than an item's topology defines
its physical appearance. In many ways a LAN's topology is the same, it is
representative of the LAN's physical appearance It is determined by how t
ransmission channels are used to connect network devices. Typically, it refer
s to how the LAN is physically set up and the cabling strategy being use
d. It is acknowledged that topology is the foundation of a LAN.

It should be pointed out that within the context of LANSs, the word topolo
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gy takes on a dual meaning. Both aspects are important to how the LAN

will function.

1. First, topology refers to the physical appearance of the LAN. This is kn
own as the physical topology.

2. The second aspect refers to how the LAN functions. This logical topolo
gy is determined by how the messages are transmitted from device to devi
ce.

There are three fundamental topologies, star, bus and ring. From these three
, @ number of hybrid topologies have developed, including tree, star-

wired ring, clustered star and hierarchical star.

2.3. 4.4.3.1 Star topology

In a star topology, the hub or switch is placed in the logical Center of th
e network. The remaining network devices are connected to this central hub
like the points on a star.

2.4. 4.4.3.2 Bus topology

A bus topology is a linear configuration. It places all of the network devic
es on one length of cable, similar to stops on a city bus route. The hubs,
server, stations and peripheral devices all use the same continuous length
of transmission channel.

2.5. 4.4.3.3 Ring topology

A ring topology places all of the network devices in a circle. It uses one
transmission channel to connect all devices. Each device is connected to the
next one. The last device is connected to the first closing the circle.

2.6. 4.4.3.4 Flat Network

In a flat network all connecting devices are on the same level

Table of advantages and disadvantages
Star Bus Ring
Advant U fault easy to | [ Adaptable to en No reliance on central device

ages  |ocate and isolate vironment changes
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U central manage (U Easy to expand

ment and add devices

Disadv Single point of f Lack of central co Device can be added only wh
antages ailure ntrol en the network is inoperative
Single point of fai

lure

Table 4.1. Comparison between network topologies

level 0

Figure 4.3. Flat network
2.7. 4.4.3.5 Hierarchical network
In a hierarchical design all connecting devices are still on the same level,

but these are interconnected at a level above it
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Figure 4.4. Hierarchical design
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In the traditional Cisco network design model, there are three basic levels
1. Access: Where switching is the primary activity.

2. Distribution: Where routing occurs.

3. Core: Which forms a backbone for connecting the distribution level seg
ments of large networks.

Due to significant benefits of hierarchical design over flat design which incl
uding

@ The network is easy to scale

@ The problem domain can be more easily isolated

@ It creates logical interconnection points where protocols changes can occu
r Failure in

Table comparison between hierarchical and flat network design

Flat Network Hierarchical Network
Advantag Uses for small network and statics Large and enterprise net
es work

Single collision domain large

Scalable, manageable

Limitatio Limited number of stations unlimited

ns
Single point of failure no

Broadcast domain layer 3 switches and Have 3 layers;
router Access. Distribution and

core

Table 4.2. Comparisons between hierarchical and flat network design
Note: we have decided to choose this model which will be adequate for o
ur network to make it efficient compare to the current network which use

flat network design.
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2.8. 4.4.4 Current network design problem

29507-24
ADMIN

2950-24 2950-24

LIBRAY 2 ACADEMIC
2950-24 Rﬂd;;”es'%a"ﬂ
1
HAR209 Ik failure

device faire

Figure 4.5. Current network design

The red circle represents the problem of the current network design, with n
0 interconnection between devices there is high probability of failure. For e
xample, if we take the link between core switch and director's switch, in ¢
ase there is a failure or a problem between core and director all other swi
tches cannot access service. There is issue of single point of failure in eac

h sub network.

2.9. 4.4.4.1 Logical configuration state

o i =
' UBRARY_2

LAB 203-HP

ACE_2

3 ;#
=
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Figure 4.6. Current logical design

2.10. 4.45. Network addressing Schema and Naming

A structured model for addressing means that addresses are meaningful, hier

archical, and planned. IP addresses that include a prefix and host part are

structured. Assigning an IP network number to an enterprise network, then

subnetting the network number and subnetting the subnets, is a structured (

hierarchical) model for IP addressing.

LOCATION VLAN's IP ADDRESSING ;
STAFF-DATA | STUDENTS- VOICE STAFF-DATA STUDENTS- VOICE | REMARKS
DATA DATA

Academic {Sport and 1140 NO STUDENTS 1141 10.49.0.0/24 10.50.0.0/24

Games |

Academic {(COD) 1142 | NO STUDENTS 1143 10,49.1.0/24 10.50.1.0/24

BLD (Directors Office) 1144 | NO STUDENTS 1145 10.49.2.0/24 10.50.2.0/24

BLD (Lab CLB-201) 1146 | 1147 1148 10.49.3.0/24 10.49.4.0/24 | 10.50.3.0/24 HP switch

BLD {Lab CLB-203) 1149 | 1150 1151 10,49,5.0/24 10.49.6.0/24 | 10.50.4.0/24 HP switch

Admin 1152 I NO STUDENTS 1153 10.49.7.0/24 10.50.5.0/24

Library 1% Floor 1154 \ 1155 1156 10.45.8.0/24 10.49.3.0/24 | 10.50.6.0/24

(penodical)

Library Ground floor 1157 ‘ 1158 1159 10.49.10.0/24 | 10.49.11.0/24 | 10.50.7.0/24

(bindery)

LB (Comp lab) 1160 l 1161 1162 10.49,12.0/24 | 10.49.13.0/24 | 10.50.8.0/24

ACE Ground Flr 1163 | 1164 1165 10.49.14.0/24 | 10.49.15.0/24 | 10.50.9.0/24

ACE 1* Floor 1166 | 1167 1168 10.49.16.0/24 | 10.49.17.0/24 | 10.50.10.0/24

Admissions 1169 1170 10.49,18.0/24 10.50.11.0/24

FUTURE USE 1172

WLAN - STAFF 1175 1176 1177 10.49.22.0/24 | 10.49.23.0/24

WLAN - STUDENTS-1 1178 1179 1180 10.49.24.0/24 | 10.49.25.0/24

WLAN - STUDENTS-2 1181 1182 1183 10.49.26.0/24 | 10.49.27.0/24

ROUTERS/Firewall 1184 10.51.0.0/24

SERVERS 1185 | 10.51.1.0/24

Management VLAN 1186 l 10,51.2.0/24

Figure 4.7: Addressing schema
4.45.1 Auditing the existing Network

It is a process of acquiring information about network. Considering the exis

ting information of users provide up to day information .it can be gather fr

om existing management software.
Types of routers
U Avaya

U Cisco wireless routers

U Network services provided by the current system (Dhcp, Wi-Fi, DNS)

2.11. 4.45.2 Existing network Management
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a. Difficult to troubleshoot and maintenance because it required to shut dow
n the network and required physical presence and there is no remote assist
ance.

b. No help desk, support was provided by calling technician physically usin
g

IP telephone which needed physical and it consumes time to be assisted.

c. Limited number of IP address in some location due to the problem of
VLANs. Some VLANs was assigned less IP address and other location of t
he network there is no VLANs at all. This problem makes hard to connect
to the network or access to service is not available to all user everywher
e.

4.4.6 System analysis of the current Network Management

4.46.1 How the current network is managed

a. in case there is a problem encounter by the user the need to call the I
T technician.

b. 1% assessment is physically, the IT technician go to the site/location/build
ing where the problem was reported.

c. The technician checks the problem and provide solution immediately if p
ossible, if not the problem will be solved after a particular time.

d. All types of assistance is physical which required times

4.4.6.2 Flowchart of the current network management

In case there is a problem encounter by the user the need to call the IT t
echnician

e. 1%t assessment is physically, the IT technician go to the site/location/build

ing where the problem was reported.
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current system

Figure 4.8: flowchart diagram of existing system

4.4.6.3 Weakness of the current system

U There is no reference of the previous problem occurred in the past.

U Though the manual system, it takes a considerably long time to move fr
om one building to another for solving network issue.

U Slow response time which result in inefficiency and ineffectiveness of flo
wof daily activities.

U Technician keeps on repeating the same task for common for common pr
oblem

U There is no permanent help desk service to deal with daily problem and
queries of user/client.

4.4.6.4 Proposed Solution to the current system problem:

U The new system allows user/client to post their problem and queries.

U The system help user to check their problem solution online without help
desk assistance

U User can request for online assistance

U It will save time and resources

U It allows to generate a report weekly report of user queries

U This system allows the network administrator and technician to track dow
n the problem based on the location of request.

U The queries tracking will first of all computerize the process of managin
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g the client/user's problem and queries.

U The administration will be in a position to store client/user queries online

and track them from any location.

U Through the use of a database each problem/query will be uniquely ident

ified hence there will be no problem of problem sharing the same Ids and

the process of retrieving patient files will be faster.

U Since the system is online, the administrator have access to queries histor

y from any location provided that there is internet connectivity and that the

y have the appropriate login credentials.
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Figure 4.9. Flowchart of the proposed system
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Figure 4.10. Activity diagram of the proposed system

4.4.6.5 Analysis of network traffic

This stage involves the verification of set of application protocol used in th
e network and determination the application traffic pattern. For our network
I used the Wireshark Network Analyzerv.1.106 to capture and analyses t

he traffic. The figure below shows the network traffic associated with proto

col.
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Figure 4.11: network traffic and protocols
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Figure4.12 NAU network traffic and protocols
Fig 10 and 11 show the traffic within the network by providing source an
d destination IP address during the transmission of package and protocols w
hich have been used.
4.4.6.6 Strength of the current network:

Good quality wiring.

Reusability of existing equipment e.g., switches. etc.
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- Physical security to access critical location.

- Adequate space for data Center.

4.4.6.7 Weakness of the current network:

The current network has the following weakness:

- No redundancy whereby we have large failure domain, link failure and d
evice failure.

- No state full firewall the existing firewall can perform filtering

- Poor maintenance of network infrastructures.

- Manageability of network, in case of problem the technician or network a
dministration need to be physical to the campus, which is losses of time a
nd resources.

- Switch synchronization issue, in case there is a problem with electricity t
he network take time synchronize so that the use can access

- Limited scalability: the network users grow rapidly than expected, which
affect the network users and required to upgrade to support future users.
- There is only one VLAN in the current network, we need to create mor
e VLANS.

- Manage end point to protect network by verify id.

4.4.7 Proposed system

2.12. 4.4.7.0 Physical design
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Figured.13. Proposed physical design

Under the proposed physical design, we have address the aspect of network
topology design, where by in new physical we have the aspect of hierarc
hical design to avoid link and device failure and solve the problem of red
undancy.

The merit of this new physical design is;

U Allow expansion.

U Allow redundancy.

U Reduce failure.

U Increase accessibility and reliability.

U It uses hybrid topology.

4.4.7.1 Logical design
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Figure 4.14. Proposed logical design
The merits of the new proposed logical design Ares;

U Make the network scalable

c:

Availability

U Reduce large domain failure.

U Create link and devices redundancy by adding 3 router to ensure if one
fails 2 will keep running and serve.

U Allow integration of voice and video in one network.

U Reduce broadcast domain.

4.4.7.1 Proposed security strategies

The new system has the following security features;

a. Port shutdown or port security, which blocks any attempt of port sniffin
g.

b. Implementation of VLAN virtual local area network, this segment networ
k into sub network. Which will separate user in the network. The purpose
IS to deny access students or unauthorized staff to access critical informatio
n like database of marks and finance.

c. Secured wireless access point (WAP) and deploy wireless round the cam
pus.

2.13. 4.4.7.2 Proposed Management strategies
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The merit of this system under management are following;

f. Easy troubleshoot and maintenance without affecting the work crucial task
S.

g. Implement a web-based system for dealing with day-to-

day problem by just fill a form and send to people who are in charge of
network. This will save of moving one building to another and will impro
ve the time of response and improve management.

h. With the implementation of Telnet service, which allow authorized techni
cian or administrator to access the network remotely and perform necessary
task required. Any access using telnet must be secured which will request
username and password before operating.

I. Implementation of DHCP server for better management of IP address and
automatic getting IP address without enter it manually.

2.14. 4.4.7.3 Proposed WAN

"
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Figure 4.15. Proposed WAN

Merit of proposed WAN are;

U Filter unwanted package based on access control list;

U Reduce broadcast domain.

U Support redundancy.

U Coordinate and route all the traffic across the network.

U Support growth.

U All these is to ensure the network meet user requirement at least 80%
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2.15. 4.4.7.4 Proposed Address schema

Subnet network

Main or Backbone
10.20.0.253/24

Administrator 192.168.6
0.0/24

Point to point VLAN
link

10.20.0.1/24 NO
Se0/1/1

Se 0/1/0

192.168.60.13/3
0

Se0/1/1

Se 0/1/0

Staff 192.168.60.64/2
7

Student 192.168.60.1
6/25

Lecture 192.168.60.3
2/28

Switches

NO

192.168.60.67/
29

192.168.60.66/
29

Admin 192.168.60.96 192.168.60.101

128

Academic 192.168.70.0/ |192.168.70.9/30

24
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Student 192.168.70.3
2/25

Staff 192.168.70.64/2
7

Admin 192.168.70.96
/128

Lectures 192.168.70.
16/28

DNS 192.168.50.34/2
7

Table 4.1: Address Schema

4475 General Merits of proposed system

The major objective of the NAU LAN's security is to:

I. Increase the efficiency of the network

Il. Improve network speed and bandwidth.

li. Improve management.

Iv. Secure user privacy and network infrastructures

v. Assure availability 24x7.

vi. Reduce link failure by making the network redundant.
vii. Reduce the time involved in generation reports.

viii. Good management of IP address and support scalability.
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CHAPTER FIVE: NETWORK DESIGN

2.16. 5.0. Definition

Dictionaries generally define design as planning how to create something, or
the actual plans themselves. However, when you think of designing someth
ing, whether it is a product, an addition to a house, or a network, you lik
ely contemplate a broader use of the word design.

2.17. 5.1. Design principals

Cisco has developed the Plan-Design-Implement-Operate-

Optimize (PDIOO) network life cycle to describe the multiple phases throug
h which a network pass. This life cycle phases are briefly described as foll
ows:

U Plan phase: The detailed network requirements are identified, and the ex
isting network is reviewed.

U Design phase: The network is designed according to the initial requirem
ents and additional data gathered during analysis of the existing network. T
he design is refined with the client.

U Implement phase: The network is built according to the approved design

U Operate phase: The network is operational and is being monitored. This
phase is the ultimate test of the design.

U Optimize phase: During this phase, issues are detected and corrected, eit

her before problems arise or, if no problems are found, after a failure has
occurred. Redesign might be required if too many problems exist.

U Retirement phase: Although not part of the PDIOO acronym, this phase
IS necessary when part of the network is outdated or is no longer require

d.
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Network Owner Decides
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and Network
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Performed

Plan
Design
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Optimize Design Implementation

DalenmAant and Verification
Figure 5.1: illustration of PDIOO

Network design should include the following tasks,

cOCOO~— 0O

- Determine requirements

- Analyse the existing network, if one exists
- Prepare the preliminary design

- Complete the final design development

- Deploy the network

- Monitor, and redesign if necessary

Design Based on
Requirements,
Network Audit,

and Network
Analysis

- Maintain documentation (as a part of all the other tasks)
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Figure 5.2: illustrate the tasks

Note: The Campus LAN Design addresses four primary wired LAN require
ments shared by organizations, including the need to:

- Offer reliable access to organization resources

- Minimize time required to absorb technology investments

- Provide a productive and consistent user experience

- Reduce operation costs

2.18. 5.2 logical network topology

Designing a network topology is the first step in the logical design phase

of the top down network design methodology. To meet a customer's goals

for scalability and adaptability, it is important to architect a logical topolog
y before selecting physical products or technologies. During the topology de
sign phase, you identify networks and interconnection points, the size and s
cope of networks, and the types of internetworking devices that will be req

uired, but not the actual devices.
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Figure 5.3: NAU LAN logical design

2.19. 5.2.1 Flat versus Hierarchical Topologies

2.20. 5.2.1.0 Flat network topology

A flat network topology is adequate for small networks. With a flat networ
k design, there is no hierarchy. Each network device has essentially the sa
me job, and the network is not divided into layers or modules. A flat net
work topology is easy to design and implement, and it is easy to maintain,
as long as the network stays small. When the network grows, however, a
flat network is undesirable. The lack of hierarchy makes troubleshooting di
fficult. Rather than being able to concentrate troubleshooting efforts in just

one area of the network, you might need to inspect the entire network. Alt
hough mesh networks feature good reliability, they have many disadvantages

if they are not designed carefully.
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Figure 5.4: Flat network design

All the devices are on the same level, computers and switches.

2.20.1.1. 5.2.1.1 Hierarchical Design Model

The hierarchical design model is used to break the design up into modular
groups or layers. Breaking the design up into layers allows each layer to
focus on specific functions, which simplifies the design and provides simplif
iled deployment and management.

Modularity in network design allows you to create design elements that can
be replicated throughout the network. Replication provides an easy way to
scale the network as well as a consistent deployment method. In flat or
meshed network architectures, changes tend to affect a large number of syst
ems. Hierarchical design helps constrain operational changes to a subset of
the network, which makes it easy to manage as well as improve resiliency.
Modular structuring of the network into small, easy-to-

understand elements also facilitates resiliency via improved fault isolation.

A hierarchical design includes the following three layers:

I. Access layer: Provides workgroup/user access to the network.

ii. Distribution layer: Aggregates access layers and provides connectivity to
services.

iii. Core layer: Provides connection between distribution layers for large L

AN environments.
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Figure 5.5: Hierarchical design for NAU Campus
I. Access Layer
The access layer is the point at which user-controlled and user-
accessible devices are connected to the network. The access layer provides
both wired and wireless connectivity and contains features and services that
ensure security and resiliency for the entire network.

Device Connectivity

The access layer provides high-speed user-controlled and user-

accessible device connectivity. Once expensive options, high-

speed access technologies like Gigabit Ethernet and 802.11n wireless are no

w standard configurations on end-user devices.

Figure 5.6: device connectivity of NAU Campus
1. Switches used in access layer
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I. School of law, labs, academic, nerve Center switch
il. Library, finance admission switch

2. Wireless access pint Linksys

3. IP telephone

4. Printers

5. Servers

6. Desk and laptop

ii. Distribution Layer

The distribution layer serves many important services for the LAN. The pri
mary function is to serve as an aggregation point for multiple access layer
switches in a given location or campus. In a network where connectivity
needs to traverse the LAN end-to-

end, whether between different access layer devices or from an access layer

device to the WAN, the distribution layer facilitates this connectivity.
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Figure 5.7: distribution layer NAU LAN Campus

Scalability

In any network where multiple access layer devices exist at a location to s
erve end-

user connectivity, it becomes impractical to interconnect each access switch

as the access layer grows beyond two or three switches. The distribution la
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yer provides a logical point to summarize addressing and to create a bound
ary for protocols and features necessary for the access layer operation. Anot
her benefit of the distribution layer boundary is that it creates fault domain
s that serve to contain failures or network changes to those parts of the n
etwork directly affected.

ii. Core Layer

In a large LAN environment there often arises a need to have multiple dis
tribution layer switches. One reason for this is that when access layer switc
hes are located in multiple geographically dispersed buildings, you can save
costly fiber-

optic runs between buildings by locating a distribution layer switch in each
of those buildings. As networks grow beyond three distribution layers in a
single location, organizations should use a core layer to optimize the desig
n. Another reason to use multiple distribution layer switches is when the n
umber of access layer switches connecting to a single distribution layer exc
eeds the performance goals of the network designer. In a modular and scal
able design, you can collocate distribution layers for data Center, WAN con
nectivity, or Internet Edge services.

In environments where multiple distribution layer switches exist in close pro
ximity and where fiber optics provide the ability for high-

speed interconnect, a core layer reduces the network complexity, as shown i

n the following two figures.

“loud-PT
Cloud0

134
Main CORE LAYER
Routsr Name
1Man
2,Admn

'——"‘ml = ;‘i 2 Admestrator
1941 1641 Red cable: Serial cable DCE
Adminstrator Admin

Figure 5.8: NAU LAN core layer

5.3 Switching technologies
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Campus network design topologies should meet a customer's goals for availa
bility and performance by featuring small bandwidth domains, small broadca
st domains, redundancy, mirrored servers, and multiple ways for a workstati
on to reach a router for off-net communications.

2.21 5.3.0 STP (Spanning Tree Protocol)

An open standard protocol, documented in IEEE 802.1D, used in a switche
d environment to create a loop-

free logical topology and logical tree with no redundancy.

U Potential loop detection and port blocking

c:

Redundancy without switching loops

U to prevent switching loops, STP:

1. Forces certain interfaces into a standby or blocked state

2. Leaves other interfaces in a forwarding state

3. Reconfigures the network by activating the appropriate standby path, if t
he forwarding path becomes unavailable

Due to the weakness of STP which are;

a. Passively waited for the network to converge before it transitioned a por
t into the forwarding state.

b. To achieve quick convergence, a network administrator had to carefully t
une the conservative default values for the Maximum Age and Forward Del
ay timers, which put the stability of the network at stake.

The implementation of more reliable STP called RSTP (Rapid STP) introdu
ced In 2004, the IEEE incorporated its 802.1w standard, «Rapid Reconfigura
tion of Spanning

Tree, » into the IEEE 802.1D standard. The goal of the 802.1w committee
was to standardize

an improved mode of switch operation that reduces the time STP takes to

converge to a least-

cost spanning tree and to restore service after link failures. Which solved a
Il the of normal STP with the following solution;
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7. Can actively confirm that a port can safely transition to the forwarding
state without having to rely on any timer configuration.

8. To achieve convergence or convergence in a few hundred milliseconds.
9. There is now a synchronization mechanism that takes place between RST
P-

compliant bridges so that they actively build the topology as quickly as po

ssible.

Figure5.9: Spanning tree illustration in Switching

5.3.1 VLAN (Virtual Local Area Network)

A virtual LAN (VLAN)is an emulation of a standard LAN that allows dat
a transfer to take place without the traditional physical restraints placed on
a network. A VLAN is a set of LAN devices that belong to an administra
tive group. Group membership is based on configuration parameters and ad
ministrative policies rather than physical location. Members of a VLAN com
municate with each other as if they were on the same wire or hub, when

they might be located on different physical LAN segments. Members of a
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VLAN communicate with members in a different VLAN as if they were o
n different LAN segments, even when they are located in the same switch.

Because VLANs are based onlogical instead of physical connections, they
are extremely flexible.
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Figure 5.10: illustration of VLANs in NAU LAN

Switches have been configured to recognize VLAN student, VLAN lectures,
VLAN staff, VLAN technician and VLAN admin, they can exchange fram
es across the interconnection link, and the recipient switch can determine th
e VLAN into which those frames should be sent by examining the VLAN
tag. The link between the two switches is sometimes called a trunk link

or simply a trunk. Trunk links allow the network designer to stitch together
VLANSs that span multiple switches.
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Figure 5.11: trunk port between switches

2.22. 5.3.2 Designing Models for Addressing and Numbering

A Structured addressing means that addresses are meaningful, hierarchical, a

nd planned. IP addresses that include a prefix and host part are structured.
Assigning an IP network number to a campus network, then subnetting th

e network number and subnetting the subnets, is a structured (hierarchical)

model for IP addressing.

A clearly documented structured model for addressing facilitates management
and troubleshooting. Structure makes it easier to understand network maps,
operate network management software, and recognize devices in protocol a
nalyser traces and reports. Structured addresses also facilitate network optimi

zation and security because

2.23. 5.3.2.0 Static and Dynamic Addressing for End Systems
Dynamic addressing reduces the configuration tasks required to connect end
systems to an internetwork. Dynamic addressing also supports users who ¢
hange and automation of station or LAN. DHCP protocol have minimize co
nfiguration tasks for IP end system. In our network we are using both stati
¢ and dynamic addressing IP. Static addresses are used for servers, routers,
switches, and printers.

Comparison between static versus dynamic addressing include the following:

U the number of end systems devices: When there are more than 30 sys
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tems, dynamic addressing is usually preferable.

U Renumbering: If it is likely you will need to renumber systems in the
future and there are many end systems, dynamic address assignment is the
better choice. Renumbering for public addresses will become necessary if a
new ISP is selected. In addition, you might plan to renumber because the
current plan is not well structure door will run out of numbers soon.

U High availability: Statically assigned IP addresses are available anytime.
Dynamically assigned IP addresses have to be acquired from a server first.
If the server fails, an address cannot be acquired. To avoid this problem, y
ou can deploy redundant DHCP servers or use static addresses.

U Security: With dynamic address assignment, in most cases, any device th
at connects to the network can acquire a valid address. This imposes some
security risk.

U Address tracking: If a management requires that addresses be tracked, st
atic addressing might be easier to implement than dynamic addressing.

U Additional parameters: If end systems need information beyond an addr
ess, dynamic addressing is useful because a server can provide additional p
arameters to clients along with the address. For example, a DHCP server p
rovides a subnet mask, a default gateway,

2.24. 5.3.2.1 Hierarchical Routing

Hierarchical routing means that knowledge of the network topology and con
figuration is localized. No single router needs to understand how to get to
each other network segment.

Hierarchical routing requires that a network administrator assign addresses in
a hierarchical fashion. IP addressing and routing have been somewhat hiera
rchical for a long time, but in recent years, as the Internet and enterprise i
ntranets have grown, it has become necessary to add more hierarchy.
Identifies a block of host numbers and is used for routing to that block. T
raditional routing, also known as classful routing, does not transmit any inf
ormation about the prefix length. With classful routing, hosts and routers ca
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Iculate the prefix length by looking at the first few bits of an address to
determine its class.

Classless routing protocols, on the other hand, transmit a prefix length with
an IP address. This allows classless routing protocols to group networks in
to one entry and use the prefix length to specify which networks are grou
ped. Classless routing protocols also accept any arbitrary prefix length, rathe
r than only accepting lengths of 8, 16, or 24, which the classful system di
ctated.

2.25. 5.3.2.2 IP address subnetting

2.26. 5.3.2.2.0 VLANS

Table 5.1: VLAN table

VLAN Number Name
VLAN 100 Student
VLAN 200 Lectures
VLAN 300 Staff

VLAN 400 Technician

2.27. 5.3.2.2.1 VLANS IP address
Table 5.2: VLAN IP address

VLAN Name IP address Subnet Mask

192.168.60.0/24

Student 192.168.60.128/25 255.255.255.128
Lectures 192.168.60.16/28 255.255.255.240
Staff 192.168.60.32/28 255.255.255.240

Technician 192.168.60.48/28 255.255.255.240
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Vlans 192.168.60.64/28 255.255.255.240

192.168.70.0/24

Student 192.168.70.128/25 | 255.255.255.128
Lectures 192.168.70.16/28 |255.255.255.240
Staff 192.168.70.32/28 255.255.255.240

Technician 192.168.70.48/28 |255.255.255.240

Vlans 192.168.70.64/28 |255.255.255.240

2.28. 5.3.2.2.3 Point to pint IP address

This is applied on WAN between 2 or more router connecting different LA
NS

Table 5.3: point to point router IP address

Router name |IP address Subnet mark
Interfaces

Administration 1192.168.60.5/30 s0/0/1 255.255.255.252
192.168.60.6/30 s0/1/0

Academic 192.168.70.5/30 s0/0/1 |255.255.255.252
192.168.70.6/30 s0/1/0

Main 10.20.0.1/24 s0/0/1 255.255.0.0
10.20.0.2/24 s0/1/0

2.29. 5.3.1.2.4 DNS and DHCP server IP address
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Table 5.4: DNS and DHCP IP address
DNS server [192.168.60.34 255.255.255.240

DHCP server 192.168.60.33 |255.255.255.240

2.30. 5.3.3 Network security and management design

Network security involved the implementation of the following services;

U Port shut down: this service allows to shut unused port of the switch,
the purpose is block any sniffing by unauthorized users.

U Implementation of switch and router authentication and identification whic
h allows only authorized user to access, make changes and make configurat
jon at remote location or locally.

U Implementation of access list control to assign privilege to authorized use
s to access and perform task according to privilege assigned.

Management design involve the following services;

U Creation of web-

based application to deal with request of users and provide them solution.
U Implementation of secured telnet of all switches in network to allow easy
troubleshooting and maintenance.

2.31. 5.4.0 System design of NAU network management online

2.32. 5.4.0.1 Introduction

System Design is a process of designing how the intended system will loo
k like once it becomes operational. It is meant to produce a design specifi
cation for the new system.

In system design, | specified in detail how the parts of the system would
be implemented.

| used the Object-

Oriented Analysis and Design (OOAD) approach. This is because it provide
s a way of thinking about a problem using real world concepts instead of
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using adhoc function concepts.

The major benefits of using OOAD are:

1) It promotes better understanding of user requirements.

i) It leads to cleaner designs.

1) There is design flexibility.

Iv) Decomposition of the system is consistent.

v) Software can be reused.

vi) It facilitates easy maintenance.

vii) There is implementation flexibility

The object oriented (OO) methodology has 3 elements namely; notation, pro
cess and Tools.

a) Notation

This is a collection of graphical symbols for expressing the model of the s
ystem.

The Unified Modelling Language (UML) provides a very robust set of nota
tions which grows from analysis to design.

The UML is mainly a collection of graphical notations that methods use to
express the designs.

The UML is also used for visualizing, specifying, constructing, and docume
nting the artifacts of a software system.

The advantages of UML are that:

1) It captures the business processes.

i) It enhances communication and ensures the right communication.

i) It has the capability to capture the logical architecture independent of t
he implementation language.

Iv) It enables reuse of design.

The UML refers to things like classes, components, relationships, packages,
etc.

b) Process / Method

A process is an extensive set of guidelines that addresses the technical and
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organizational aspects of software development focusing on requirements, an
alysis and design.

Process basically encapsulates the activities leading to the orderly constructio
n of a system model.

c) Tools

A tool is automated support for every stage of the SDLC.

It helps the designer in creating designs much more quickly.

Tools support validations like consistency checking, completeness checking a
nd constraint checking.

Tools also help in code generation, reverse engineering, round trip engineeri
ng, conversion from SSAD to OOAD, quick documentation, etc.

The tools used included UML Diagrammer, White star UML and Microsoft
Visio 2013.

Models Object Oriented Development

There are 4 + 1 views of the OO model. These views are:

0 the process view

0 Deployment View

0 Logical View

0 Dynamic View +

0 Use Case View

For each dimension, a number of diagrams are defined that denote a view
of the system's model.

The use case is central since its contents drive the development of other vi
ews.

5.4.0.2 UML Diagrams

The following UML diagrams were used in the design of the Patient Recor
ds Tracking System.

1) Use case diagrams

i) Behavioural diagrams: Activity diagrams.

i) Interaction diagrams: Sequence diagrams
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iv) Class diagram
2.33. 5.4.0.2.0 Use case diagrams
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Figure 5.13: use case diagram of NAU network mngnt system online
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Figure 5.14: use case diagram of administrator
5.4.0.2.1 Activity diagrams
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82|Page



[ Actrety Diagm of Adminstator ]

ogn

%ﬁo B0

(.- w] (\-w :mu.m) EM. prociem hmg
Figure 5.16: activity diagram of administrator
5.4.0.2.2 Sequence diagrams
Sequence dragram for Admistrator task
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Figure 5.17: sequence diagram for administrator
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Sequence diagram for user task
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Figure 5.17: sequence diagram for user
5.4.0.2.3 Class Diagrams
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Figure 5.18: class diagram of NAU network mngnt system online
5.4.0.3 Database design

Database design is the process of producing a detailed data model of a dat
abase. It contains all the needed logical and physical design choices and ph
ysical storage parameters needed to generate a design in data definition lan
guage, which can then be used to create a database. It can also be used t

0 describe many different parts of the design of an overall database system
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The process of doing database design generally consists of a number of ste
ps which will be carried out by the database designer. Usually, the designe
r must:

- Determine the relationships between the different data elements.

- Superimpose a logical structure upon the data on the basis of these relati
onships.

5.4.0.3.0 Design process

The following are the steps to be followed during database design:

1). Determine the purpose of the database -

This helps prepare for the remaining steps.

i). Find and organize the information required -

Gather all of the types of information to record in the database, such as
product name and order number.

iii). Divide the information into tables -

Divide information items into major entities or subjects, such as problem.
Each subject then becomes a table.

Iv). Turn information items into columns -

Decide what information needs to be stored in each table. Each item beco
mes a field, and is displayed as a column in the table. For example, an A
dmin table might include fields such as user name and password.

v). Specify primary keys -

Choose each table's primary key. The primary key is a column, or a set
of columns, that is used to uniquely identify each row. An example might
be user ID or Problem ID.

vi). Set up the table relationships -

Look at each table and decide how the data in one table is related to th
e data in other tables. Add fields to tables or create new tables to clarify
the relationships, as necessary.

vii). Refine the design -
Analyse the design for errors. Create tables and add a few records of sa
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mple data. Check if results come from the tables as expected. Make adjust
ments to the design, as needed.

viii). Apply the normalization rules -

Apply the data normalization rules to see if tables are structured correctly.
Make adjustments to the tables

The person who is doing the design of a database is a person with experti
se in the area of database design, rather than expertise in the domain from
which the data to be stored is drawn e.g. financial information, biological
information etc. Therefore, the data to be stored in the database must be
determined in cooperation with a person who does have expertise in that d
omain, and who is aware of what data must be stored within the system.
This process is one which is generally considered part of requirement analy
sis, and requires skill on the part of the database designer to elicit the nee
ded information from those with the domain knowledge.

2.34. 5.4.0.3.1 Normalization

Database normalization is the process of efficiently organizing data in the
DB. It can also be described as the accurate presentation of data, relationsh
ips and constraints. Normalization is a systematic way of ensuring that a d
atabase structure is suitable for general-

purpose querying and free of certain undesirable characteristics--

insertion, update, and deletion anomalies--

that could lead to a loss of integrity. The main goals of normalization are

to:
1) Eliminate redundant data in a DB.

i) Ensure data dependencies make sense.

2.35. 5.4.0.3.3 Process of normalization

These are the steps taken from the unnormalized form (UNF) to the norma
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lized form. UNF is the table that contains one or more repeating forms. T
he steps are:

Table problem

Employe problem des [Full Na Departm Build Date of p Type of p |Sta

e cription me ent ing roblem roblem tus

Employ Depart Building Date of s Soluti Solved Type of p status

ee ID ment olution on by roblem

1. First normal form (1NF)

The first normal form (INF) involves the removal of repeating groups. The
question remains, "What is a repeating group?" example of repeating group
s: Employee ID(JKC-FIN-0100), Full-

name (Adam Jama) status(Unsolved), Department(Finance, Academic), Buildin
g(LAB, Academic), Type of problem(No connection, Connectivity), solution(s
olved),solved by, and type of problem For a given problem , one or more
solution and one or more solution can exist. For each repeating group Yo
u encounter, the repeating group is moved to a separate table. In this case,
you end up with two new tables that store the contact and category data.
The following outlines the new structure and entities:

1) Problem : Problem ID(primary key) ,Type of problem , problem descri
ption ,Date of problem and Status

2) Employee: Employee ID(primary key), Full Name, Department, Building
3) Solution: Solution ID (primary key), Date of solution, solution, Solved

by, Status

4) Report: Report ID(primary key) ,Solution ID , Employee ID, Date of

report

The problem table is a parent to the problem id and Solution tables. The t

wo relationships are one to many. In other words, each problem can have
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one or more solution and can be associated with one or more categories.
2. Second normal form(2NF)

Second normal form (2NF) is the second step in normalizing a database. 2
NF builds on the first normal form (INF). A 1INF table is in 2NF form if
and only if all of its non-

prime attributes are functionally dependent on the whole of every candidate
key.

2NF is achieved by removing partial dependencies: the functionally depende
nt attributes are removed from the relation by placing them in a new relati
on along with a copy of their determinant.

Identification of attribute

Problem (Problem ID, Date of problem, problem description, Date of proble
m and Status)

Employee (Employee ID, Full Name, Department and Building)

Solution (Solution ID, Date of solution, solution, Solved by and Status)
Report (Report ID, Solution ID, Employee ID, and Date of report)
Functional dependency:

Employee ID Full Name, Department and Building

Solution ID Solution, Date of solution, status and solved by

Report ID Employee ID, Solution ID, Problem ID, Department and Building
Problem ID Type of problem, problem description, Date of problem and St

atus
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Figure5.20: full dependency

Partial dependency

Solution ID, Employee ID Problem ID, Type of problem, problem descriptio
n, Status, Solved by

Problem ID Type of problem, problem description, Date of problem
Employee ID, problem ID building, department, type of problem

3. Third normal form(3NF)

Third normal form (3NF) is the third step in normalizing a database and it
builds on the first and second normal forms, 1INF and 2NF. 3NF states t
hat all column reference in referenced data that are not dependent on the p
rimary key should be removed. Another way of putting this is that only fo
reign key columns should be used to reference another table, and no other
columns from the parent table should exist

Problem table: Problem ID (primary key), Type of problem, problem desc
ription, Date of problem and Status

Employee table: Employee ID (primary key), Full Name, Department, Buil
ding

Solution table: Solution ID (primary key), Date of solution, solution, Solv
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ed by, Status

Report table: Report ID (primary key), Solution ID, Employee ID, Date
of report

5.4.0.2 Database Schema Tables

Table Problem

Name Date type Null

Problem ID Integer (12) |not null
Type of problem Varchar (255) not null
Date of problem Time stamp |not null
problemed Varchar (255) Not null

status Varchar (20) not null

Table solution

Name Date type Null
Solution ID Integer (12) |not null
solution Varchar (255) not null

Date of solution Time stamp not null
status Varchar (20) not null

Solved by Varchar (25) not null

Table employee
Name Date type Null
Employee ID Integer (12) |not null

Full name  Varchar (255) not null
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Department  |Varchar (25) not null

Building Varchar (20) not null

Table report

Name Date type Null
Report ID Integer (12) not null
Employee ID |Integer (12) not null
Problem ID Integer (12) not null
Solution ID Integer (12) not null

Date of report Timestamp not null

Table comment
Name Date type Null
comment ID |Integer (12) not null

Full name Varchar (255) not null

Date Timestamp not null
message Varchar (20) not null
Table user

Name Date type Null
ID Integer (12) |not null
username Varchar (255) not null

password Varchar (255) not null
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5.4.0.3 Entity relationship diagram (ERD)

An Entity Relationship Diagram (ERD) is a diagram that shows how tables
in a database are linked together and how they interact with each other i
n the database. It can be described as a graphical representation of the dat
a requirements for a database.

There are 5 major parts to an ERD:

a) Entity

An entity represents a person, place, or thing that you want to track in a
database. E.g. in this system, a customer, admin are entities. The entity bec
omes a table in the database.

Each occurrence of the entity is an «Entity Instance». This is becoming a
record or a «row» in the table. E.g. a single name is an instance of the e
ntity -tbl_problem.

b) Attribute

An attribute describes various characteristics about an individual entity. They
tell us more about an entity. The characteristics become the «columns» in
the table. E.g. each problem has an Id and a problem type.

c) Primary Key

A primary iIs an attribute of group of attributes that uniquely identifies an
instance of the entity.

d) Relationship

A relationship describes how one or more entities interact with each other.
A verb is often used to describe the relationship. E.g. a problem has a uni
que problem ID.

Relationships can be between two instances of entities or more. Other times
you don't even need an instance for a relationship to occur. Relationships
are explained through cardinality.

e) Cardinality
92|Page



Cardinality is the count of instances that are allowed or are necessary betw
een entity relationships E.g. A client can have zero, one or multiple proble
m, but each problem can only belong to one solution. One of the ways to
represent cardinality in an ERD is by use of Crow's Foot Notation.
There are four different ways to represent cardinality using Crow's foot Not
ation.
One-
Mandatory means that you must have at least one and only one instance.
Many-
Mandatory means that you must have at least one instance but you can h
ave several instances.
One-
Optional means that you don't have to have an instance but if you do, yo
u can only have one.
Many-
Optional means that you don't have to have an instance but if you do, th

ere isn't a limit as to how many instances you can have.

I probliem
PK | problem 1D
type of problem
dateofproblem
status One to many <olution
problemdesc
One to many PK | solution ID
solution
Date of solution
slatus
report solved by
5| PX |reportio
’ employee IDIFK)
problem 1D |FK)
I solution ID (FK)
date of report
One to rpany
emplioyee

PK  employee ID

full name
department

buliding
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Figure 5.21: ERD diagram
5.4.0.4 Interface design
Interface design is the design of websites, computers, appliances, machines,
mobile communication devices, and software applications with the focus on
the user's experience and interaction. The goal of user interface design is to
make the user's interaction as simple and efficient as possible often referre
d to as user-centered design.
5.4.1 Good interface design
A good interface design stems from knowing your users, including understa
nding their goals, skills, preferences, and tendencies. The following should b
e considered when designing the interface:

Keep the interface simple. The best interfaces are almost invisible to th
e user. They avoid unnecessary elements and are clear in the language they
use on labels and in messaging.
- Create consistency and use common User Interface elements. By usin
g common elements in your U, users feel more comfortable and are able
to get things done more quickly. It is also important to create patterns in |
anguage, layout and design throughout the site to help facilitate efficiency.
Once a user learns how to do something, they should be able to transfer t
hat skill to other parts of the site.

Be purposeful in page layout. Consider the spatial relationships between
items on the page and structure the page based on importance. Careful pl
acement of items can help draw attention to the most important pieces of i
nformation and can aid scanning and readability.
- Strategically use color and texture. You can direct attention toward or
redirect attention away from items using color, light, contrast, and texture t
0 your advantage.

Use typography to create hierarchy and clarity. Carefully consider ho
w you use typeface. Different sizes, fonts, and arrangement of the text to
help increase scan ability, legibility and readability.
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Make sure that the system communicates what's happening. Always i
nform your users of location, actions, changes in state, or errors. The use
of various Ul elements to communicate status and, if necessary, next steps

can reduce frustration for your user.
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Figure 5.22: interface design
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CHAPTER SIX: SYSTEM TESTING AND IMPLEMENTATION
6.1 Coding
Coding / Programming is the process of translating system specifications pre
pared during design stage into a full operational system (program code (sol
ution).
This was done using:

WampServer

Dreamweaver.

Packet tracer simulation

Cisco 10S command

6.2 User Interface

The following are some screenshots.
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Figure 6.6: Network Schema
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Figure 6.9: Show interface route
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6.3 System testing

System testing is the exhaustive and thorough process that determines wheth
er the system produces the desired results under known conditions.

Test data must be carefully prepared, results reviewed and corrections made
in the system.

To ensure testing is clear and comprehensive a systematic test plan must b
e employed.

The development team and users prepare Test plan with details on how tes
ts will be carried out. It must detail: -

Expected inputs, Expected outputs, Expected error reactions, Expected comm
unications, Expected termination, etc.

6.2.1 Methods / Types of Testing

6.2.1.1 Functional testing

This is a software testing technique whereby the internal workings of the it
em Dbeing tested are not known by the tester. For example, in a black box
test on software design the tester only knows the inputs and what the ex
pected outcomes should be and not how the program arrives at those outpu

ts. The tester does not ever examine the programming code and does not n
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eed any further knowledge of the program other than its specifications.
Advantages of functional testing

- The test is unbiased because the designer and the tester are independent
of each other.

- The tester does not need knowledge of any specific programming languag
es.

- The test is done from the point of view of the user, not the designer.

- Test cases can be designed as soon as the specifications are complete.
Disadvantages of functional testing

- The test can be redundant if the software designer has already run a test
case.

- The test cases are difficult to design.

- Testing every possible input stream is unrealistic because it would take a
n inordinate amount of time; therefore, many program paths will go unteste
d.

6.2.1.2 White Box Testing

Also known as glass box, structural, clear box and open box testing.

It is a software testing technique whereby explicit knowledge of the internal
workings of the item being tested is used to select the test data.

Unlike black box testing, white box testing uses specific knowledge of prog
ramming code to examine outputs. The test is accurate only if the tester k
nows what the program is supposed to do. He or she can then see if the
program diverges from its intended goal.

White box testing does not account for errors caused by omission, and all
visible code must also be readable.

6.2.2 The Testing Process

The most widely used testing process consists of 5 stages:

1) Unit testing

i) Module testing

Iii) Sub-system testing
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Iv) System testing

v) Acceptance (alpha) testing.

1) Unit Testing

Unit testing is where individual components are tested independently to ensu
re they operate correctly.

1) Module Testing

A module is a collection of dependent components e.g. an object class, an
abstract data type or collection of procedures and functions. Module testing
Is where related components (modules) are tested without other system mo
dules.

Iii) Sub-System Testing

Sub-systems are integrated to make up a system. Sub-

system testing aims at finding errors of unanticipated interactions between s
ub-systems and system components. Sub-

system testing also aims at validating that the system meets the functional
and non-functional components.

iv) Acceptance Testing (Alpha Testing)

Acceptance testing is also known as alpha testing or last testing.

In this case the system is tested with real data (from client) and not simul
ated test data.

Acceptance testing:

@ Reveals errors and omissions in systems requirements definition.

@ Test whether the system meets the users' needs or if the system perform
ance is acceptable.

Acceptance testing is carried out till users /clients agree it's an acceptable i
mplementation of the system.

NB: Beta Testing

Beta testing approach is used for software to be marketed. It involves deliv
ering it to a number of potential customers who agree to use it and report
problems to the developers. After this feedback, it is modified and release
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d again for another beta testing

6.2.2.1 Test Data
Test Action

Login
Test

User attempts to login.

Securit |User browses the websit

y Test e pages.

Informa Admin performs CRUD

tion database operations.
Manage
ment T

est

File pr [File detail to the databa

oblem se containing problem d

etails

Logout ‘User tries to logout of

test the system.

Ping Technician ping the dev

ice before telnet

telnet  Technician tries to login
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or general use.

Expected

The user should be r
edirected to the Adm
in page after a succe

ssful login attempt

A user should be abl

e to view only the p

ages that he/she is a

uthorized to view.

The admin should be
able to perform the
CRUD database ope

rations.

The user should be a

ble to send the recor
ds of the parcel fro

m the database.

A user should be abl

e to successfully logo

ut.

Technician knows the
IP address of the d

evice

Technician should be

Result

Login successful and
the user redirected

to the Admin Page

User has access to
authorized pages and
denied access to u

nauthorized pages.

Records successfully
viewed, updated an
d deleted.

Data successfully ad
ded.

User successfully lo
gs out of the syste

m.

Device respond ping

Successful login



to remote device able to access the
device by providing

correct credential

DHCP Students and lectures tr User are supposed to Automatic get IP ad
y to get IP address aut get IP address and |dress
omatically once connect |access his VLANS

cable or access Wi-Fi

Access |Technician tries to acce Provide correct passw Access authorized

router |ss a device ord
s and For global, privilege
switche and configuration mo
S de

Table 6.1: Test Data

6.2.2.2 Tests Justification

Unit Testing

Unit testing was conducted to ensure that the individual system components
were functioning correctly as required.

Module Testing

This was conducted to ensure that the individual system modules could ope
rate independently without relying on the tracking system.

Sub-System Testing

This was conducted to validate that the system met the functional and non-
functional requirements.

Acceptance Testing (Alpha Testing)

This was conducted to review any errors or omissions in the systems requi
rements definition.

White box testing

Test cases were derived that:
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- Guaranteed that all the independent parts within the modules had been ex
ercised at least once.

- Exercised all the logical decisions on their true and false states.

- Exercised internal data structure to ensure their validity.

Black box Testing

Sets of inputs were derived that fully exercised all the functional requireme
nts of the system.

It tried to find errors in the following categories:

- Incorrect or missing functions.

- Interface errors.

- Errors in data structures or external database access.

- Performance errors.

- Initialization and termination errors.

6.4 System implementation

After thorough testing by the programmers, the system is then implemented
into the working environment, replacing the original system.

6.4.1 System change over

System changeover is the process of putting the new information system on
line and retiring the old system. There are four strategies that can be used
to do this:

(i) Parallel running

(i) Direct changeover

(iti) Pilot running

(iv) Phased changeover

6.4.1.1 Parallel running

The old system and the new system are run together for a period of time.
The old system is stopped only when it is certain that the new system is

running correctly.

With this strategy, the old and the new system are both used alongside eac
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h other, both being able to operate independently. If all goes well, the old
system is stopped and new system carries on as the only system.
Advantages:

1) If there are initial problems with the new system then the old one can
still be used.

i) Both systems can easily be compared.

Iii) Easy to train staff by letting they learn new skills on the parallel syste
m.

iv) Easy to evaluate because the new and old systems are both running.
Disadvantages:

1) Expensive -

both systems are being run as fully operating versions so both are doing
the same job. This may mean duplication of staff and hardware.

ii) Risky -

there is a greater chance of confusion or errors if the two different syste

ms are being run side-by-side.

6.4.1.2 Direct changeover

The old system is stopped and the following day the new system is used.
This could be disastrous if there are errors in the new system.

With this strategy, the changeover is done in one operation, completely repl
acing the old system in one go. This usually takes place on a set date, of
ten after a break in production or a holiday period so that time can be us
ed to get the hardware and software for the new system installed without

causing too much disruption.

Advantages:

1) The most rapid of all the strategies, provided it works.

i) Less risk of confusion between old and new systems.

Disadvantages:
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1) Most stressful for the users -

the old system has gone so there is no going back if they have difficulti
es.

i) Most difficult to train staff on as the new system was not in place to
learn before the changeover.

1) Most stressful for the developers -

all the data and files from the old system will have to be converted read
y for use on the new one.

Iv) Most risky -

if the new system does not work properly then there is nothing to fall b
ack on.

6.4.1.3 Pilot running

The new system could be tried by part of the company such as one branc
h.

If all goes well, then the rest of the company can change to the new syst
em

With this strategy, the new system replaces the old one in one operation b
ut only on a small scale. For example, it might be tried out in one branc
h of the company or in one location. If successful then the pilot is extend
ed until it eventually replaces the old system completely.

Advantages:

1) Easy to control, the pilot can be halted at any time.

1) Easy to evaluate because the new and old systems are both running.
i) Low risk, if a small-scale pilot fails then not too much has been lost.
Iv) Easy to train staff by letting them learn new skills on the pilot system.
Disadvantages:

1) It can be slow to get a pilot to completely replace the old system.

i) A pilot may not show up problems that a full-

scale implementation would. This is because a system can work well as a
small-
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scale pilot but has difficulties when it is scaled up to a full operating syst
em with more realistic volumes of data to be processed.

6.4.1.4 Phased changeover

With this strategy, the new system is brought in in stages (phases). If each
phase is successful then the next phase is started, eventually leading to th
e final phase when the new system fully replaces the old one.

Advantages:

1) Very structured, each phase can be fully evaluated before moving onto t
he next one.

i) Lower risk, a well-

planned and controlled introduction of the new system.

Iii) Easy to train staff by letting them to learn new skills on each phase a
s it is introduced.

Disadvantages:

i) Slower than direct implementation.

i) Although each phase is easy to evaluate, you have to wait until all the
phases are complete before you can evaluate the whole change over.

6.5 Changeover Technique Used

After thorough evaluation and scrutiny, the changeover technique that | deci
ded to use was the parallel running technique. This is because:

- It allows for ease of implementation.

- End users are more likely to respond positively and offer less resistance
to the new system.

- If there are initial problems with the new system then the old one can s
till be used as the problems are getting fixed.

- It is easy to train staff by letting them learn new skills on the parallel
system.

- It is easy to evaluate because the new and old systems are both running.
6.6 Chosen strategy

This the type of implementation used our new network system since there i
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s another system running currently. The 2 system will run together
This the type of implementation used our network management system since

there was not help desk system. It will take over the manual system.
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CHAPTER SEVEN: PROJECT APPRAISAL

7.1 Objectives met

The NAU Network Management System Online was able to meet all its ob
jectives. That include:

- A secure working DMBS for sending problem detail.

- A successfully designed universal database for parcel records data sharing.
- A system that would queries problem and solution information by a clien
t, department and building from anywhere

- It also satisfied client problem.

- The different modules worked as specified in the requirements specificatio
n section.

The design, implementation and management of NAU secured LAN was abl
e to meet all its objectives. That include:

- A secure administrator login access.

- Perform secured Telnet requesting accurate credential.

- Allow student, lectures and staff to get dynamic IP address using DHCP
- Successful implementation of VLANs and access list control.

- Allow redundant link between networks in case of failure.

- It also satisfied client problem.

7.2 Achievements

Achievements included System and Personal achievements.

7.1.1 System Achievement

The system met all the specified functional requirements. That include:

- The system is able to solve problem encounter by client and allow client
to post problem

- Information are saved in a database that can be remotely accessed by aut
horized personnel.

- The system also provides security to the consignment records.

- The network provides security to access switches and routers

113|Page



- Better IP address management by using DHCP

- Secured network remote access using telnet

- Secured VLANSs access by implementing ACL

7.1.2 Personal Achievement

- This project enabled me to apply most of the concepts | have learnt.

- | was also able to gain experience in using many software e.g. Dreamwe

aver, UML diagrammed, AJAX, java script, Microsoft Visio and WampServe

r.

- | was able to learn networking and it configuration and this helped me t

0 grow as a network designer and analyst.

- | gained experience in using network simulation software e.g. packet trace

r, cisco iI0OS command line.

7.2 Limitations/ shortcomings encountered.

The following limitations were encountered during the system development:

- It took a lot of time to learn again network configuration and design

- Shortage of devices during implementation

- A lot of errors were encountered during the development of the system.

- A lot of errors and misconfiguration were encountered during the develop

ment of the system and the network.

- There were financial constraints encounters during the development of the
system.

- There were technical support constraints encounters during the development
of the system.

- At times, there was no internet connectivity and therefore one could not

seek help from the online community or conduct research.
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3. Conclusion

All in all, the NAU network management online and design, implementation
and management of secure LAN were a success since it met all its objec
tives and it satisfied the user specifications and client need.

The system is also in line with the Vision 2030 of incorporating Informatio
n Technology in our workplaces.

It shows how different technologies WAMP sever and Cisco Packet Tracer)
can be integrated to create good user applications which help reduce the

cost of operations.
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7.3 Recommendations

1). The network management database should be backed up at different serv
ers to allow redundancy of the records.

i1). The network should have more be backed up servers to allow redundan
cy in the network.

1i). A scanning module should be added to allow scanning of old records
to be added in the database.

Iv). The university requires to add more access point to facilitate availabilit
y of the network

v). The network should be able to extend to accommodate growing number
of students and application hosted in.

vi). The system should also be extended to capture
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