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PED®EPAT

[losicHIOBaJIbHA 3amUCKa 10 AUIUIOMHOI pobotu “MynbpTHCEpBICHA KOPHOpaTUBHA
Mepexa mignpuemctsa’: 90c., 31 puc., 12 Tabnuib, 37 AiTEpaTypHUX TKEPEIL.

KOPIIOPATHBHA MEPEXA, CEPBIC, IP-TEJIEOOHIA,
BIAEOCITIOCTEPEXXEHHA, KOHOEPEHIIIA, ITIJITPUEMCTBO.

Meta poGotm: anani3 Ta MoOyn0Ba MYJIbTHUCEPBICHOT KOPIOPATUBHOI MEpexl
HIANPHUEMCTBA.

00'exTOoM [0cCiIzKeHHsA € Tpolec MoOyAOBH MYJBTHCEPBICHOI KOPHOPATUBHOT
MEpexi MiANPUEMCTBA.

IIpeameT aoc/aigaeHHs: MyJIbTHCEPBICHA KOPIIOPATHBHA MEPEKa MiANPUEMCTBA.

Metoau pmocaimkenHsi. [Ipu BUpINIEHHI IMOCTaBICHWX 3aBJaHb BHKOPUCTAHO
NOPIBHSUIBHUM aHas13, TCOPETUYH1 3HAHHS Ta MPAKTUYHI HaJ0OAHHS B raixy3l KOMIT IOTEPHUX
MEPEXK Ta MPOTPAMHOTO 3a0€3MEUCHHS.

Onep:kaHi BUCHOBKH Ta iX HOBHM3Ha. B pe3ynbrati po6oTH Oysio 3anmponoHOBaHO
pIIIEHHST MYJBTUCEPBICHOI KOPIMOPATUBHOI MEpeXi MiAMPUEMCTBA 3 BHUKOPUCTAHHIM
texuosiorii Huawei One Net. HoBu3Ha mmossirae B opiBHSJIBHOMY aHaJi31 ICHYIOUHX PillleHb
o0y I0BU MYJIBTUCEPBICHUX KOPIIOPATUBHUX MEPEXkK, CEPBICIB BifeocrocTepexeHHs, |P-
TenedoHii, BiicokoHpepeHIliil Ta OOrpyHTOBaHHI BUKOPUCTAHHS caMe JaHUX PillleHb.

Pe3yabTaTH  JAOCHIAKEHb MOXKYThb OYyTH 3acTocoBaHi nmnpu 1oO0yIOBi

MYJIBTHCEPBICHUX KOPIIOPATUBHUX MEPEXK IMAMPUEMCTB.
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HEPEJIIK YMOBHHUX IIO3HAYEHB, CKOPOYEHb, TEPMIHIB

VLAN - Virtual Local Area Network (BipryanpHa jg0KkaabHa Mepexa)

FHRP — First Hop Redundancy Protocol (ITpoTokos pe3epByBaHHS HEPIIOrO MEPEXOaY)
VPN — Virtual Private Network (BiptyansHa npuBaTHa Mepexa)

SIP — Session Initiation Protocol (ITpoTokos BCTaHOBJICHHS CEaHCy)

AVWVID — Architecture for Voice, Video and Integrated Data (ApxitekTypa [uist roJiocy,
BiZICO Ta IHTEPOBAHUX JAHHUX)

VRRP — Virtual Router Redundancy Protocol (ITpotokon pe3epByBaHHS BipTyalbHOTO
MapIIpyTU3aTOpa)

SDC — Software-Defined Camera (ITporpamHo-Bu3Ha4YeHa Kamepa)

VoIP — Voice over IP (T'omoc uepes IP)

AGI — Asterisk Gateway Interface (I1lnro30Buii inTepdetic Asterisk)

TLS — Transport Layer Security (ITpoTokoj 3aXKCTy TPAaHCIOPTHOTO PiBHS)

SRTP — Secure Real-time Transport Protocol (be3meuynwuit mpoToKoJI mepeaadi JaHuX B
pearbHOMY 4Yaci)

ATC — Asromatnuna Tenedonna CraHiris



BCTYII

OcHOBOWO 1H(PPACTPYKTYpHU CYdYaCHHX MIANPUEMCTB € KOPIOPATUBHI Mepexi
nepenavi qannx. KopmopatuBaa Mepeska — Iie CKJIaJjHa CHCTEMa, 1110 3a0e3Mnedye nepeaaqy
PI3HOMaHITHOI iHQOpMaLlii Mk PI3HUMHU A0JaTKAMH Ta CUCTEMAMHU, 1110 BUKOPUCTOBYIOTHCS
B €JIMHIN MEpEexKi MiANPUEMCTBA.

MynbsTHCEpBICHA KOPIIOpaTHBHA MepeXa MOKe BKIIOUYaTH B cebe Taki cepBiCH Ta
CUCTEMH fK: €IMHY JUIsl BCIX MIAPO3AUIIB 0a3y JaHUX, EJIEKTPOHHHUM JOKYMEHTOOOIr,
OopraHizaiilo Hapaj, ayaio- Ta BiJeokoHdepeHllli 3 BIAJAICHUMHU MIAPO3aAUIaMHU,
3a0e3nedeHHs] BCiX MOTped opraHizallii B BHCOKOSAKICHOMY TeJIe(OHHOMY MICIIEBOMY,
MDKMICBKOMY Ta MDKHApOZHOMY 3B'A3Ky. Bce 1€ 3MeHIye yac peakiii Ha 3MiHH, IO
BiIOYyBalOThCSA Ha MIANPHEMCTBI, Ta 3a0e3medye palfioHaJIbHE YINPaBIIHHS MpolecaMu
HiAMPUEMCTBA B pealibHOMY yacl. J[sia opraHizaiii KoHpEpeHIlii Ta aKiCHOTo Tesle(OHHOTO
3B’S3Ky Y KOPIIOPAaTHMBHHX MEpEekXaxX BHUKOPUCTOBYIOTH |P-tenedoHiro, Mo 3HUKYE
3QJICKHICTh OpraHi3allii BiJl orepaTtopiB MOOUITBHOTO 3B'13KY. JlaHe pIIlIEHHS B CBOIO YEPTy
JI03BOJISIE ICTOTHO CKOPOTUTH BHUTpPATH OpraHizailli. Takox, KOpHopaTUBHA Mepexa Jae
MOXJIMBICTh TIepeAaBaTh Oynb-iKy KoHIAeHIIiHy i1HdopMmalio ¢GiHaHCOBOTO abo
BUPOOHUYOTO XapaKTepy 3 BIIEBHEHICTIO, IO HIXTO, KPIM MpalliBHUKIB MiANPUEMCTBA, HE
Mae J10 Hel TOCTYILy.

MynbTHCEPBICHI KOPIIOPAaTHUBHI MepeXi MPUXOASITh Ha 3MIHY CHeEIliali30BaHUM
MepekaM. 3 pO3BUTKOM KOPIOPATUBHUX MEPEX Ta CEPBICIB, 1110 BOHU HAJJAl0Th, BUMOTH J10
MYJIBTUCEPBICHOT KOPITOPATUBHOT MEpexi Oe3MepepBHO 3pOCTAIOTh.

B nanomy mignpreMcTBl HEOOXITHE HAaHHS MpaIliBHUKAM TIOCIYT Tepeaadi JaHuX
Ta Melia-JaHuX B paMKaxX CTBOPEHOI KOpHOpaTHBHOI Mepexi. HeoOXimHO cTBOpeHHS
€IMHOTO TEJNEPOHHOTO HOMEPHOTO MPOCTOPY KOMMAHII 3 MOMIMBICTIO THYYKOTO
HAJIAIMTYBAaHHS 1 TOCTYNoM 10 TellehoHHOI Mepexi 3arampbHoro kopuctyBaHHs (TM3K).
Takox, HeoOXimHO 3a0e3medeHHS (I3UYHOT OE3MEKH CKIaAy IMANPHEMCTBA, MUITXOM
BileocniocTepekeHHs. J[aHa My IbTHCEpBICHA KOPIIOPATHBHA MEPEKa MOBUHHA BKIIOYATH B

cebe, TaKOX, CepBiC BiICOKOH(EPEHIIIi.



Ines ob'enHatu B e€nuHIA MepexeBid 1HQPaACTPyKTypi, 3aCHOBaHIi Ha MaKETHOMY
MPOTOKOJI1, MOMJIMBICTD TIEpeadil 1 JaHUX, TOJIOCOBUX MOTOKIB, 1 BiicoiHGOpMAIlii — € TyxKe
MpUBaOIUBOIO JJIsl MIANPUEMCTB, AK€ BOHA 3/JaTHa ICTOTHO CKOPOTUTHU BUTpATU 1
30UTBIINTH MPOAYKTUBHICTh IIpalll.

Binomi pimeHHs noOyA0BU KOPIOPATUBHUX MEPEX JOCUTh crenu(iuHi, OCKUIbKU
pPO3IJIAIal0Th KOHKPETHI CHUCTEMH 1 HasBHI PE3yNbTaTH HEMOXJIHMBO O€3M0CepeaHbO
BUKOPUCTOBYBATH IPU MOOYIOBI 1 aHAJI31 IHIIUX MEPEX 3 BIAMIHHUMHU napameTrpamu. Lle
MOSICHIOETHCSI CUJIBHOIO 3aJIEKHICTIO NMOYATKOBUX MapaMeTpiB MEpexkl BiJl MPOIMOHOBAHUX
BUMOT J10 0OpoOKH, 3aXUCTy, MpeJCcTaBlIeHHs 1H(GOpMaIlil Ta CEpBICIB, SKI JaHAa Mepexa
Hagae. Y KOXXKHOMY KOHKPETHOMY BHIIQJIKy HEOOXIJHE OpHUTiHaJbHE pILICHHS, 110
3yYMOBJICHO CIien(]ikor Mepexi Ta CepBiCiB.

[TpuiimMaroun pimeHHsT Tpo TMOO0YI0BY KOPIMOPATHBHOI MYJIBTHCEPBICHOI MEpexi 3
iHTerpanieto B Hel cepBicy IP-tenedoHii, mianpueMcTBO MPOrHO3Yy€e 3HAYHE 3POCTAHHS
perioHagbHUX QuIii.

Kopnopatusna Mepexa, 3a3BU4aii, € TEPUTOPIATBLHO PO3MOALIEHOI0, TOOTO 00'€qHYE
odicu, dhabpuku Ta 1HIIN MIAPO3AUIH, IO 3HAXOJATHCS HAa BEJIMKIM BIICTaHI OJAWH BiJ
onHoro. [HOAI TiaMepeki KOPHOPATHBHOI MEPEXKi € PO3TAIIOBAHMMHU B PI3HUX MiCTaX, a
1HKOJIK 1 pi3HMX kpaiHax. [ligxomu, 3a skuMu OyayeThcs Taka Mepeka, JOCUTh CHIIBLHO
BIPI3HSAIOTHCS BiJ THX, SIKI 3aCTOCOBYIOTBHCSI TIPH CTBOPEHHI JIOKaIbHOI Mepexi. OCHOBHA
BIIMIHHICTh TIOJISITAE B TOMY, IO TEPHUTOPIAIBLHO PO3MOJIICHI MEPEKi BUKOPHUCTOBYIOTh
JIOCUTh TOBUIBHI OpeHJ0BaHi JiHIT 3BSI3Ky. SIKIO NMPH CTBOPEHHI JIOKAJbHOI MeEpexi
OCHOBHI BHUTpaTH MPUIAJAIOTh HAa 3aKYIIBIIO MEPEKEBOTO OOJaJHAHHS 1 TPOKIAIKY
Kabemo, TO B TEPUTOPIATHHO-PO3MOMIIEHUX MEpeKax HaWJOPOKUOI CKIAI0BOIO
BUSBIIIETHCSI OPEHAHA IJlaTa 3a BUKOPUCTAHHS KaHATiB, fKa IIBHJIKO 3pOCTaE 31
30UTBIIIEHHSM SKOCTI 1 IBUIKOCTI mepeaadi ganux. Lle oOMexeHHs € MPUHIIMIIOBUM, 1 IpU
MoOY/10B1 KOPIIOPATHBHOT MEPEXKi CIIiJ] BXKMBATH 3aXOJIB JUIA MiHIMi3aIii oOCITIB JaHUX,
110 EPEJAIOTHCS.

[lepmia mpoGiema, sIKy MTOBOAWTHCS BUPINIYyBAaTH TPH CTBOPEHHI KOPIMOPATUBHOL
Mepexki — 00’ €THaHHS IMAPO3/LIIB MIAMPUEMCTBA. SIKIIO B MeXaxX OJHOTO MicTa MOYKHA

pO3paxoByBaTH Ha OPEH]ly BUAUICHUX JIIHIN, B TOMY YHMCJI1 BUCOKOUIBUJKICHUX, TO MPHU
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nepexoil 10 reorpadiuHo ICTOTHO BIAJAJIEHUX BY3JIIB BapTICTh OPEHAM KaHAJIB CTa€
MPOCTO ACTPOHOMIYHOIO, a SIKICTh 1 HAJIMHICTh YacCTO BUSBISETHCS JOCUTh HHU3BKOIO.
O4eBHIHOTO ANBTEPHATHBOIO € BUKOPHUCTAHHS BXKE ICHYIOUHX INI00ATbHUX MEpEeXK. Y IIbOMY
BUIAJIKY JOCUTH 3a0€3MeUNTH KaHAIW B MIAPO3AUTIB 10 HAMOIMKYIUX BY3JIB TJI00ATBHOT
Mepexi. 3aBaaHHs 0OMiHY 1H(pOpMAaILlii MK By3JIaMH IJ100albHa Mepexka Mpu bOMY Bi3bMe
Ha ceOe. HaBiTh pu CTBOpPEHHI HEBEIMKOT MEPEXi B MEKaxX OJHOI0 MicTa CIIJl 3aKiIaJaTu
MOXJIMBICTh MOJAJIBIIOIO PO3MIMPEHHS 1 BUKOPUCTOBYBATH TEXHOJIOT1l, CYMICHI 3
ICHYIOUMMU TTI00TbHUMHU MEPEKaMHU.

[Tpu BukOpHUCTaHHI Mepexki [HTEPHET B SIKOCTI OCHOBH JISl KOPIIOPATHBHOT MEPEXKi
nepenadi JaHWX 3'ICOBYETHCS YK€ IlikaBa pid. SIKIIO 3aryISHYTH B CTPYKTYPY MeEpexi
[urepuer, mMokHa mno0auyuTH, 1O 1HQOpPMAIld MPOXOAUTH Yepe3 Oe3miu abCOIIOTHO
HE3aJeKHUX 1 31€0UTBIIIOr0 HEKOMEPIIIHHUX BY311B, OB'I3aHUX Yepe3 HaWPI3HOMAaHITHIII
KaHAIM Ta MEpeXxi mepenavi JaHWX. 3BiJACH BUIUIMBAE HaraibHa mpobiema [HTepHETY —
Oe3mneka. SIKIo roBOpUTH MPO MPHUBATHY MEPEXKy, iHPOpPMAITito, IO NEPEIAEThC JOCHTh
IPOCTO 3aXUCTUTHU BiJ YyKOro BIUIMBY. HemnepenbauyBaHiCTh NHUIAXIB iHGOpMAIli MiX
0e3NY4I0 He3aIe)KHUX BY3/IiB [HTepHETY He TUTLKH MiABUIIYE PU3UK TOTO, 110 iHGOpMaIIis
MOke OyTH TepexorieHa, aje 1 POOUTh HEMOXIMBUM BU3HAYEHHS MICIS BUTOKY
iHpopMarii. [cHyroTh 3aco0u mudpyBanHs iHPopMmaIrii, o NepeaacThCs, SKi 103BOJISIIOTH
JaCTKOBO BHUPIIIUTH 110 Mpooiemy. [HImui actiekT nmpoo6sieMu 6€31eKu 3HOBY K MOB'SI3aHHM
3 JIeIICHTpaJTi3aIli€l0 Mepeki IHTepHeT — HeMae HIKOTro, XTO MIir O OOMEXKHUTH JOCTYI JI0
pecypciB Bamoi mpuBaTHOi Mepexi. OCKUTBKY 1€ BIIKpHTa CUCTEMA, JIe BC1 0adaTh BCiX, TO
Oynp-sKkuii OakarouMii MOXeE CIpOOyBaTH TMOTPANMUTU B Bally KOPIOPATHBHY MEPEXKY 1
OTpUMATH JOCTYI JI0 AaHUX. 3BUYAKMHO, € JesdKi 3aco0u, Taki sk (paepson( Firewall), ane me
HE J]a€ TOBHOTO 3axucTy. OKpiM TOTO, MOTPIOHO BPaXoOBYBaTH I1ie 3a0e3MedeHHs 0e3MeKH i
1o iHdpopmariii, sika epeaacTbcs B paMKax KOPIOPATUBHOI MEpexi, mob TOCTym A0 Hei
OTPUMYBAJIM JIMIIIE CIIBpOOITHUKM, $KI MOBMHHI i1 moOaumtu. Lle mocsraerscs 3a
JIOTIOMOTOI0 TIOJIUTY KOPIHOPAaTUBHOI MEpeXi Ha BIPTyalibHI JIOKAJbHI MeEpexi Ta
3aCTOCYBAHHS MOJITUK O€3MEKH.

CtBopennst BipryanbHux mpuBatHux Mepex (VPN) mosBonse 00’emHatu  yci

MIPO3AUTH MIATPUEMCTBA, III0 MAaIOTh reorpadiuHO-po3TaATYKEeHY CTPYKTYypy. HesanexHo
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BiJl B3a€EMHO1 BIJIaJIECHOCTI TEPUTOPIATBLHUX MiAPo3aUTiB Ta ckiaAiB, VPN 3abe3neuye ix
MOBHY 3B'A3HICTh, pOOOTY 1 B3a€MOJiI0 OyAb-SKHX CEPBICIB, TOMy BOHAa € €()EeKTUBHUM
THCTPYMEHTOM JJI1 CTBOPEHHS €IMHOTO 1H(POPMALIIMHOTO MPOCTOPY MIANPUEMCTBA.

Mera nuniaoMHOi poOOTH — aHalli3 Ta Mo0yJa0Ba MYJIbTUCEPBICHOT KOPIOPATUBHOI
Mepexi MANPUEMCTBA.

OO0'exTOM JOCHIIKEHHS € Ipolec NoOYyAOBH MYJBTHCEPBICHOI KOPHOPATUBHOI
Mepexi MANPUEMCTBA.

[Ipenmet nocimiKeHHs: KOPHIOpaTUBHA Mepexa MiANPUEMCTBA.

Meronu nocmijpkeHHsi. [lpu BHpilIEHHI MOCTaBIEHUX 3aBlIaHb BUKOPHCTAHO
NOPIBHSUIBHUM aHaji3, TEOPETUYH1 3HAHHS Ta MPAKTUYH1 HaJI0aHHS B rady31 KOMI IOTEPHUX
MEpPEeX Ta MPOrpaMHOro 3abe3neyeHHs .

JIJist TOCSATHEHHS! METH IUILIOMHOI pOOOTH MOCTABJICHO TaKl 3aBJaHHS:

1. AHaJti3 TeOPETUYHUX ACTIEKTIB MOOYI0BU Cy4aCHUX KOMIT'FOTEPHUX MEPEX MiPUEMCTB.
2. BuOip Ta oOrpyHTYBaHHS TOIMOJOTI 1 CTPYKTYpU MEPEXKI.

3. Anaii3 Ta BUOip MepekeBoro o0JiaTHaHHS.

4. Bubip cepBicy BiJI€OCIIOCTEPEKEHHS.

4. Bupimenns nutanus |P-renedonii.

5. Bupimmenns nuta"Hs ayaio- Ta BiCOKOH(EpeHITi.
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PO3JILI 1
AHAJII3 KOHLENLINA TA PILIEHD MOBYJIOBU KOPIIOPATUBHUX
KOMI'IOTEPHUX MEPEK BUPOBHUYUX IIJIIMPUEMCTB

1.1. Anani3z koHuenuiii mody10Bu Mepesk BAUPOOHUYHX NMiANMPUEMCTB

B ocHOBHMIT TepelniK CKIaJOBUX €JIEMEHTIB TEJIEKOMYHIKAI[IHHUX TEXHOJOT1MH,
OPUCYTHIX Ha OUIBIIOCTI BUPOOHMYMX MIJIPUEMCTB, BXOJSTh, y BUIIIAAI HaOopy,
napajuieslbHO JII0YMX Mepexk: TeaedOHHOI, KOMIT'IOTEPHOI, OXOPOHHOI CHTrHasi3aIlli,
MOKEKHOT CHTHaTI3allii, JUCIETUYCPChKOr0 3B'SI3KY, VYNPABIiHHA TEXHOJOTIYHUMH
npoliiecamMu, TYYHOMOBHHM 3B'SI30K 1 I€SK1 1HII THITH MEPEX.

Jns  miATpUMKKA  TIEpepaxoOBaHUX MEPEK Ha HHUHI JII0YMX BUPOOHUYUX
IiAMPUEMCTBAX MPOKIIAJICH] TUCAY1 KIJIOMETPIB KabenbHUX cucteM. HaiiMonoamuMm 3 HUX -
omu3bko 20 pokiB, OCHOBHA 3k Maca Mae Bik OinbIie 40 pokiB [2]. 11 bOro € cBOi IpUYHHH.

[Tpu npoextyBaHH1 1 OYTIBHUIITBI OY/Ib-IKOi MPOMHUCIOBOI OY/iBJIi B HBOMY BijIpa3y
3aKJa7arTh KabelbHi Tpacu. Y Mipy pO3BUTKY MiAnpueMcTBa (OYIBHUIITBO HOBUX IIEXIB,
3alyCK BHUPOOHHUIITB, CTBOPEHHS JOJATKOBUX CIY>KO) €BOJIIOI[IOHYE 1 HOro cucrema
KOMYHIKaIlii: 301IbIIyeTbCcsI a0OHEHTChKAa €MHICTh, PO3TANYKYEThCS Mepeka 30BHIIIHIX
3B'SI3KIB.

Opnnak came 00J1aTHAHHS CUCTEM 3B'SI3KY 3a3BHUail HAJEKUTh JI0 TOTO K MTOKOJIIHHS,
0 1 caMe MiAIPUEMCTBO. AOOHEHTChKA €MHICTh Tele(OHHOI MEpeki PO3MIUPIOETHCS 3a
paxyHOK MPOKJIaIKU KabeliB 1 yCTaHOBKH T0AaTKOBOro o0naaHanHs. [Iporte, paHo uu mi3Ho,
abonenTchka eMHICTE ATC nmocsirae cBoei MexKi: kaOenpHa KaHai3allsl MOBHICTIO 3a0uTa,
Ta ¥ cami kabemni, JaBHO MPOKIANIEHI, Maibke Hempame3gaTHI 4Yepe3 BaXKi yMOBH
eKCIuTyaTarlii (B KaHajiax, SK MPaBWIO, IPUCYTHI BOJa, EMYJIbCis, Macia).

BuHukaroTh CKIIaJHOIII 3 OpraHi3alli€l0 30BHIIIHIX 3B'M3KiB, OCKUIbKH HasBHI
apromatuuHi TenedoHHi cranmii (ATC) mpaktmaHo He cTUKYIOThCS 3 HOBUMHU ATC
MICBKOTO Ta MDKMICBKOTO 3B'si3Ky. [IpuxoauTs mopa 3aMiHu oOJagHAHHS CHCTEM 3B'SI3KY

mignpueMctB. [Ipuuomy HOBI ATC 110BOAWTHCS BBOAUTH Tak, 100 HE 3YMUHSATH BCIO
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MEpEeXKY BiJpa3y, TAKUM YHHOM, MOJIEPHI3YI0uH ii mocTynoBo. Lle BinHOCcuTCA 1 40 KaOemiB:
3aMiH1 MJJISTal0Th TUIBKU MIDKLIEXOB1 KaOei, a BHYTPIIIHS pO3BOKA MO OY/IBISX OBUHHA
OyTu 30epexeHa.

KoMm'toTepHi Mepexi Ha HIANPUEMCTBAX CTBOPIOBAJIMCA B Takuil cmocid. Skmio
MOTPIOHO MiA'€AHATH KOMII'IOTEPH, IO 3HAXOASITHCSA B CYCIIHIN KIMHATI, TyJIU M1ABOAUBCS
Ka0enp, MpU HEOOX1AHOCTI OXOMUTH I1I€ OJIHY KIMHATY MPOBOJIMBCA 1HIIMMA Kabenb 1 T.1. B
pe3ynabTaTi BUXOJWJIA JIOKaJbHA MEpeka 3 JOCUTh 3alUTyTaHOIO CTPYKTyporo. Ommcanuii
OiAX1J 10 PO3rOPTaHHS MEPEKi OOMEKYBaBCS MEXaMU OJHOTO MiINPUEMCTBA, a 1HOAIL 1
OJIHOTO TIeXY, MITPO3ALTY.

VY pa3i HeoOXITHOCTI NpUETHAHHS KOMIT'IOTEPIB, PO3TAIIOBAHUX B IHIIUX OYJIBISAX
a00 HaBITh B IHIIMX YacCTHHAX 1IEeXy, cI0BOM, Ha BiAcTtaHi O6utbm 200-300 M, mpoGiaemu
CcTaBaJIi CKJIQHIIINMU.

3 MOSABOIO MOTYXHUX CHUCTEM YIPABIIHHS BUPOOHHMIITBOM (HAmpuKiIaa, Ha 0Oasi
iHTerpipoBanHux makeriB SAP R/3 ta IFS System4) e exTHBHICTh BUKOPUCTAHHS MEPEK Ha
BUPOOHMUUX MIJNPUEMCTBAX CcTaja BKpail HU3bKOIO.

BimomocTi npo AuHaMIKy pPO3BUTKY BHPOOHHUYHX TMPOIECIB HAIXOAATh 3 PI3HUX
JDKEepesl IO KaHalaxX pPI3HOI SIKOCTi, TOMY 4YacTO 3alli3HIOIOTHCS, B PE3yNbTaTl 4Oro
OTIEpaTHBHE YIMPABIIHHS 1 IJIAHYBaHHS BUSBIISIIOTHCS BiIIPBAaHUMHM Bil (AKTUUHOTO CTaHY
BUPOOHMYMX 00'eKTiB yrpaBiiHHA. JlUcneTdepchKi CIIY»KOW OLIBIIOCTI MiIANPUEMCTB
IpaIioloTh Y HE HAa TPAaHUYHOMY pIBHI 3aBaHTaXCHHS, BPYYHY peanizyrodyu 0arato
YIPaBIIHCHKUX MPOIEAYP, BUKOHYIOUHM BEIUKUN OOCSAT PYTHHHUX OOJIIKOBHUX OIeEparii i

MOCTIHHO BiIBOJIiKalOUMCh Ha TenedonHi 3anutH [1, 2].

1.2. OcHOBHI BJ1aCTHUBOCTI Ta CKJIAA0Bi KOMII'IOTEPHUX Mepex

Bceoxommtorounii xapaktep. O6macte nii KM mommproeTbes Ha TANMPUEMCTBO B
mizomy. Hemae Takoro migpo3niny, sikuii He OyB OW MiIKIIOUEHHHA 10 Hel.

[arerparnis. KM Hagae MOXIHMBICTh JOCTYITY ii KOPUCTYBaviB 10 OYIb-SIKUX JAHUX 1
Jo/aTKiB (B paMKax MOJITHKH 1HpopMaiitHoi 6e3nekn). Hemae takoro iHpopMaiiiftHOTo

pecypcy, AOCTYyM A0 SIKOTO HE MOXKHA OyJIo O OTpUMATH IO MEpexi.
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ExcrmyaramiiiHi XapakTepucTuku. Mepexka Mae BIACTUBICTb KEPOBAHOCTI 1 Mae
Bucokuii pienb RAS (reliability, availability, serviceability) — 6e3BiTMOBHICTb, )KHUBYUICTb,
00CIIyTOBYBaHICTh 3a MIATPUMKHA KPUTUYHO BAXJIUBUX MJI AISJIBHOCTI MIANPUEMCTBA
CEPBICIB.

Kopnopatusna Mepexa — 11e iHppacTpyKTypa oprasizaiii, o NiATPUMY€E pIIIESHHS
aKTyaJbHHUX 3aBllaHb 1 3a0e3nedye JOCsATHEHHs ii miiei. Bona oO'enHye B eauHui
iHpopmarliitHuil npoctip Bcl 00'ektu minnpuemctBa. KM CTBOpIOETHCS K amapaTHO-
TEXHIYHA OCHOBA KOPIOPATHUBHOI MeEpexl, $K 1i TOJOBHUH CHUCTEMOYTBOPIOIOUUIA
KOMITOHEHT, Ha 0a3i sIKOro KOHCTPYIOKOThHCS 1HINI CUCTEMH Ta cepsicu [3].

KopnopatuBHy Mepexxy HEOOXITHO pO3IJISIIATHU B PI3HUX AaclekTax. 3arajibHe
ysiBlieHHsT ipo KM ckiajmaeTses 3 mMpoeKIlii, 0 oJepkaHo B Pe3yJbTari il po3risay 3
PI3HUX TOYOK 30PYy.

KopropatnBaa Mepeka 3aaymMaHa i MPOEKTYEThCS B €IMHIA CHCTEMi KOOpIMHAT,
OCHOBY fKOI1 CKJIAJa€ TOHSTTS CUCTEMHO-TEXHIYHOT 1HQPACTPYKTYypu (CTPYKTYypHHUU
aCIleKT), CHUCTEMHOi (YHKI[IOHATBLHOCTI (CEepBICM Ta JOJMATKH) 1 eKCIUTyaTalliiHuX
XapaKTepUCTHK (BIACTUBOCTI). KOXHE MOHSTTS 3HAXOUTh CBOE BITIOOPaKEHHS B TOMY YH
IHIIIOMY KOMITOHEHT1 MEPEeXKi 1 pealli3yeThbCsd B KOHKPETHUX TEXHIUHUX PIIIICHHSX.

3 ¢ynkiioHanbHoi Touku 30py KM — 1e edektuBHE cepefoBuIle Nepeaadi
aKTyaJabHOIO 1HGOpMaIlii, HeoOX1THOT /11 BUPILIEHHS 3aB/IaHb MiANPUEMCTBA. 3 CUCTEMHO-
TEXHIYHOT TOYKH 30py MeEpeka SBISE€ COOOK IUIICHY CTPYKTYpY, IO CKJIQJAEThCSA 3
JEKUTPKOX B3a€MOIIOB'SI3aHUX 1 B3a€EMOIIF0OYHX PIBHIB:

- KOMII'FOTEpHA MEPEXKA;

- TeJICKOMYyHIKaIIii;

- KOMIT FOTEpHI II1aThOpMH;

- [13 mpomixkHOTO TIIApY;

- TOJIaTKU.

3 TouKH 30py cucteMHO1 PpyHKIIoOHATBHOCTI KM BUTIISITae K €quHe 11i1e, sIke HaJae
KOpHCTyBayaM HaOip KOPUCHUX B pOOOTI CEpBICiB, 3araIbBHOCUCTEMHHUX 1 CIIEIIaII30BAHUX

JI0JIaTKiB, 1110 BOJIOAIE HAOOPOM KOPUCHUX SIKOCTEH (BIIAaCTUBOCTEN).
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OpHuM 3 TPUHLUIIB, TOKIAACHHX B OCHOBY cTBOopeHHS KM, € makcumanbHe
BUKOPUCTAaHHS  THUIOBHX  pINI€Hb, CTAHJAPTHUX  YHI(PIKOBAHUX  KOMIIOHEHTIB.
Konkpetnsyroun 1eil mpuHIMN CTOCOBHO npukiaagHoro I[13, MoxHA BHIUTUTH P
YHIBEpPCAJIbBHUX CEPBICIB, fKI JOLUUILHO 3pOOMTH 0a30BUMH KOMIIOHEHTAMH JIOAATKIB.
Takumu cepBicamu €:

- cepBic cucteMu yrpaniidHs 6a3o10 naHux(CYbJI);

- (paiinoBuii cepaic;

- iHopMaLIiHU CcepBic;

- cepsic VOIP tenedonii;

- CepBIC BiJICOKOH(EPEHITII;

- MEpeXEBUHN APYK 1 1HIIL.

BigzHaunmmo, 1m0 OCHOBHMM 3aco00M it MOOYMOBM MPHUKIAIHUX 1 CHCTEMHHX
cepsiciB € [13 mpomixknoro mapy. [Houstrs cepsiciB [10 npoMixkHOTO mapy KOPUCHO MpU
ompaitoBanHi apxitektypu KM. ®@aktuuno, mnporpamHa iHdpactpyktypa KM e
OaratomapoBoro. HuxHI 1mapu ckiiagaroTh HU3BKOPIBHEBI CEPBICH, TaKi SK CEpPBIC 1MEH,
cepBic peecTpallii, MepexxeBuil cepBic 1 T.n. Buienexkaui mapu BKIOYAIOTh CEPBICH
yIOpaBIiHHA JIOKYMEHTaMH, yIPaBIiHHS TOBITOMJICHHSMH, MOIii. BepxHili map sBise
co0O00 CepBiCH, JI0 SKHX OMOCEPEIKOBAHO (Yepe3 OIaTKU) 3BEPTAIOThCS KOPUCTYBAYI.

KM 3pydno omnucyBatm B TepMmiHax cepBiciB. Tak, HaNpuKiIaa, TMOIITHKY
iHpOopMaIIiitHOT 0e3neKu TOIUILHO OyayBaTH, BUXOJSYHM 3 IMOTPEOH B 3aXHUCTI ICHYIOUHX
CEPBICIB.

J1o 3araJIbHOCHCTEMHUX JOAATKIB BITHOCATH 3acO0M aBTOMATH3aIlli iHAUBIYyaIbHOT
mpaili, 10 BUKOPUCTOBYIOTHCS PISHOMAHITHIUMH KaTETOPISIMU KOPUCTYBAYiB 1 OPIEHTOBaHI
Ha pimeHHs TUNoBUX oicHUX 3aBaaHb. Lle - TekcTOBI mporecopu, eneKTpOHH1 Tabuili,
rpadiuHi penakTopu, KajleHaapi, 3aMCHI KHWKKH 1 T.4. SIK mpaBmiio, 3arajlbHOCUCTEMHI
JOJIaTKH TIPEJACTABISIIOTh COOOI0 THUPAXKOBaH1 JIOKATI30BaHI MPOTPAaMHI TMPOMYKTH,
HECKJIaJ[HI B OCBOEHHI 1 MPOCTI B BUKOPUCTAHHI, OPIEHTOBAHI HA KIHIIEBUX KOPUCTYBaYiB.

CrnemianizoBaHi JOJAaTKHA CIPSIMOBaHI Ha BHUPIIMICHHS 3aBAaHb, SKI HEMOXJIHUBO ab0
TEXHIYHO CKJIAJHO aBTOMATH3yBaTH 3a JOTOMOTOK0 3araibHOCUCTEMHHX JOMATKiB. Sk

MpaBUJIO, CIEliaNni30BaHl J0AaTKU a0o0 KYIMYIOThCS Y KOMIAHIN-pO3POOHUKIB, W10

15



CHEIaNI3yI0ThCA B CBOIM AISUIBHOCTI HA KOHKPETHY c(epy, a00 CTBOPIOIOTHCS KOMIIaHIIMH-
pO3pOOHMKAMHM Ha 3aMOBJIEHHS MiJNPUEMCTBA, a00 pPO3pOOJAIOThCS CHUJIAMU CaMOoi
oprasizauii. B OUIBIIOCTI BUMAAKIB CHEliali30BaHl MPOrpaMH 3BEPTAIOTHCS B IMPOLECI
po0OOTH 10 3araJbHOCUCTEMHHX CEPBICIB, TAKUX, HAMIPUKIA, sk ¢aitnoBuii cepric, CKB/] 1
T.1. BnacHe, cneuianizoBaHi JOAaTKU Ta CEPBICH, L0 PO3IIIANAIOTHCS B CYKYIHOCTI B
MacmTabax opraHizailii, 1 BA3Ha4al0Th BECh CIIEKTP MPUKIAIHOIT () yHKIIIOHATBHOCTI.

Sk yxe 3a3Hayanocs, TEPMiIH CIIyKOM CHCTEMHO-TEXHIYHOI 1HPPACTPYKTypHU B
JeKUIbKa pasiB Ouibie, Hik y goaaTtkiB. KM 3abe3neuye MOXKIMBICTh pPO3TOPTAHHS HOBUX
J0JIaTKIB 1 iX edekTuBHE (YHKIIOHYBaHHS NMpHU 30€peKeHH] IHBECTHUI[IA B HE, 1 B LIbOMY
CEHCl TMOBMHHAa MAaTH BJACTUBICTH BIJKPUTOCTI, MPOJYKTUBHOCTI 1 cOajIaHCOBAHOCTI,
MacmTaboOBaHOCTI, BHCOKOi TOTOBHOCTI, Oe3meku, kepoBaHocTi. [lepepaxoBani
BJIACTUBOCTI, TIO CYTi, SIBIISIFOTh COOOK0 €KCILTyaTaIlifiHi XapaKTepUCTHKH KOPIIOPATUBHOT
MEpPEeXi 1 BU3HAYAIOTHCA B CYKYITHOCTI SIKICTIO MPOAYKTIB 1 pillieHb, MOKJIAACHUX B 1l OCHOBY.

3p03yMiJio, XOpOIIIi MOKa3HUKH MO0 KOHKPETHHUX BIACTUBOCTIX OYAYTh HOCATATHCS 32
paxyHOK T'PaMOTHHMX T€XHIYHUX PIlIEeHbh CUCTEMHOI'0 KOHCTpYyroBaHHS. Tak, cucrema Oyze
MaTH BJIACTUBOCTi O€3IeKH, BUCOKOT TOTOBHOCTI Ta KEPOBAHOCTI 32 paxyHOK peaizallii B
npoekTi KC BianmoBigHux ciyx06. MacmTaboBaHICTh B KOHTEKCT1 KOMIT' FOTEPHUX TIATHOpM
(HampuKIIa, A7 CepBEPHOI TIaTGOPMH) O3HAYAE MOKIIUBICTh aIEKBATHOTO HAPOIIyBaHHS
MOTY)KHOCTEH KOMITIOTepa (MOTYKHOCTi, 00cary iHdopmariii, mo 36epiraeTbest 1 T.1.) 1
JOCSITAETBCS TAKUMHU SIKOCTSIMH JIiHIT CepBEpIB, SIK IUIABHE HAPOIYBAHHS IMOTYKHOCT1 BiJl
mozaem g0 Moxeni, equHa OC s BCiX Mojened, 3pydHa 1 MpojayMaHa IOJIITHKA
Moau(diKaIii MOJIOIIIMX MOJIENIeH B HANIPSIMKY cTapiiux (upgrade).

3aragpbHOCHCTEMHI ClTy)k0u — 11e cykynHicTh [13, 1m0 He cripsiMoBaH1 Oe3MocepeTHbO
Ha pIMIEHHA TNPUKIATHUX 3a/]ad, aje HeoOXimHi s 3a0e3MeueHHs HOPMAaIbHOTO
(GyHKITIOHYBaHHSI KOPIIOPATUBHOT Mepexi mianmpueMcTBa. B skocTi 060B'si3koBux, B KM
MOBUHHI OyTH BKIIFOUEHI CITy»)O0M 1H(HOpMaIliiiHOT 0€31MeKH, IEHTPaIi30BaHOTO MOHITOPUHTY
1 aIMIHICTpYBaHHS.

PosrnstayTrii HaOip MOHATH € TOCUTH a0CTPAKTHUM ISl TOTO, MO0 ChHOpMYITIOBATH
KM mo3a mpuB'a3k0I0 A0 KOHKPETHUX MPOTpaMHO-amapaTHUX PINICHh 1 B TOW K€ dac

JIOCTaTHO KOHKPETHUM JJIsl BUBHAUYEHHSI KOPUCHOT (PYHKIIIOHAIBHOCTI (CEpPBICH Ta JOAATKU

16



K 3aci0 BUpINIEHHS 3aBAaHb KopucTtyBaya KM) 1 ekcruryaTalliHUX XapaKTepUCTUK
(BmacTHBOCTI 1 ciTy»k0H) KOpropatuBHOi Mepexi [2, 3, 13].

Buknaneni Bullle MOHATTA 1 MPUHUMUIIN LIJIKOM KOHKpETHI. Byayun npuilHATUMU B
AKOCT1 OCHOBOMNOJIOKHUX Mpu 1moOyaoBi KM, BoHM BUIMBAIOTbCS B KOHKPETH1 KPOKH 1

TEXHIYH] 1.

1.3. IlpyHIMNIN CTBOPEHHS] KOPNOPATHBHUX Mepe:K BUPOOHUYHUX MiIMPUEMCTB

HeoOxignicTe monanbimoro po3Butky KM BHpOOHMUMX MIANPUEMCTB AUKTYETHCS,
mepir 3a BC€, 3pPOCTAHHSAM BHYTPIIHIX NOTpeO PI3HUX CIyxk0 NIANPUEMCTB B
iHpopmarlliiiHux cepBicax. IcHyroua IHppacTpykTypa B SKHIICb MOMEHT TNiepecTana
CHpAaBIATHCS 13 30UTBIIEHUMH HAaBaHTAKEHHSIMHU, a CIOpoOW i1 PO3MIMPEHHS CTaju
HAIITOBXYBATHUCS Ha HeTlepeOOpHi TPYAHOIII.

TenedoHis Bce akTHBHIIlIE BUKOPUCTOBYE LU(DPOBY Nepeaady nanux. B pesynbraTi
KOMIT'IOTepHa Ta TelaedoHHA Mepeki BUIBUIINCS TICHO IHTETPOBAHUMH, SIKIIIO HE CKa3aTH -
HEBIIIUTLHUMU OJIMH BiJl OAHOTO. 3BiJICH MOKHA 3pOOUTH 3aKOHOMIPHUN BUCHOBOK IIPO TE,
IO MPOEKTYBaHHS 1 MOHTaX 000X MepeX MOBHHHI 3/IHCHIOBATUCS SIK €JUHUUN TpOLEC Y
paMKax ojHiel kKaOeTbHO1 CUCTEMH, 3araibHO1 iH(popMarriitHoi marictpani (IM). Iarerpartis
TpadiKy BCIX ICHYIOUHX MEPEX MiANPHEMCTBA B €IUHY KaOelbHY CHUCTEMYy Oararopa3oBo
CKOpOUYY€ BUTpATH Ha MOOYJIOBY, PO3BUTOK 1 00ciayroByBaHHs. @opmyBaHHs enuHoi IM
poOuTh poekT nopoxuum Ha 10-15% (B mopiBHSHHI 3 BUTpaTaMu Ha pO3rOPTaHHS KOXKHOT
Mepexi), TOM1 sIK OyIIBHUIITBO BCIX MEPEK OKPEMO 301IBIINYE 3araibHy BapTICTh Y CTUIBKU
pasiB, CKIJIbKUA TAKHX MEPEX CTBOPIOETHCS.

[Ipu mpoekTyBaHHI Oyab-sKOi MeEpeki 3 TOYKH 30py MOTCHI[IWHUX BUTPAT Ha
MOMANBIITNI PO3BUTOK BHUPOOHHUIITBA BAXKIWBUM € TMUTAaHHSA PO BIIHOCHY 3HAYYIIICTh
TEJIEKOMYHIKaIiiHoTo cepenoBuia (6asuca) i [13 (mandynosu). TyT € mopeunoro aHaoris
3 ¢pyHIaMeHTOM 1 jaxoMm Oynismi. yHgameHT — ocHOBA OyiBIi, ajie 3 HaIMIB3PYWHOBAHUM
JaXOM >KUTH HEMOXKJIMBO. 3 IIUX MO3MIIiH criepedaTucs mpo BiAHOCHY 3HAYUMICTh OKPEMHX

KOMIIOHEHTIB MO>KHa AYyXKE ITOBIO. Tum 4vacom AujIeMa OJHO3HaA4YHO BI/IpiIHyeTBCSI Ha
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KOPHUCTh (PYHIAMEHTY, SKILO MOCTABUTH MUTAHHS 1HAKILIE: 1[0 Oy/Ae MPOCTIIIE PO3LIUPUTH,
Hag0yayBaTH a00 MOAEPHI3YBATH MPU BUHUKHEHHITAKO1 HEOOX1THOCTI B IOIaJIbIIOMY ?
®dyHgaMeHTOM 1HpopMaliitHOi 1H(pacTpykTypu OyniBii € KabelbHa CHCTEMA.
[Ipoknanka kabento, 0COONMBO B CKIAAHUX BUPOOHMYMX yMOBaxX, Ta MOro 3aXUCT BiJ
30BHIIIHKOTO BIUTMBY BUMAratoTh YUMaJINX pa30BUX BUTpAT. Y TOM )K€ 4ac 3 BCTAHOBJICHOIO
KaOeIbHOIO CHCTEMOIO KOPHCTYBaueBi MOBOJIWTHCS MpaIIOBaTH Habarato AOBIIE, HIXK 3
KoMm'torepHuM oOnagHaHHsaM uu [13. B ymoBax 3MiH camoro o6'exkta aBTOMaTH3allli,
MNOCTIMHOIO CTBOPEHHS HOBMX TEXHOJIOTIH 1 TEHACHIIIN Ba)KJIMBO, 11100 KabesibHa cucTtemMa
3a0e3neunsia MepexXeBy KUTTENSUIbHICTH opranizanii Ha 20-30 pokiB (32 MDKHAPOJHUMHU
CTaHJapTaMU He MeHIle HiK Ha 10 pokiB), He Hapa)kar4KUCh Ha KapAHUHAIbHI 3MiHHU [2].

Ha posmupenns abo MojaepHizaiito KaOeapHOiI CHUCTeMH B OyaiBmi, IO
eKCIUTYaTyeThCS MOTPIOHO BHTpadaTu HabaraTo OUIBINE KOIITIB, HIK Ha i1 NMEepBUHHUN
MOHTaX. 3a0e3MeuynuTu MpocTy MOAM(IKAIIID 1 PO3MUPEHHsS KaOeTbHOI CHCTEMHU B
CKJIQJHUX BUPOOHUYMX YMOBAX, HE NIEPEPUBAIOYH KUTTEISIILHOCTI MiAPUEMCTBA, 30BCIM
Henpocto. 1106 kabGenpHa cucTema Oyna 3/1aTHA MPALIOBATH 3 3 HOBUMHU TEXHOJIOT1SIMU, il
MOYaTKOBA MPOMYCKHA 3[aTHICTh MOBMHHA 3HAYHO MEPEBUIIYBATU IMOTOYHI MOTpeOU 1
nepeadavyaTy BUCOKI MIBUAKOCTI Tepeaadi. ICHyrouy ) i1HTEHCHUBHICTD TpadiKy CIiJ B3STH
710 YBar" TUIbKU IIpU BUOOP1 aKTUBHOT'O MEPEKHOTO 00JIaJHAHHS, X04a 1 B IbOMY BUIIAJKY
JOIUTHHO Mepen0auynTH ISSIKUMA 3arac MpomyCKHOT 34aTHOCTI.

ChoroaHi HaWOLIBII TOMIMPEHOI TEXHOJOTIEI IS CTBOPCHHS iHGOpMAaIliiHOT
Mepexi OymiBiai € cTpykrypoBaHa kabenpHa cuctema (CKC), moOymoBaHa Ha MiJHHX 1
ONTUYHUX KabOensax, siKka TMOEJHYE Tepenady pi3HUX BUAIB Tpadiky (MOBHUX CHUTHAJIB,
KOMIT'FOTEpPHUX JaHUX, CUTHAIIB aBapiiiHOi Ta MOKEKHOI CHUCTEM, CHUCTEM KOHTPOJIO 3a
BEHTWJIAII€10, KOHAUI[IOHYBAHHSIM, OMAJICHHSM 1 T.11.) 1 TO3BOJISIE ONIEPATUBHO 301IBIITYBATH
KUTBKICTh KOpUCTYyBauiB. SIK TIOKa3ye JOCBiJl, MOYAaTKOBI BKJIAJEHHS B PO3yMHO
cupoekroBani CKC HOCSTH MOBroTpuBaiuii XapakTep, OCKUIBKHA 3BOASTH 10 MIHIMyMY
MOIAJIBII €KCIUTyaTalliifHl BUTPATH 1 BUTPATH HA PO3IMIUPEHHS 1 Moaudikaiito. Y Tou xe
9ac JIOBOJAUTKLCS KOHCTATyBaTH, 1[0 Oarato oprafizailiii He B 3M031 TOBHICTIO 200 JIOCTaTHBO

e(eKTHBHO BHKOPUCTOBYBaTH MOXIUBOCTI TexHoyorii CKC B cBoiXx BHpoOHHYHMX abo
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aJAMIHICTPAaTUBHUX MPUMILIEHHAX, SIKI OyJM CIpPOEKTOBaHI 1 00yajgHaHl 0e3 ypaxXyBaHHs
noTped aBTOMaTH3aLi.

Cama cytb CKC — 3abe3neuntu goctyn 10 iH(OpMaLii 3 KOKHOT0 poOodoro Micis
BUMAara€e OXOIUIEHHHS Bcle€l OY/iBI1 1 HAsBHOCTI JOCTAaTHbOI KUIBKOCTI PO3Tally>KEHHX
KOMYHIKallIMHUX KaHaliB. Byaydn HEBiJl'€éMHOIO YaCTHHOIO CUCTEM >KUTT€3a0€3MeUCHHS
BupoOHuITBa, CKC noBMHHA NPOEKTYBATUCS OJTHOYACHO 3 CAMOIO OYIIBIIEIO.

OnHa 3 0cOOIMBOCTEN MPOMUCIOBOIO BUPOOHUIITBA, 110 MO3HAYAETHCS Ha 3aco0ax
aBTOMaTu3allli, - CUJIbHI €JIEKTPOMATHITHI MEPENIKOaU BiJl aBTOMAaTUYHUX I1THOMHUKIB,
€JICKTPOTIeYl, BEPCTATIB Ta 1HILIOTO 1IEXOBOT0 00JIaIHAHHS, 3HAYHA 3AIMUJICHICTh TPUMIIIICHb
1 Teputopiid. Crienudika BUpoOOHUYOT0 cepeIOBUIIA BUMArae IiJIBUILIEHOI YBaru 10 3ac001B
3aXUCTY KOMYHIKaIliIHHOTO Ta KOMIT'FOTEPHOTO 00JIaJHAHHS, @ TAKOXK ITIEBHUX BUTpaT.

[Ipy wpOMYy cCHiJ BpaxoBYBaTH, IO XapakTep BHPOOHUIITBA Tepeadayae
OesnepeliliHy poOOTY BiAJAJICHUX BIJ 3aBOJIOYIPABIIHHSA OCHOBHHMX CIYXO0 (Ckiaaw,
aAMIHICTpaTuBHI OyniBmi 1 T. 1.). Po3puB 3B'S3Ky LUX CHOyKO0 3 OCHOBHUMU
iHbopMaliiiHuMu 0a3zaMM  MIATPUEMCTBA OUIBIT HDK Ha KOPOTKOTPUBAIMK TEPMIiH
HenpunyctuMuii. Ile oOymMoBIIO€ HEOOXIAHICTH BBEJAEHHS B OCHOBHHUX IiIMeEpekax
PEXKUMY peabHOTO Yacy, a 3HAYMTh, 1 BUCOKHUX mBUAKOCTEH nepenadi (100-150 MoiT / ¢ i
Buie). Jlo ckazanoro tpeba 10/1aTH, M0 B CY4aCHUX YMOBAaX YK€ Ba)JIMBO 3a0€3MEUUTH
KoH(]iAeHITIHHICTB Ta 30epeKeHHs KOMepIliiHO1 iHhopMaIlii maAnmprueMCTBA.

Bumorn HamiiHOTO 3aXMCTy 1 BHUCOKIM IIBHUIKOCTI Tepenadi JaHHUX JUKTYIOTh
HEOOXIJTHICTh B BUKOPHUTAHHI ONTUYHUX KabeliB B SIKOCTI JiHIA 3B'I3Ky. Kpim ychoro
1HIIIOTO ONTHYHE CEPEJIOBHIIEC JO3BOJISAE IMTHATH IIBUIKICTh Tepeaadi Ha 3-4 MOPSIKHU, B
MOPIBHSIHHI 3 MITHUMH JIHISIMH, TIPU TY’KE BUCOKIH SIKOCTI.

IcHye nymKka, 1m0 pilIeHHS HAa OCHOBi ONTOBOJIOKHA JOPOTI 1 0 TOTO K MpU3HAYCHI
st cnerianbanx gonatkiB. llo cTocyeThes apyroi Te3w, YABICHHS MPO €K30TUYHOCTH
BOJIOKOHHOI ONITUKH 1M030aBiieHi Oyap-skux mifctaB. Jlocuts ckazaru, mo B apmii CIHIA
ONTOBOJIOKHO 3aCTOCOBY€ETHCS JJIsSl ONIEPATUBHOTO 3B'SI3KY HMXKUOI JJaHKH (10 PIBHS B3BOJ1Y)
B OoiioBuX ymoBax. B SInoHii — BUCHTH Ha CTOBIAX, SIK Y HAC €IIEKTPOIPOBOIH.

3 eKOHOMIYHOTO OOKY MOYAaTKOBI BUTPATH HA BOJOKOHHY ONTHUKY JTIHCHO BHUIIE, HIXK

Ha MIJIHI CUCTEMH, ajie I PI3HUIIA ITYXKE IIBUAKO 1 6araTopa3oBo OKymaeThes. [lo-mepiie,
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BUTpaTH Ha 00CIyrOBYBaHHS BOJOKOHHO-ONTHYHUX CHCTEM HA0araTo HHKYE, HDK B pasi
MHOTOKWJIBHOTO MiJqHOTO Kabento. [lo-gpyre, OulbIl BHCOKAa MPONMYCKHA 3/IaTHICTH
MPOIOPLIIHO 3MEHIITY€E BapTICTh Nepeaayl OAUHUII iHPOopMAaIIii.

[To cBoiii (i3uuHiil MPUPOJI caMi ONTOBOJOKOHHI Kabesl He BUIIPOMIHIOIOTH (IO
JI03BOJIsIE€ 3a0€3MEUUTH MOBHY 3aXHIICHICTh MepeaaHoi iHdopMallii), HECIPUUHATINUBI 0
OyIb-IKUX BUJIIB €JIEKTPOMATHITHUX MEPEIIKOJl, Majl0 CXWJIbHI J0 Al BOJOTH, KHUCJOT,
cojeil 1 HaTOXIMIYHMX 3a0pyIdHEHb, SKI XapaKTepHI /i YMOB €KCIUTyaraiii Ha
BUPOOHUYUX MIIMPUEMCTBAX.

[lepenaBatu iHdopMmariito 6e3 peTpaHCHsIlii MOXXKHAa Ha BiACTaHl g0 2-5 KM Ha
6araTomMomoBoMy i 0 70 KM Ha OJHOMOAOBOMY BOJIOKHI. Lle m03BOsIE MOOYyBaTH BCIO
KOMYHIKalliHy 1HQPACTpyKTypy NIANpUEMCTBA 0O€3 €IUMHOI CTaHIli peTpaHCIIi.
Buxonsum 3 BHIle CKa3aHOTO, 3p00JIeH] 1HBECTHIIIi 3aUIIAThCS AKTyaTbHUMH TPOTITOM
MiHIMYyM 20 pOKiB.

B ymoBax Benukoi pi3HOMaHITHOCTI KaOETbHUX CUCTEM 1 MEPEKEBOT0 YCTATKyBaHHS,
AK€ YacOM IIOTaHO MDK COOOI0 CTHUKY€ETHCS, 3aBXKIU 3aJMIIAETHCA MpodiieMa BUOOPY
KOHKPETHOTO pIIIEHHS 3 HasSBHUX Ha PUHKY. Y CKIaQAHUX yMOBaxX IPOMHCIOBOTO
BUPOOHMIITBA MPOKJIAIKa 1 MOHTaX KaOemro MoB's3aHi 3 HU3KOK mnpodseMm. [loOymosa
MepeXi Ha OCHOBI ONTOBOJIOKHA BHUMAarae BHCOKOi1 KBaidikarii. Tak, s OTpuUMaHHS
ONTHUMAaJIBHOT CTPYKTYpH KaOeJIbHOI CHCTEMHU HEOOXITHO BPaXOBYBATH JIECATKH ITapaMeTPiB
(Takux SK JUCIIepCis, amepTypa, JOBKHHA XBHWJII BHUIPOMIHEHHS, CMyra IpOINYyCKaHHS,
MOJAQIBHICTh ONTUYHOI'O BOJIOKHA, THUIM KIHIIEBHX pO3'€eMiB, TNepeaaBadiB 1 MpUWMadiB,
KUIBKICTh 1 THNH 3'€IHYBaIbHUX My(T, diaMeTpH BOJOKOH 1 METOJ iX 3 €IHaHHS) i
CHeIaibHO Mia0upaTH Kabemi Ta oONaJHaHHA 7S Tepeaadl Ha TOTPiIOHY BiJCTaHb
(ocobnmuBo siKIO BOHA TiepeBuInye 2 kM). Kpim Toro, amaparypa nepeaadi moBUHHA OyTH
y3TrojKeHa 3 KabeIbHOI Mepexketro [2-4].

MoskHa 3po0MTH BUCHOBOK, 110 HACKUTBKH TIpodeciitHo Oyne moOymoBana kabenbHa
CHUCTEMa, HACTUIBKM THYYKHMH 1 HQJIMHUMU BUSBIATHCS 1HQOpPMAIliAHI 3B'SI3KA 1

KOMYHIKaIIii.
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1.4. baraTtopiBHeBM# miaXiJg npu nodyA0Bi MyJIbTHCEPBICHUX MepexK

[Ipu moOy10BI KOPHIOPATUBHUX MYJIBTHCEPBICHUX MEPEX BEIMYE3HY POJIb BiIIrpae
NpaBWIBHUI BUOIp apXITEKTYpu 1 TOMOJIOTI MEpexi, SKUM IOBUHEH mependadyaru
OararopiBHeBUM miAxin. BiH mossrae B mojgaHHI apXiTEKTypu CTBOPIOBAHOI MEpexi y
BUIJISI/II 1€pApXIYHUX PIBHIB, KOXKEH 3 SKMX BUPIIILYE MEBHI AJIA [IbOro piBHSA 3aBaaHHs. Lle
J03BOJISE:

- 6e300I1iCHO U1 MepPEeXkK1 J0JaBaTH Pi3H1 PiBHI, 1[0 POIMIUPIOIOTH PYHKIIOHAIbH1
MO>KJIMBOCTI MEPEXi;

- MIHIMI3yBaTH peCypCHI BUTPATH AJIs MOUIYKY 1 YCYHEHHsI HECIIPaBHOCTEN B

MEpexi.

1.4.1. TpboxpiBHEBa MOJIENIb MEPEKI1

TunoBuii iepapXiuHUi TU3alH Mepexi MANPUEMCTB BKIIIOYaE B cebe HACTYIIHI TPU
piBHi (puc 1.1):

- pIBEHb AJIpa;

- pIBeHb PO3MOALTY;

- pIBEHb JOCTYITY.

PiBenp snpa B OykBaJabHOMY CEHCI € ceplieM Bciei Mepexi. Po3TamoByrouuch Ha
caMiii BepIIMHI iepapxii, piBeHb sApa BIAMOBIAAE 32 MBUAKY 1 HAAIHHY TIepeady BETUKHX
o0'emiB Tpadiky. ['0JIOBHUM 3aBIaHHSM PIBHS SApa € MAaKCUMaJIbHO IBHIKA Tepenada
tpadiky. Tpadik, mo mepemaerbcs depe3 SApO, € 3aralbHOJOCTYIHUM ISl OUTBIIOCTI
KopucTyBadiB. OHaK HEOOXITHO 3amaM'saTaTd, 10 JaHI KOPUCTYyBadiB 0OpOOIAIOTHCS Ha
PiBHI PO3MOILTY, @ PIBEHb PO3MOALTY BIIIPABIISAE 3aIUTH SIAPY TUTBKHU B Mipi HEOOXITHOCTI.
bynp-sika BigMoOBa Ha piBHI sipa MOXKE BIIOMTUCS HA BCiX 0€3 BUHATKY KOPHUCTyBadiB. 3
IIOT'O BUILIMBAE, [0 MPOOIeMa BiIMOBOCTIHKOCTI JIJISl IIBOT'O PIBHS € AY’KE BaXKIIUBOIO.

UYepes sapo, OyayTh IPOXOJIUTH BEIIMKI 00CATH TpadiKy, TOMY IIBUIKICTD 1 BEIMYHNHA
3aTPUMKH € BH3HAYAIBHUMH. 3p03yMiBIIU QYHKINIT SApa, MOKHA TeTIep PO3TIISTHYTH JEsKi

0co0JMBOCTI oro cTBopeHHs. Ha piBHI siipa HebakaHO peali3oByBaTH:
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- HE CJIJ1 peaii3oByBaTH Te, 10 YIOBUIbHIOBAJIO O 00poOKy Tpadiky. Croau BXOIUTh
BUKOPUCTaHHS CIMCKIB JOCTYyNy, MAapUIpyTH3allisl MDK BIPTYaJbHUMHU JOKAJIbHUMU
mepexamu (VLAN) i pinpTpartis makeris;

- Ha bOMY PIBHI HE CIIJ NIATPUMYBATU JOCTYII JUIsl pOOOYUX IPYIIL.

-------------------------------------------------------------------------

Core Layer

................................................................

Distribution Layer

Access Layer ﬁ

------------------------------------------------------------------------

Puc.1.1. TppoxpiBHEBa MOACITH MEPEXK1

Bumoru npu po3po6iii sapa:

- s,ApO Mae 3abe3MeuyBaTH MaKCUMaJIbHO BUCOKUM piBEHb HAIIMHOCTI,;

- CJIiJ; BUOUPATH TEXHOJIOTIi KaHAJIBLHOTO PIBHS, OPIEHTOBAaHI HAa BUCOKY IBHJIKICTh
[IPH HAsSBHOCTI pe3epBHUX KaHAMIB - sk, Hanpukiaaa, FDDI, Fast Ethernet abo ATM;

- CJiJ BUOMpATH MPOTOKOJIM 3 MajuM YacoM OIOBilIeHHS. HasgBHICTh MIBHUIKHX
3'€lHaHh Ha KaHAJIBHOMY PIBHI 1 pe3epBYBaHHs 3'€THaHb HIYMM HE JIOMIOMOXKE, SKIIO
TaOJINII MapIIPyTU3allii TaBHO 3aCTaPLIN;

PiBens po3mnoniny, sk 1HOJI HA3WBAIOTh PIBHEM POOOYHUX TPYM, - 1€ PiBEHb, IO
3a0e3mnedye B3a€EMOJIII0 MK PIBHEM JOCTYMY i piBHEM spa. [leprmoueproBumu GpyHKIissMu
piBHA po3monuly € 3abe3nedeHHss MapuipyTusamii, GuibTparii i JocTyny a0 rio0aabHOL
MEpexXi, a TAKOK BU3HAYEHHS TOTO, SIKUM YHHOM TMaKeT MOXE OTPUMATH JOCTYI JI0 Sapa
Py BHHUKHEHHI Takoi HeoOxigHocTi. PiBeHb po3mominy MOBHHEH BU3HAYATH HAMO1IBII
MIBUAKANA MapIipyT IJIsi KOPUCTyBada 3alWTiB, HAMPUKIAA, MapIIpyT, SKAW TOBUHEH
BUKOPHCTOBYBATHUCS TTAKETOM 3anuTy (pailiry mpu #ioro Binmpaniri Ha cepsep. [licas Toro sk

piBeHb pO3MOALTY BUOepe HallKpauuii MapuipyT, BIH BiANpaBise 3alUT HA PIBEHb fAJpa.
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Tenep yxe piBeHb spa BIANOBIJAIBHUN 3a MIBUAKY HEPECUIIKY 3alUTy BIANOBIIHINA
CITYXO01.

PiBenp po3noainy — e micle, e MOBHHHI 3aCTOCOBYBATUCS MEPEXEB1 MOTITHKU.
Came TyT € MOXJIMBICTh BUKOPHUCTOBYBAaTH 3HAUYHY T'HYYKICTb NPHU BU3HAYEHHI POOOTH
Mepexi. Ha piBHI po3noiily ik MpaBUiIO peai3oBy€EThCS:

- CIIMCKH JIOCTYIY, (UIbTpallisl MaKeTiB 1 OpraHisanis yepr;

- 3a0e3nevyeHHss Oe3meku 1 peari3alis NpaBuil poOOTH MEPEki, BKIIOYAIOUU
NIEPETBOPEHHS aJIpec 1 MDKMEPEKEB1 EKpaHH,

- po3cwika  TaOMUIL  MPOTOKOJNIB MAapHIPyTH3aIii, BKIOYAIOYH  CTATUYHY
MapHIpyTH3aIlio;

- BUKOHAHHSI MapUIPyTHU3allii MK BIPTyaJIbHUMH JIOKJIBHUMH MEpeXaMu Ta 1HIII
GYyHKIIT TIATPUMKA POOOUYUX TPy,

- BHU3HAYEHHs 00JacTeil rpynoBUii 1 LIMPOKOMOBHOI PO3CHUIIOK.

€auHe, 4Oro Ciil yHHMKaTH Ha PIBHI pO3MOAUTY, - 1€ BUKOHAHHSA (YHKIIHN, sKi
MOBUHHI OyTH MTpUTaMaHH1 BUKJIIOYHO OJTHOMY 3 ABOX 1HIIHMX PIBHIB.

PiBenb moctyny 311iCHIOE KOHTPOJIb 3a JOCTYIIOM KOPUCTYBayiB 1 pOOOYUX TPYI 10
MEPEKEBOMY KOMILIEKCY. PIBeHb JOCTYNy 1HO/A1 HA3UBAETHCS PIBHEM HACTUILHUX CHUCTEM.
MepexeBi pecypcH, sKi HEOOXiHI OUIBIIOCTI KOPUCTYBauiB, MOXYTh OYTH BHJIUICHI
JOKaabHO. Bynib-sIKi 3BepHEHHS 10 BIITAICHUX CIIYKO 3M1MCHIOIOTHCS Ha PIBHI PO3MOILTY.
dyHKII11, sIK1 TOBUHHI OyTH MPEICTaBICHI Ha IIbOMY PiBHI, BKJIIOYAOTh B cebe:

- CTBOPEHHS OKPEMUX KOJI31MHUX JTOMEHIB (CerMeHTaIlis);

- 3a0€e3MeYeHHs B3a€MO/Iii pOOOUYHUX TPYM 3 PIBHEM PO3MOILTY;

- YOPABIIIHHS JOCTYIIOM KOPUCTYBAYiB 1 OJITUKAMHU MEPEXKI.

Ha piBHI gocTyIy MOKYTh BUKOPUCTOBYBATHCS TaKi TEXHOJOTI], ik KomyTaiist DDR
(Dialon-Demand Routing — mapmipyTr3airis 3 BUKJIHKOM Y Mipy HeoOxigHocTi) i Ethernet.
He cnmin nogaBaty HOBI MapIIpyTHU3aTOPH HIDKYE PIBHA JOCTyMy. Taki Jii MPU3BOIATH 10

30UTBIIEHHS JiaMeTpa MEepexi, o MOPYIIUTh NiepedadyBaHicTh Tonojorii [8, 37].
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1.4.2. JIBoxpiBHEBA MOJENb MEPEXKI

JIBoxpiBHEBa Mojenb (puc. 1.2) miaxoauTh AJiE HEBEJIMKUX 1 CEPEHIX MEPEeK, /e
¢byHkuii sapa Ta QYHKUII po3MoAlly MOXYTh OyTH 00'€nHaHi B oAMH piBeHb. Bigoma,

TaKOX, SIK 3TOPHYTa apXITEKTypa PO3MOALTY sSapa.

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Core/Distribution Layer

Access Laye

rﬂ

----------------------------------------------------------------------------

Puc.1.2. JIBoxpiBHEBa MOJIEIb MEPEXKI

1.5. Pimenns no0y10BH MyJIbTHCEPBICHOI KOPIMOPATHBHOI Mepexi

IToO6ynoBa cy4acHOi KOpPHOpPAaTHBHOI Mepeki TICHO TOB's3aHa 3 HEOOXIIHICTIO
3a0€e3IeUeHHs YCHIIHOTO (DYHKI[IOHYBAaHHS ICHYIOYHUX 1 TJJaHOBaHMX Oi13HEC-I0/IaTKIB, a
TaKOXK OpraHi3aIli€ro cyJacHoi 6aratoyHKIIOHaIbHOT CHCTEMHU KOPIIOPATUBHOI TenedoHil
Ta BIOPOBAHKCHHSAM BiJICOJOMATKIB (BijicoKOH(EpEHIlid, IporpaMyd JUCTAHI[IHHOTO

HaBYaHHA ).

1.5.1. Buxopucranns Cisco AVVID

Jlyiss BUpilIEHHs WX 3aBAaHb, kommaHis CiSCO po3poOmiia apXiTeKTypHY MOJCIb
moOyI0BH MEPEeXKi, 0 3a0e3nedye MOXKIUBICTh IHTETpallii pI3HUX JO/IaTKIB TaHUX, TOJIOCY
1 BiJIeo B paMKax €JIMHOT IHTEIEKTyalIbHOT MepexkeBoi iHdpacTpykTypH (puc. 1.3).

ApXiTeKTypa CHCTEM 3 IHTETPAIli€l0 TOJOCY, BiAEO 1 JaHMWX, 3aMpPOIOHOBAHA
komnaniero Cisco Systems (Cisco Architecture for Voice, Video and Integrated Data)

CKIIaJa€TbCA 3 HOTUPHOX OCHOBHUX KOMHOHGHTiB, TaKHuX SK:
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1. InTenexTyanbHa MepexeBa 1H(ppacTpyKTypa Ha 6a3i nmporokony IP, mjo Bkitouyae B cede
MapuIpyTHU3aTOpH, KOMYTAaTOpW, MUTIO3W Ta IHIIE MepexkeBe oOmagHaHHsa. |P
IHQpacTpyKTypa € OCHOBOIO [UIsi TMOAAJBIIOTO BIPOBAKEHHS TNPU3HAYCHUX IS
KOpPHUCTYBaua JI0JIaTKIB 1 TOBMHHA 3a0€3MeYyBaTH MIATPUMKY TaKUX KUTTEBO BAXKIUBUX IS
Mepexi CepBICIB, K Oe3IeKa, MepeKeBE YIPaBIIHHS 1 MEXaHI3MIB rapaHTii IKOCTI CEPBICY
Quality of Service(QoS).

2. IuTenekTyanbH1 KIIEHTChKI MICI 3 MIATPUMKOIO npoTokony IP, B Tomy uncii uudposi
IP-teneporn  CisSCO, mepcoHalbHI KOMIT'IOTEPHU 13 CHEHIaTi30BaHUM MPOrPAMHUM
3a0€e3MeUeHHsIM Il BUPILIEHHS Pi3HUX O13Hec-3a/1a4, MpOrpaMHi eMYyJIATOpH TejaedOHIB
(manpukinan, Cisco IP SoftPhone), Bineo kiienTH Ta iH.

3. Cnyx00Bi cepBepHi momaTkud, B Tomy uucii cepepu Cisco CallManager, 106
3a0€3MeUnT yMIpaBIiHHA KOpIopaTuBHOWO cuctemor IP  Tenedonii, kopmopaTuBHa
CHUCTEMa IUPEKTOPIid, BIJICO CEPBEPH.

4. CyyacHi KOpPHUCTYBaJbHUIIBKI JIOJAATKH, SIKi OTPUMAJIU 3aBISKH PO3BUTKY IHTEIPOBAHHMX
CUCTEM 3 IATPUMKOIO TOJIOCY, BIZICO 1 JaHUX, - HAPUKIIAJI, CUCTeMa yHi(h1KOBaHOT 00pOoOKHU
noBimomsienb (Unified Messaging) abo iHTeleKTyanbHI LEHTpH OOpPOOKHM BHKIIHKIB.
BnpoBamkeHHsT MOaiOHUX MPOTpaM J03BOJISIE€ 3a0€3MEYUTH JOMATKOBI MOKIJIHUBOCTI JIJIst
KOPHUCTYBauiB/aOOHEHTIB KOPIIOPATUBHOI MEPEKi, MIIBUIIUTH 3PYUHICTh 1 €PEKTUBHICTh
BUKOPHUCTAHHS CUCTEMHU.

XapaKTepHOI PUCOIO JIAHOI apXITEKTYpH € ii po3MojijieHa MpUpoaa, 3aBIsSKH SKIH
cUCTeMa JIeTKO MaciuTaOyeThcsi. Mepexka Ha 6Oasi apxitektypu Cisco AVVID wmoxke
OXOTUTIOBAaTH OAHY OymiBiIO a00 KUIbKA MOPYY PO3TAIIOBaHMX OYyIWHKIB, 00'€THaHHUX
BHUCOKOIIBUIKICHOIO KaMITyCOBOIO MEpekero. TakoX MOXHa 3a0e3MeYnuTH CcepBicu
TesnedoHii, Bileo 1 JaHUX JJIsi KOPUCTYBAadiB BijmaneHuX oiciB 1 mAPO3aLIiB, 00'€THAHIX
KkopriopatuBHOIO |P Mepexero. Inma BigminHa puca apxitekrypu Cisco AVVID — ne 1i
BIJIKpUTICTh, OPIEHTAIlIS HA BUKOPUCTAHHS BIAKPUTHX CTAaHAAPTIB (30KpeMa, CTaHJapTHUX
nporokoniB H.323 1 MGCP ans nepenaudi ronocy i Bineo B mepexax IP). e mo3Bomse
3a0e3MeUnTy MOETHAHHS 3 [UTAM PSAOM 1HIIMX CHUCTEM, K TPAIWIIHHOI, TaK 1 MaKeTHOT

TeneoHii, a TAKOXK 3 CHCTEMaMH TIepeavi TaHuX 1 Bifeo.
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[linTpyMKa BIAKPUTUX CTAHAAPTHUX MPOTOKOJIB 1 BIAKPUTUX 1HTEepdeiciB ams
po3pobku ponatkiB (tTakux sk TAPI 1 JTAPI), 3a0e3neuye MOXIMBICTh HAMTMCAHHS HOBUX
JOJATKIB, 10 IHTErpyloThcs B cuctemMu Ha 6asi Cisco AVVID, a Takox MOXJIUBICTH
1HTerparii J01aTKiB, HATUCAHUX CTOPOHHIMU BUPOOHUKAMU.

3a0e3nedeHHss mocnayr TenegoHli Ha 0a3l Mepexl nepenadl JaHUX J103BOJISE
mo30yTuCs B HEOOXIMHOCTI €KCIUTyaTallii pOo3AUIBHUX MEPEX I Mepeaadi JaHuxX 1
TeneOHHOro 3B'A3KY 1 3a0e3neuye MOMKJIMBICTh OUIbII MOBHOTO 3aJ0BOJIEHHS IMOTPEO
nianpueMcTB B ocayrax Tenedonii. [Ipoaykiris Cisco IP tenedonii 103B0IHTH 3aMOBHUKY
3MEHILIUTH BUTPATH HA BIOPOBAKEHHS, MIATPUMKY 1 PO3MIMPEHHS 00'€IHAHOT MEPEXKI 1, K

HACJIIJIOK, MMIBUIIIUTH PeHTA0CIbHICTh TEJICKOMYHIKAIIHHOT Mepexi [5].

TepMHHANbHEI
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Puc. 1.3. Interpartis 3 1o1aTkaMyi Ha OCHOBI1 BIAKPUTHX MTPOTOKOJIIB Ta iHTEpPEHCIB 1Is

po3podku momatkis (API)

[Tepesaru Texuomorii Cisco AVVID:

- MOXIIMBICTh TMOOYJOBH €IMHOI TEICKOMYHIKAIIHHOT 1HPpacTpyKTypu Ha 0a3i
KopropaTuBHOi |P Mepexi;

- MPOCTOTA MOOYIOBU PO3MOAUICHUX TeIeOHHUX 1 TEICKOMYHIKAIlIMHUX CUCTEM 32
paxyHOK po3nojiieHoi npupoau apxitekrypu Cisco AVVID;

- 3HIDKCHHSI 3aTJIbHOT BAPTOCTI BOJIOTIIHHS CUCTEMOTO;
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- CKOpDOYEHHsSI BHUTpaT Ha KaHadM 3a paxyHOK MOXJIHUBOCTI €(EeKTUBHOTO
BUKOPUCTaHHS KaHaJIB Uil CHUIBHOI Mepefadi rojocoBOro Tpadiky, JaHUX 1 Tpadiky
BIJIEOJI0IATKIB;

- CKOPOUEHHS BUTPAT Ha OIUIaTy MDKMICBKUX MIEPETOBOPIB;

- CIIPOLUEHHS HaNAIITYyBaHHS, NIATPUMKHU 1 aJAMIHICTPYBaHHS TEJIEKOMYHIKAIIHHOT
1HQPaCTPYKTYpH.

- MOJKJIUBICTb BUKOPHUCTAHHS JOJATKIB, 1110 BUKOPUCTOBYIOTh MepeBaru iHTerpaii
roJiocy, BIZIEO 1 JAHUX B paMKax €JIMHO1 TeJIEKOMYHIKAI[1HHOT IHPPACTPYKTYpH;

- Opi€HTallis Ha MIATPUMKY BIAKPUTUX MPOTOKOIIB Ta IHTEpQENCIB I PO3pOoOKU
nonatkiB (API), mo 3a0e3nedye MOXKIMBICTh IHTErpallii 3 MIMPOKKUM CIEKTPOM J0JATKIB,
MPOTIOHOBAHUX B JJaHHWH Yac Pi3HUMH BUPOOHUKAMH.

Henoniku:

- HEMOJKJIMBICTh BUKOPHUCTAHHS CTOPOHHLOTO 00JIagHAHHS, OKpiM mpoaykTiB CisCo
Systems;

- BUCOKA BapTiCTh CUCTEMH;

- 3acTapuii iHTepdecH s po3poOoKH TOAaTKIB.

Sk Oaummo, mane pimenHs Big CisCO Systems miaXoauTh Jalleko HE yCiM
nianpueMcTBaM. Briepiry yepry, BOHO € akTyaJIbHUM JUUIsl BEJTUKHUX KOMIAaHIM, K1 CUJIBHO
3aB’s13aH1 HAa BUKOpucTaHH1 |P-tenedonii Ta 06po0iii BenuKoi KiIbKOCT1 BXITHUX JA3BIHKIB.
VY xommnanisnx, ne |P-tenedoniss BUKOPUCTOBY€EThCS JIUINE TMpaIliBHUKAMH IIAMPUEMCTBA,
naHe pimeHHs Oyae Ha/UITMIIKOBAM. He MeHI Ba)KJIMBUM MOMEHTOM € Te€, IO PIIICHHS

Cisco Systems BumararoTh JOCHUTh BEJIMKUX (PIHAHCOBUX 3aTpart.

1.5.2. Bukopuctanas Huawei One Net

Kommanis Huawei po3poOiisitoun  pillieHHS [MOOYJAOBH  MYJIBTHCEPBICHUX
kopriopatuBHEX Mepex One Net (puc. 1.4), mocraBuia mepea co00r0 HACTYITHI BUMOTH .

- PO3BHUTOK MEPEKEBUX CEPBICIB: (iTiambHa Mepeka NMOBHHHA PO3BUBATHUCA 3

MOCJIyraMH, sIKI BOHA HAJIaE;
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- MYJBTHCEPBICHICTh: NIABUIIEHI BHUMOTM J0 MPU3HAYEHUX [JIs1 KOPUCTyBayda
JIOJIaTKIB, MPU IbOMY 3a0€3MeUyI0Ud IKICTh JJISI KO)KHOTO CEPBICY OKPEMO;

- Oe3meka KOpHCTyBaya: MOBHA MEPEKEBa 3aXMCT MOBHHEH OyTH 3a0e3rnedeHa Io
BCbOMY MEPUMETPY (PiTiaIbHOT MEpEexi;

- YIpaBiIiHHS Ta 00CIyrOBYBaHHS: YIPaBIIHHA Ta O0OCIYrOBYBAaHHS MOBUHHO OyTH
MPOCTUM 1 JOCTYITHUM JUJISl 3HMKEHHS YIPaBIIHCHKUX BUTPAT 1 €KCIUTyaTallifHUX BUTpAT
(OPEX).

Ourii MOXYTb OTPUMATH MPSAMHUI JTOCTYN 10 MYJIbTUCEPBICHOI KOPHOPATUBHOI
MEpEexi FoJIOBHOTO 0(iCy, BAKOPUCTOBYIOUH:

- IHTErpOBaHUH TOCTYII: HA/Ja€ APOTOBUH 1 0€3IPOTOBHUI TOCTYI 10 KOPIIOPATHBHOU
Mepexi yepes pi3Hi Thu inTepdeiicis, Taxi sk Ethernet, WLAN, PON, XDSL, E1/T1, ISDN,
POS, i 3G,

- CepBiCH. KOPHUCTYBaul MOXYTh CHUIKYBAaTHCS BUKOPHCTOBYIOUM I1HTEPAKTHBHI
CEepBICM B pEXHMI peaJbHOr0 4Yacy, Taki sK TeledoHis, BiICOKOHPEpEHIs 1
BIZICOCTIOCTEPEIKECHHS,

- iHTerpoBany Iuiat@opmy: GOPMYETHCS €IUHA MYJIBTUCEPBICHA KOPIOpAaTHBHA
Mepexa 1 KOPIIOpaTUBHI MEpeXeBl MOJITHKKA Ha 0a3l MapuIipyTH3aToOpiB, KOMYTaTOpIiB i
MDKMEPEKEeBUX €KpaHiB J10 KIHIIEBOI CTaHIIi, IIT0 3HAYHO 3HIM)XYE €KCILTyaTalliiH1 BUTPATH
Ha MEPEXKY.

B neskux Bumaakax TepMiHaIM IMOBUHHI MaTH JOCTYI 10 KOPIOPATUBHUX PECYPCIB
3 BIAKPUTHUX JOCTYITHUX HE3aXUIEHUX MEPEK, TaKl MEPEXKi sIK B TOTEJISAX, aepONopTax, sSKi
MalOTh MOTEHLINHO BUCOKI PU3UKU 3 TOYKU 30py O€3MEKH ISl KOPIIOPATUBHUX MEPEK.
Pimenns 3 6e3nexun One Net mis inmiii momomarae 3aXMCTHTH KOPIIOPATUBHI MEpexi Ta
PECYpPCH OJTHUM 13 TaKHX CIIOCOOIB:

- VPN 3'ennanss: opranizailisi THy4YKuX, macmTaboBanux i 3amudpoBanux VPN
TyHHEJIeH TSl 3a0e3MeUeHHs 3B's13Ky B MEKaX MYJIBTHCEPBICHOI KOPITOPATUBHOI MEPEKI;

- IPUKOpAOHHA Oe3neka: 3abe3neueHHs HaliiHOT MepeXeBoi Oe3MeKr 0 IEPUMETPY
KOPIIOPATHBHOT MEPEeXi, 10 CKIaay sKoi BXomath (aepsonu, Intrusion Protection System
(IPS) i Intrusion Detection System (IDS);
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- Oe3neka piBHS AOCTYNy: ayTeHTHU(iKallisl KOPUCTYBAaudiB TEpPMIHAIIB, KEpyBaHHs
MOJIITUKAMU JIOCTYIY, a TaKOX YIPABIIHHSA MpaBaMH KOPUCTYBadiB JJIsl 3a0e3MeyeHHs

B1/IJIaJICHOTO IOCTYIY.

FonosHoi odmc

Oduc Yaanernsii gocryn/locrenois
® d pocryn/Maprrepcrmit gocryn

Puc.1.4. Tunoa TOmoJsorisi KOPIOPaTUBHOT MEPEXi

Pimennss One Net mnocTaBisieTbesi 3 TporpaMHUM 3a0e3ledeHHsSM (cucTemMa
yrpasiaiaas) eSight s MyIbTHCEPBICHOT KOPIIOPATHBHOT MEPEIKi, 110 CIPOIIYE BiggaieHe
KepyBaHHs Ta 00CIIyrOByBaHHs Mepexi Ta Hazgae [6]:

- Oe3nepepBHE yIPABIiHHSA;

- IPOCTOTY PO3TOPTAHHS;

- MITPUMKY BIIKPUTHX CTaHIAPTIB.

BucHoBkuM 3a po3aijiom

KopnopatuBna mepexa — 11e iHppacTpyKkTypa oprasizailii, o miATpUMYe pillleHHS
aKTyaJbHHX 3aBJlaHb 1 3a0e3nedye noCATHEHHs ii niiel. Bona o0'eqHye B €auHMIMA
iHbopMartliitHuit npoctip Bci 00'ektu minmpuemctBa. KM CTBOpIOETBCA SIK amapaTHO-
TEXHIYHA OCHOBAa KOPIOPATHBHOI MeEpeXi, SK 1l TOJOBHUH CHCTEMOYTBOPIOKOYHIA
KOMITOHEHT, Ha 0a3i IKOTO KOHCTPYIOIOTHCS 1HII CUCTEMU Ta CEPBICH.

TepMmin c1yOM CHCTEMHO-TEXHIYHOT IHQPACTPYKTYPH B JEKIJIbKA pa3iB OUIbIIE, HIXK

y noxatkiB Ta cepiciB. KM 3a0e3mneuye MOXKIMBICTH pPO3TOPTAaHHS HOBUX CEPBICIB 1 iX
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edexTuBHE (QYHKI[IOHYBAaHHS MPU 30€pEKEHH1 IHBECTHUIIIM B Hel, 1 B IIbOMY CEHC1 TOBUHHA
MaTH BJIACTUBICTh MPOJYKTUBHOCTI, MacIITA00OBAHOCTI Ta KEPOBAHOCTI.

PekoMeHnyeTbCS BUKOpPUCTaHHS 0araTopiBHEBOTO MIAXOAY HpU  MOOYIOBI
MYJIbTUCEPBICHOI KOPIOPATUBHOT MEPEXK1, a caMe TPhOXPiBHEBOI Mojeni. Takui miaxif
MOJIATAE B MOJAHH1 apXITEKTYpU CTBOPIOBAHOT MEPEK1 Y BUTJISAII I€pAPXIYHUX PiBHIB, KOKEH
3 SIKMX BUpIIIYy€ MEBHI JUIsl IbOTO piBHS 3aBiaHHA. Lle qo3Bossie 6€300micHO sl Mepexi
J0JIaBaTU pI3HI PIiBHI, 110 PO3IMIMPIOIOTh (YHKLUIOHATBHI MOXIMBOCTI MEpEexl Ta
MIHIMI3yBaTH PECYPCH1 BUTPATH JIJIsl IOLIYKY 1 YCYHEHHSI HECIIPaBHOCTEN B MEPEXKI.

PosrnstHyTo Ta mpoaHasi3oBaHO ICHYIOYl PIIIEHHS MOOYIOBHM MYJbTUCEPBICHUX
KopriopatuBHUX Mepexk Takux sk Cisco AVVID ta Huawei One Net. Pimenns Big Cisco
Systems miagxoauTh AalieKo He yCIM MmianpueMcTBaM. Brepiny yepry, BOHO € aKTyaJlbHUM
JUTSL BEJIMKUX KOMIIAH1{, SIKi CMJIBHO 3aB’si3aHl HAa BUKOpHUCTaHH1 |P-tenedonii Ta 006poodi
BEJIMKO1 KUIBKOCT1 BXIITHUX J3BIHKIB. Y KommaHisx, ae IP-tenedoHiss BUKOPUCTOBYETHCS
JUIIEe TpaliBHUKAMHU MIANPUEMCTBA, JaHe pilleHHs Oyne HammumkoBuM. He wmeHmn
BOKJIMBUM MOMEHTOM € Te, 1o pimenHs CiSCO Systems BuMararoTh DOCHTH BEITHUKUX
¢inaHcoBuX 3aTpat. Pimenns Bigx Huawei B cBoro yepry He Mae MpHB’I3KH 10 KOHKPETHHX
BUPOOHHUKIB MEpEKEBOr0 O0O0JaJHAHHSA, Ma€ IEHTPai30BaHy CHUCTEMY YIIPaBIIiHHS
Mmepexxero eSight Ta mocravae BiacHi pI3HOMAHITHI CepBiCM, B TOMY 4YHCII 13

BUKOPUCTAHHSIM HITYYHOTO 1HTEIIEKTY.
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PO3/ILT 2
CTPYKTYPA MYJIbTUCEPBICHOiI KOPITIOPATUBHOI MEPEXKI

2.1. 3arajabHa CTPYKTYpa Mepexi

CTpyKTypHO J1aH€ MiIAINPUEMCTBO CKIAJA€ThCS 3 HACTYITHUX IM1IPO3ALTIB:

- TOJIOBHUH 00iC;

- BUPOOHUIITBO;

- CKJIaf;

- ocpic.

¥Yci BoHU € reorpadiyHO BiJIaJEHUMH Ta MarOTh BUXIJ Yy Mepexy Internet, tomy
JOIUTFHO Oy/ie BUKOPUCTATH 11 JIJIs1 3’ €THAHHSI CETMEHTIB KOPIOPATHUBHOI Mepexi. TakuMm
YUHOM, 3arajibHa CTPYKTypa MYJbTHCEPBICHOI KOPIOPATUBHOI MEpexki MiIMPUEMCTBA

MaTHUMe HacTyImHUU Buris (puc. 2.1):

FonosHUI odic

INTERNET

Puc.2.1. 3aranpHa CTpyKTypa MyJIbTUCEPBICHOT KOPIIOPATUBHOT MEPEXKI
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2.2. BuOip Ta 00rpyHTYBaHHS TOIOJIOTII Mepe:Ki

OO0'ennyroun B Mepexy Kiibka (OUIbIle BOX) KOMI'IOTEPIB, HEOOXITHO BUPIIIUTH,
SKAM YUHOM 3'€lHAaTH iX OJIMH 3 OJHHUM, IHIIMMHU CJIOBaMH, BHOpaTtu KOH(]irypariro
($13UUHUX 3B'SI3K1B, 00 iX TOMOJIOTIIO.

[Tin Tomosoriero Mepexi po3yMmieTbCs KOHPirypauis rpada, BeplIIMHAM SKOTO
BIJIMOBIJAIOTh KIHUEBI BY3JIM Mepexi (Hampukiaa, KOMI'IOTEpH) 1 KOMYHIKaIiiiHe
oOnaaHaHHs (HApHKIaA, MapLIpyTU3aTopu), a pedpam — iH(opMaliiHi 3B'SI3KM MIXK
BepiIMHaMH. Big BUOOpy TOmoiorii 3B'A3KiB ICTOTHO 3aJI€KaTh XapaKTEPUCTUKUA MEPEXKI.
Hamnpuxnan, Ha BITMIHHICTh MDXK By3JIaMH JIEKUTBKOX IIJISIX1B MiJIBUIY€E HATIHHICTh MEPEX1
1 poOUTHP MOXIIMBUM PO3MOJLI 3aBaHTaXEHHS MDK OKpeMuUMHu KaHaidamu. IIpocrora
NpUETHAHHS HOBUX BY3JIB, IO BJIACTHUBA JESKUM TOMOJOTisIM, POOUTH MEPEXY JIETrKo
MaciTaboBaHoO0. EKOHOMIYHI MIpKyBaHHSI 4YacTO MPUBOJATH 10 BUOOPY TOTOJNOTIH, st
AKUX XapaKTepHa MiHIMaJdbHA cCyMapHa JOBXKHUHA JiHIN 3B'a3Ky. Cepen 6e3:114i MOKIMBUX

KoH(Diryparlii po3pi3HAIOTH MOBHO3B'A3HI (puc. 2.2, a) 1 HEMOBHO3B s13H1 (puc. 2.2, 0).

a3 &

g .

Puc.2.2. Kondirypartis Mepexi: a — TOBHO3B s13Ha, O — HEITOBHO3B I3HA

[ToBHO3B'SI3HA TOMONOTIS  BIANOBIAAE MeEpexi, B K KOXEH KOMII'IOTEp
Oe3rmocepeTHiM YUHOM TOB'sI3aHMIA 3 yciMa 1HmKMUA. He3Bakarouu Ha JIOTIYHY MPOCTOTY,
1[el BapiaHT BUSBISETHCS HA TMPAKTHUIl TPOMI3ZAKUM 1 HeepekTuBHUM. JliiicCHO, B TaKOMY
BUIAJIKY KOKEH KOMI'TOTEP B MEPEKi MOBHHEH MAaTH BEIMKY KUTBKICTh KOMYHIKAIlIHHUX
MOPTiB, TOCTATHIO JUTSI 3B'SI3KY 3 KOXKHHUM 3 IHITUX KOMII'FOTEpiB Mepexi. J[s koxHOT mapu
KOMIT'FOTEpiB MOBUHHA OYTH BUAUICHA OKpema (pi3udHa JiHisA 3B'SI3KY (B JESIKMX BUMAIKAX

HaBITh JBl1, SKIIO HEMOXXJIMBE BUKOPUCTAHHS IIi€l JIHIT JJIS JTBOCTOPOHHBLOI mepenadi).
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[ToBHO3B'SI3H1 TONOJIOT11 B BEJIMKUX MEPEkKAX 3aCTOCOBYIOTHCS PIIKO, TaK K 1Js 3B'A3Ky N
By3imiB motpioHO N(N - 1)/2 ¢di3munHuX AyruiekcHUX JTiHIA 3B'SI3KiB, TOOTO Mae Micie
KBaJlpaTUYHAa 3aJ€XKHICTh BIJ 4YHCJIa BY3JdiB. 3a3BU4ail 1€l BUJ  TOMOJOTI]
BUKOPUCTOBYEThCSI B OaraTOMallMHHUX KOMILJIEKcax abo B Mepexax, [kl 00'€THYIOTh
HEBEJUKY KUIbKICTh KOMII'FOTEPIB.

Bci iHmi BapiaHTH 3aCHOBaH1 Ha HEMOBHO3B’S3HUX TOIOJOTISAX, KOMU JJii OOMIHY
JaHUMH MDK IBOMa KOMII'FOTEpaMH MOXe 3HaJOOMTHUCS TPaH3WTHA Mepeaada JaHuX 4epes
HIII BY3JIM MEPEXI.

B nmaHomy BHWManky CTPYKTYpH MiANPHUEMCTBA, MAOLUIBHO OyJae BHKOPHUCTATH
TOTOJIOTiI0  iepapxiuHoi 3ipku(zmepeBa). Cama mo €001, 3IpKOMojiOHA TOMOJOTIsS
YTBOPIOETBCSI B pa3i, KOJIM KOXEH KOMITIOTEp MiJKII0Ya€ThCs OE3MOCepeIHbO 10
3arajJibHOTO IIEHTPAJIBHOTO TMPHUCTPOIO, IO 3BEThCA KOHIICHTpaTopoM. Y  (yHKIii
KOHIICHTpATOpa BXOJAUTH Nepeada nepeaaHoi KoMi'rorepom iHdopMmairii oqHoMY ab0 BCiM
IHIIMM KOMIT'IOTepaM Mepexi. B polti KoHIeHTpaTopa MOKe BUCTYIIATH K yHIBEpCaTbHUH
KOMIT'FOTEP, TaK 1 CIeIiaTi30BaHUu IPUCTPIH.

Iepapxiuna 3ipka (puc. 2.3), OyayeTbcs 3K 3 BHKOPHUCTAHHIM JAEKLIBKOX

KOHIICHTPATOPIB, 1110 iEpapXidHO 3’ €IHAHHI MIXK COOO0I0 3IpKOMOAIOHNMH 3B'sI3kaMu [7].

Puc.2.3. Tomonoris «iepapxiduna 3ipka»

[lepeBaramu oGpaHoOi TOMONOT] €:
- MacIITaOOBaHICTD,
- JIETKUH TIOMIYK MPOOJIEMHUX BY3IiB;
- BUCOKA MPOJAYKTHBHICTh MEPEXI.

Henoniku:
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- BUXI1J1 3 JIaJly KOHIICHTpATOpa BIUIMBA€E HA pOOOTY BCi€l MEPEKI,

- BUCOKI BUTPATH KaOelliB.

MoxHa nmob6auuTu, 1110 oOpaHa TOIMOJIOTis Mepexl HalKpalle MiAX0AUTh AJisl JaHOTO
MIANPUEMCTBA. 30UIbIIEHI BUTpPATH Ha JOJATKOBI KaOedi JIerKO HIBEIIOIOThCS 1l
nepeBaraMu. A Bpa3idUBICTb KOHIIEHTPATOPIB BUPILIYETHCS 3a JOMOMOTOI0 TEXHOJIOTIN

CTEKyBaHHS KOMYTaTOpIB.

2.3. AHani3 BipTyaJlbHUX Mepeik

2.3.1. BipryanbHa npuBaTHa Mepexa

Bipryanbna npuataa mepexa (VPN) - 1ie mpuBaTtHa Mepeka nepeaadi JaHux, ska
BUKOPHUCTOBYE 3arajbHOJIOCTYITHUI KOMIT FOTEPHY MEPEKY, HApUKIaa [HTEpHET, NIIAXOM
J0JaBaHHS Tporeayp Oe3meku Haja He3axXWIICHHMMH KaHaimu 3B'S3Ky. Lle mocsraerbes,
BUKOPHUCTOBYIOUM KOMOIiHaIii0 1mmdpyBaHHS, aBTeHTU(]IKaIli Ta TyHEIIOBaHHS.
"TynemtoBanHsA" (iHOA1 HOTro HA3MBAIOTh IHKAICYJSIIIEI0) BITHOCHUTBCS 0 TMPOIECY
iHKancynamii a6o BOYIOBYBaHHS OJIHOTO MEPEXKEBOTO TPOTOKONY, SKUW Oyne
nepeaaBaTHCs, B MakeTH iHmoro [9].

Texnomoris VPN Hagae kommnaHii MOKJIMBOCTI IOPOTOi MPUBATHOT OPEHIOBAHO1 TiHIT
3a HabaraTo HWYKYOIO BapTICTIO, BAKOPHUCTOBYIOUH CIILIbHY MEPEKY, TaKy sK [HTepHET (puc.
2.4, a).

Icaye kinbka pizHHX peanizamiid mpoTtokoiiB VPN. HaiGinem BXKHUBaHI IPOTOKOIN
BIpTyaJbHUX MIPUBATHUX Mepex HacTymHi [10]:

- Point-to-Point Tunneling Protocol (PPTP);

- Layer 2 Tunneling Protocol (L2TP);

- Internet Protocol Security (IPSec);

- SOCKS.

[lepeBara BukopucTanHs [HTEpHETY 7S 3B'SI3Ky B TOMY, IIO TyHENI MOXYTh OyTH
OyTH CTBOPEHHMM 32 BUMOTOIO Ta BKJIIOYATH, HATIPUKIIAJ, MPAI[IBHUKA, KU 3HAXOIUTHCS

BJIoMa a00 MOJOPOXKYe, Ta Mae€ 3'eqHaHHA 3 [HTepHEeTOM. ['HYUKICTH € BHILOI, YUM Y

34



BUJICJICHHUX JIiHINA, Ta 3 TOYKH 30py KOPHCTYBauiB TOMNOJIOTiS J1aHOi MPUBATHOI MEpPEXKI

BUTJISIJIA€ SIK JIOKAJIbHA MEpexka, 110 MoKa3aHo Ha puc. 2.4, 0.
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Puc.2.4. BipryanbHa mpuBaTHa Mepexa: a — IPUKJIa]] TOMOJOT11, 6 — TOMOJIOT1s 3 TOUKH

30py KOPUCTYBayiB

3axuct iHGoOpMaIllii B mporeci nepeaadi ii Mo BIAKPUTUX KaHalaX 3aCHOBYEThCS Ha
noOy/T0Bi 3aXUIIEHUX BipTyalbHUX KaHAJIIB 3B'13KY, [II0 HA3UBAIOTHCS KPUITTO3AXUIICHUMHU
TyHelssMH. Ko)KeH Takwii TyHENb MpEJCTaBise CO00I0 3'€qHAHHS, MO0 MPOXOAUTH Yepes3
BIIKPUTY MEpEXKYy, II0 SKOMY TEpeIaloThcs KpHUNTOrpadivHO 3axUIICHI MaKeTH
[I0B1IOMJIEHb.

CTBOpEeHHS 3aXUIIEHOTO TYHENS BUKOHYIOTh KOMIIOHEHTH BIPTYallbHOT MEPEXKi, 1110
(GYHKITIOHYIOTh Ha By3J1aX, MIXK SKUMU (POPMYETbCS TyHHENb. 1[I KOMIOHEHTH MPUUHSITO
HA3WBATH IHIIIATOPOM 1 TEPMIHATOPOM TyHeNs. [HIIIaTOp TYHHENs 1HKAMCYJIOE TaKeTH B
HOBUM MMaKeT, MO0 MICTATh HOBUU 3arojioBOK 3 iH(opMaIri€ero Mpo BiANpaBICHHS Ta
OTpUMaHHS. X04a BCi MaKETH, 110 TIEPETAIOTHCS 110 KaHally € makeram# |P, iHKancynpoBaHi
MaKeTH MOXKYTh HaJeXaTH JO OyAb-SKOT0 MPOTOKOJIYy. MapmpyT MDK IHIIIIATOPOM 1
TEPMIHATOPOM TYHEJSl BU3HAYa€ 3BU4aitHa |P-mepeska, sikoro Moxe OyTu Mepeka [HTepHeT
abo Oynp-sika 1HIIA. TepMiHATOP TYHHENS BUKOHYE IMPOIIEC 3BOPOTHIN IHKAICYINSIT — BiH
BUJIAJISIE HOBI 3aroJjOBKM 1 HANpaBisie KOXEH BXITHUU MakeT y JOKAJIbHOMY CTelli
MIPOTOKOJIB aJpecary B JOKAIBHOI MEPEXKi.

Cama 1o co01 iHKancyssIis HiSK He BIUIMBAE€ HA 3aXUCT MAKETiB MOBIIOMIIEHB, IO
MEPEeTAOThCS IO TYHEN0. AJie 3aBISKH 1HKATCYJAIIl 3'IBISE€THCA MOMIJIUBICTH TTOBHOTO
KpunrorpadiaHoro 3aXUCTY IHKaICyThbOBaHUX MAKEeTIB. KoundinenmiiaicTh
IHKAIMCyThbOBAaHUX TMAKETIB 3a0€3MeUy€eThCs MIISTXOM KPUNTOrpadiqHOTO 3aKPUTTS, TOOTO

3amu@pyBaHHs, a IUTICHICTh 1 CIPABXKHICTh — 3a JOMOMOTOI0 (opMyBaHHS ITU(PPOBOTO
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nianucy. Tak siK ICHy€ BeNHMKa KUIbKICTh METOJIB KPUIITO3aXUCTy JaHUX, Jy’KE BaXIJIHBO,
o0 1HIiaTOp 1 TEPMIHATOP TYHHENS BHUKOPHUCTOBYBAJIM OJHI 1 TI K METOIU 1 MOIJIU
y3rouTu JaHi Mmeroau. KpiMm Toro, 1ist MOKIMBOCTI po3M(pyBaHHS JaHUX Ta MEPEBIPKU
uM(POBOro MiAMUCY MPU NPUMOMI IHILIATOP Ta TEPMIHATOP TYHEJII HOBUHHI MIATPUMYBATH
¢ynkuii 6e3neuynoro oominy kimroyamu. Hy 1 HapemTi, o0 TyHeNll CTBOPIOBAIUCH JIUILE
MDK  YIMOBHOB2XEHUMH KOPHMCTyBayaMHM, KIHLIEBlI CTOPOHM B3ae€MOAIl MOTPIOHO

aytentudikysatu [11].

2.3.2. BipryanbHa noKanbHa Mepexka

BipryanbHa nokanbHa Mepeka 1€ Tpyra By3JiB Mepexi, Tpadik sKoi, 1110 B KII0YA€ B
cebe 1 MMPOKOMOBHUM, HA KaHAIBHOMY PIBHI MOBHICTIO 130J1bOBaHUMN BiJl TpaiKy 1HIIMX
By3J1aX MEpEexKI.

OcHoBHe mnpuszHaueHHs TexHosorii VLAN B mosermeHHl Opouecy CTBOPEHHS
130JIbOPOBA  MEPEXK, SKI IMOTIM 3a3BUYall 3BSI3YIOTBCS MDK COOOI0 3a JIOMOMOTOIO
MapiipytuzaTopiB. Taka moOymoBa Mepeki CTBOPIOE TOTYXHI Oap'epu Ha NUIAXY
HeOaxxaHoro Tpadiky 3 oJHIeT Mepexki B iHITy. ChOrogH1 BBAXKAETHCSI OUYEBUIHUM, 110 OY/Ib-
sKa BEJMKa Mepexa MOBMHHA BKIIIOYATH MapUIPYTU3aTOPH, 1HAKIIE MOTOKH MOMMIKOBHX
KaJIpiB, HANPUKJIAJl IMHUPOKOMOBHHUX, OYIyTh IMEPIOUYHO «3aTOILIIOBATH» BCIO MEPEXKY
gyepes Mpo30pi I HUX KOMYTAaTOpH, MIPUBOISAYH i1 B HEpOOOUHil CTaH.

[lepeBaroro TexHOJOTIi BIPTyaJbHUX MEPEX € Te, 110 BOHA JI03BOJISIE CTBOPIOBATU
MOBHICTIO 130JIbOBaHI CETMEHTH MEPEeXI IUIIXOM JIOTI4HOT KOH}Irypallii KoMyTaTopiB, HE
BJIAIOYUCH 10 3MiHHN (Pi3uyHOT CTpyKTypH. [Ipr cTBOpEeHHI BIpTyadbHUX MEpPEX Ha OCHOBI
OJTHOTO KOMyTaTopa 3a3BUYail BUKOPHUCTOBYETHCS MEXaHI3M TPYIYBaHHS TIOPTIB
komyTatopa (puc. 2.5). [Ipu nboMy KOXEH MOPT BIMIHOCUTHCS TiM UM 1HIIIA BIpTyaJdbHIN
Mmepexi. Kaap, mo npuidnioB Ha mopT, M0 HAJIEKUTh, HATTPHUKIA, BIpTyalbHINA Mepexi 1,
HIKOJIM He Oy/ie mepejaHnii MOPTY, SIKUI He HAJECKUTH 11l BIpTyallbHIN Mepexi. BTim, mopT
MOXHAa TIPUIHACATH JCKUTHKOM BIPTyaIbHUM MeEpekam, Xo4da Ha MPaKTHUIll TaK POOJsSTh

piKO — 3HUKAE e(eKT MOBHOI 13071111 MEpex.
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Sxuo By3nu Oynib-KO1 BIpTYadbHOI MEPEXKI NIAKIIOYEH] A0 PI3HUX KOMYTATOPIB, TO
JUISL TIAKITIOYEHHS KOXKHOT Takoi MepeXl Ha KOMyTaropax IOBHHHA OyTH BUALIEHA
cnenianbHa napa nopTis. B iHIoMy BUNAAKy, AKIIO0 KOMYTaTOpHU OyAYyTh MOB'sI3aH1 TUIBKU
OJIHIEIO TIAPOI0 MOPTIB, 1H(GOPMAILIS PO TPUHAIEKHICTh KaApPy Ti€l UM 1HIIOI BIPTYaIbHOT
Mepexi Mpu Tepedadi 3 KoMmyTatopa B KomyTartop Oyne 3ary6sneHa. Takum YHUHOM,
KOMYTaTOpU 3 TPYNYyBaHHAM IOPTIB BUMAararoTh JJIsl CBOTO 3'€JHAHHS CTUIbKU IOPTIB,
CKUIBKM BIPTyaJIbHUX MEPEX BOHM MIATpUMYIOTh. [lopTh 1 kabeii BUKOPUCTOBYIOTHCS B
IbOMY BUNAJKY AYyXe MapHOTpaTHO. KpiM Toro, pH 3'€JHaHHI BIpTyaJlbHUX MEPEK Yepe3
MapIIpyTU3aTOp MJIsl KOKHOI BIPTYaldbHOI MeEpexl BUAUIAIOTHCS OKpeMi Kabenb 1 MOpT

MapuipyTru3aTopa, o TaKOK HNPpU3BOAUTH JO BCIIMKUX HAKIIAIHUX BHUTpPAT.

AR A
fo~— Y —— e e § | =

Brpryanoyan
oo 1

BupTyaneHan
By oz

i i ;

BupTyansHan

o = =

Puc.2.5. BipryansHi Mepexi, moOy/10BaH1 Ha OTHOMY KOMYTaTOpi

['pynyBanns MAC-aapec y BipTyalibHY MEPEKY Ha KOKHOMY KOMYTaTOpi M030aBIIsie
BiJl HEOOX1THOCTI MOB'SI3yBaTH iX 3 KUIBKOX IMOPTIB, OCKUIbKK B IIboMY Bumaaky MAC-
azjpeca cTae MITKOIO BIpTyalnbHO1 Mepexi. OmHaK 11ei crocid BUMarae BUKOHAHHS BEJIMKOT
KUTBKOCTI pyYHHX omepaiii mo MapkyBanHIO MAC-agpec Ha KOXXHOMY KOMYyTaTopi
Mepexi.

OO6uaBa MiAXOAW 3acCHOBaHI TUIBKM Ha JOJaBaHHI J0JAaTKOBOI iHGopmallii g0
aJPEeCHUX TaOJIHITh KOMYTaTOPa 1 B HUX BIICYTHS MOKJIUBICTh Mepeadi B Kaapi iHpopmarrii
PO MPUHATECKHICTH KaJpy 0 BIPTyadbHOT Mepexi. ToMy MHUPOKE MONTMPEHHS OTPUMAaB
IHIMUH  TaXia, 3aCHOBAaHWM Ha BBEJICHHI B KaJp JOJATKOBOrO IIONs, sike 30epirae

1H(pOopMallio PO NPUHANEKHICTh KAJAPY TI€l UM 1HIIOI BIPTYaJIbHOI JIOKAIBHOT MEPEXK] MTPU
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HOro mnepemilleHHSAX MDK KomyTtatopamu Mepexi. [Ipm 1npomy HeMae HEOOXiIHOCTI
nam'aTaTd B KOKHOMY KOMYTaTOp1 Mpo npuHaiexHicTh Bcix MAC-aapec 10 BIpTyalbHUX
Mepex. JlogaTkoBe 1mosie 3 MO3HAYKOI0 PO HOMEP BIPTYaIbHOI Mepeki BUKOPUCTOBYETHCS
TUTBLKH TOJI1, KOJIU KaJp MepeacThCs Bl KOMyTaTOpa 10 KOMyTaTopa, a pu rnepeiadi Kajapy
KIHIIEBOMY BY3Jy BOHO 3a3BU4ail Bupanserbcs. llpu 1mpboMy MOIU(IKYeETbCS TUIBKU
MIPOTOKOJ B3a€EMOJii «KOMYTaTOp - KOMyTaTop», a MporpaMHe i amapatHe 3a0e3medeHHs
KIHIIEBUX BY3JIIB 3JIUIIAETHCS HE3MIHHUM.

Ho npuitasarrs crangapty |[EEE 802.1Q icnyBano 6araro BeHIOpHUX MPOTOKOJIB
[bOT'0 THUITY, aJie BC1 BOHU MaJIi OJIUH HEJOJIIK - 00alHAHHS PI3HUX BUPOOHUKIB CTBOPEHHI
VLAN BusiBisuiocst HecymicHuMm. Cranmapt |IEEE 802.1Q BBoaute B kampi Ethernet
J0JIATKOBUI1 3ar0JIOBOK - TET BIPTYyaIbHOI JIOKAIBbHOT Mepexi [7].

Icaye 4 pexxuma npuzHaueHHs: VLAN:

- Ha OCHOBI 1HTep(eiicy;

- Ha ocHoB1 MAC-anpecu;

- Ha OCHOBI1 MMPOTOKOIY;

- Ha OCHOBI MOJIITHK.

IIpu BuxopucrandHi VLAN Ha ocHOBi iHTep(eEiCIiB MepexeBHil aJMIHICTpaToOp
norepenubo HamamroBye Port VLAN Identifier(PVID) mis koxkHoro iHTepdeiicy
koMmyTtaTopa. Konu HeTeroBanuii kaap MpuxoauTh Ha iHTepdeiic, komyrarop nogae PVID
iHTepdeiicy no kaapy. I[lepepara B Tomy, mo ydacaukiBe VLAN Jjerko mpu3HayaTu, Xo4a 3
iHOTO OOKY, aaMmiHicTpaTtop mNoBWHEH mnepeHamamrtyBatd VLAN mpu 3MiHI y4acHUKIB.
PekoMeHyeThCSI BUKOPUCTOBYBATH JO MEPEX OyAb-sIKOTO MacmTady 1 HPHCTPOIB B
(b1KCOBaHMUX MICIIIX PO3TANIYBAHHS.

B pexxumi npusnauennss VLAN na ocHoBi MAC-anpecu agMiHicTpaTop MOMEPEIHBO
HajamrtoBye 3ictaBineHds Mibk MAC-anpecamu 1 ineatudikatopamu VLAN. IIpu orpumanHi
HETErOBOBAaHOTO Kajipy komyTaTop noaae Ter VLAN, mo Bianmosimae MAC-anpeci kaapy, 10
kanpy. [Ipu 3miHiI (i3UYHOTO po3TanTyBaHHS KOPUCTYBAYIB aJMIHICTPATOPYy HE MOTPIOHO
nepenactporoBatu  VLAN. Ile migBumrye Oe3meky 1 THYYKICTh JOCTYIY B MEpExI.
AnmiHicTpaTop TOBHHEH TonepenHho Bu3HAUWTH VLAN 17s BCIX y4aCHUKIB B MEPEXI.

YacTto BHUKOPHCTOBYETHCSI B HEBEIMKHX MeEpexax, Je MNpU3HAYEHl JJii KOpPUCTyBaya
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TepMiHAIM 4YacTO 3MIHIOKOTH (i3uuHe MicuenonoxkeHHs, ane ix Network Interface
Card(NIC) pinko 3MiHIOIOTECS, HAITPHUKIIAI, HA HOYTOYKaX.

Hactynuuii pesxxum VLAN, 1110 mpu3Ha4aeThCcsl HA OCHOBI TUITIB MIPOTOKOJIB (CTEKIB)
1 popMatiB IHKANCyJALil KaapiB. AJMIHICTPATOp MOMEPEIHbO HAJAIITOBYE 31CTABICHHS
MDK TUIIaMH OpoTokoiB 1 iteHTtudikaropamu VLAN. IIpu oTprMaHH1 HETETOBAHOTO Kaapy
komyTtatop noaae ter VLAN, BIAMOBIAHUN TUITY TPOTOKOIY KaJpy, 10 kKaapy. [loTim kaap
nepenaerbea 'y 3azHadeHud VLAN. Ileit pexum mnpus'szye tunu nociayr no VLAN,
MOJIETIIYIOYM YHOPaBIIHHS 1 OOCIYroByBaHHS. AJMIHICTPATOpP MOBUHEH MOMEPEIHBO
KOH(IrypyBaTu 3ICTaBJICHHS MK yCIMa TUMaMH MPOTOKOMIB 1 ineHtudikaropamu VLAN.
KomyTtarop nmoBuHeH aHamizyBaTH GopMaTH aJpec MPOTOKOIY 1 IEPETBOPIOBATH (HOpMaTH,
4Kl CIOXXHUBAaIOTh HaAMIpHI pecypcu. Tomy 1eil pexuM YHNOBUIBHIOE Yac BIATYKY
KOMYTaTopa. 3aCTOCOBYETHCS IO MEPEXK, 1110 BUKOPUCTOBYIOTh KIJIbKa MPOTOKOJIIB.

Ocrannit pexxum VLAN, 1mo mnpu3Ha4arOThCSs HAa OCHOBI TaKMX TOJITHK, SIK
kombOiHaii intepdeiicis, MAC-anpec i IP-anpec. AnMiHicTpaTop MONEpeIHHO HATAIITOBYE
noyrituky. [Ipu oTpuMaHH1 HETETOBAHOTO KaJIpy, SIKUH BIIOBIIa€ HATAIITOBAHIN TTOJITHIILI,
komyTtaTop aojnae ter 3a3HaueHoi VLAN o xaapy. I[loTim kaap nepenaeTsbcst B 3a3HaUEHUIH
VLAN. Ile#i pexxum 3a0e3neuye BUCOKY cTymiHb Oesneku. MAC-aapecu abo IP-ampecu
KopuctyBauiB, npus'szanux 10 VLAN, He MOXyTh OyTH 3MiHEHI. AJIMIHICTPATOp MOXKE
THYYKO BHOHWpPATH, 5K TOJITUKA BUKOPUCTOBYBATH BIAIMOBIIHO 0 PEKUMY YIPABIIHHSA 1

Bumoramu. KoskHa mojiiTiiKa MOBHHHA OyTH HanamToBaHa Bpyuny [20].

2.4. 3abe3neyeHHsI BiIMOBOCTIliKOCTI siipa Mepe:ki

2.4.1. CimeiictBo npotokoiiB FHRP

KopnopatuBaa Mepexxa BHMarae BpaxyBaHHSI TOTO, SIK MepexXa CIpPABISIETHCS 3
HecnpaBHICTIO. J[J1g 301IbIICHHS BIIMOBOCTIMKOCTI MapIIpyTH3aTOPiB, OYJI0 PO3POOICHO

cimerictBo mpotokoniB FHRP. 3 Toukm 30py mpaliBHWKa MiANPUEMCTBA, MM03a iX

JIOKAJIBHOXO MCPCIKCIO, HACTYIIHUM BAKJIIMBHM CJIICMCHTOM, 3 AKHMM BOHH MAIOTh CIIPpAaBY, €
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[UTI03 32 3aMOBYYBaHHSM. SIKIIO LUTIO3 37aMA€ThCs, TOMA1 JAOCTYHN A0 ILUIOI MiAMEpexi
3HUKHE.

Jlist 6opoTeOM 3 AaHO0 npobaeMoro came 1 3actocoByeTbesa FHRP. IcHye psan nux
TEXHOJIOT1i, 3 IKMX HaOUIbII MOMYJISPHI:

- Hot Standby Redundancy Protocol (HSRP);

- Virtual Router Redundancy Protocol (VRRP);

- Gateway Load Balancing Protocol (GLBP).

Tak sk, HSRP ta GLBP po3pobneni kommnaniero CiSCO Systems Ta nocTymHi JMiie Ha
MPUCTPOSIX 1aHOi KoMmnaHii, po3risineMo VRRP skuii € BITKpUTUM MPOTOKOIOM.

VRRP mparitoe, rpynytoun pe3epBHi MapLIpyTU3aTOPU Pa30M y €JUHUHN BIpTyalbHUN
mapmipyTtu3atop. Lleli BipryanpHHMiA MapmipyTuszaTop Mae BiacHy IP-agpecy. 3amicTh
BiJIlIpaBiieHHS TpadiKy O OKPEMOI0 MaplipyTu3atopa, Tpadik HaJICHIAETbCS 0 aApecH
BIpTyasbHOrO Mapiipytusatopa (puc. 2.6). ['onoBHuiI MapiipyTuzatop oopobise Tpadik,
aJIpeCOBaHM BIPTyaJTbHOMY MAapIIPyTU3aTOPy aApecy Ta Iepeaapecye ii HaJIeKHUM
qrHOM. ['OJIOBHMIA MapIIpyTH3aTOp TaKOXK peryisapHo Haacuiae hello-maker Ha pesepBHuit
MapupyTu3aTop. SKII0O OCHOBHHM MapHIpyTH3aTOp 3JlaMaBcsi, TOAI  pEe3epBHUI
MapIIpyTU3aTOp HE OTPUMYE Il TAKeTH BIAMOBIAHO. Y TaKOMy BHIIQJIKy pe3epBHUN
MapiipyTuzaTop Oepe Ha cebe pojb TOJOBHOTO MapUIpyTH3aTopa 1 MOYHMHAE OOPOOKY
Ttpadiky. Komu 3mamManuii MapipyTu3aTop BiIHOBHBCS, BiH 3HOBY NpUKMae Ha ceOe pojb
TOJIOBHOT'O MapiipyTtuszaTopa. [Toku xoda 6 oguH Gi3nyHUi MapIIpyTH3aTOp JOCTYITHUHA B

BIPTyaJIbHOMY MapIIpyTH3aTOPi, 10CI iCHyBaTHME JOCTYII 10 JAaHol miamepexi [12].

I -

FO/0 .
Client PC '10.1.1.2
IP:10.1.1.128 |

Gateway: 10.1.1.100 - — J

VRRP 123

Cloud
Lo0: 8.83.8.8
Lol:8.8.44

Virtual IP: :
10.1.1.100 |
|

Puc.2.6. Ilpuknax mepexi 3 Bukopructanuam VRRP
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2.4.2. CTekyBaHHs KOMYTaTOPiB

[Ipu ¢pi3MyHOMY CTEKyBaHHI KOMYTAaTOPH NPEICTABISAIOTH COOOK OJMH JIOTTYHHMA
NpUCTPId, MO 3a0e3neuye 3pydHICTb KEpyBaHHS 1 MOHITOPHHTY iX mnapamerpis. s
KepyBaHHS KOMyTaTOpaMH MO>KHa BUKOPUCTOBYBaTH iHTep(eric komanauoro pska (CLI),
Web-iatepdeiic, Telnet, mporokoa SNMP. KomyTtatopu MoxyTh OyTh 00'eHaHI B CTEK 3a
KUIBIIEBOIO TOIOJIOTiEX a0o JiHiiHOI Tomooriero (puc. 2.7). IlepeBaror Tomosorii
"KkuIbIle" € Te, 10 TPU BUXO/11 OJTHOTO MPUCTPOIO 3 Jiaay a00o oOpuBi 3B'SI3KY 1HIII IPUCTPOL
cTeKa OyayTh NPOAOBXKYBATH (PYHKI[IOHYBATH B 3BUUAHHOMY PEXKUMI.

BpaxoByrouu Te, 110 Tomosioris “kuibie’” 3abe3nedye poOdOTy CTEKy MpU BUXOJI1 3
Jajy YacTUHU 3 KOMYTATopiB, JOIUIBHO OyJae BHUKOPHCTOBYBATH JIaHy TOIOJIOTIIO
CTEKYBaHHS MPH MOOYOBi 1aHOT KOPIIOPATUBHOT MEPEXKi.

KoxHOMY KOMyTaTOpy CTeKa MPHUCBOIOETHCS TeBHA posb. Lli poni MOXyTh OyTH
BpYYHY HaJIallITOBaHI aMIHICTPATOPOM Mepexkl Ha KOKHOMY KOMYTaTopi a00 BU3HAYEHI
CTEKOM aBTOMATHYHO.

[cHYIOTB TpH POJIi, K1 MOXKYTh OYTH NMPU3HAYEHI KOMYyTaTOpaM CTeKa.

OcHoBHuit maiictep (Primary Master) — ocHOBHHUI MaliCTep-KOMYTAaTOP € TOJIOBHUM
PUCTPOEM CTEKA 1 €IMHOIO TOUKOIO YIpaBIiHHA. BiH CTEXHUTH 32 HOPMAIBHOIO POOOTOIO
CTEeKa, TOIOJIOTIE0, Mpu3Havae ineHTudikatopu npuctpoiB creka (Box ID), cuHxpoHi3ye
KoH(iryparii 1 mepegaec KOMaHAM 1HITUM KOMyTaTopaMm. PoJib OCHOBHOTO MaicTpa MOXe
OyTH TIPUCBOEHA KOMYTATOPY BPYYHY, HUISIXOM MPU3HAYEHHS HAWBUIIOTO MPIOPUTETY
aJAMIHICTPATOPOM Mepexi, ab0 BU3HAYEHA aBTOMATUYHO B TIPOIIeci BUOOPIB.

Pesepuuii maiicrep (Backup Master) — pesepBHuii Maiictep AyOJIFO€ OCHOBHUI
MancTep-KOMYTaTop 1 B pa3i Horo BUX0ay 3 Jaay Oepe Ha ceOe (pyHKIIii OCHOBHOTO MalcTpa.
PezepBHHil MaiicTep KOMYTaTOp CTEXHTh 3a CTaHOM CYCIAHIX KOMYTAaTOpiB CTeKa,
OCHOBHOTO MaiiCTpa KOMyTaTopa 1 BUKOHYy€e HOro komauHjau. Ponb pe3epBHOro maiicrpa
MOke OyTH TIpH3Ha4eHa KOMMYTAaTOpy BPYYHY, IIJISXOM TPUCBOEHHS HOMY IPYroro 3a
3HAYCHHSAM TPIOPHUTETY 10 (i3UIHOro 00'€ THAHHS IPUCTPOIB B CTEK a00 aBTOMATHYHO ITiJT

yac BUOOPIB.
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Tononorus CTEKWPOEAHWR <ROMRUD

Tononoria CTEKNPOBIHHA =LEN0HKS>

Puc.2.7.Tonomnorii crekyBaHHS KOMYTaTOpPiB

Benennii (Slave) — Benmenumu € BCi iHIIN KOMYTaTopu cTeka. BeneHi komytaTtopu

BUKOHYKOTb KOMAHIHW, IHO [Jda€ OCHOBHUM MaﬁCTep, CTCXKAaThb 3a CTaHOM CYCi}IHiX

KOMYTaTOPIB CT€KA 1 TOTIOJIOT1€10, CIYIOTH KOMaH/1aM PE3EPBHOTO MailcTpa, KOJI BiH CTa€

OCHOBHUM. BesneHi xomyrtatopu OepyTh y4acThb B MpOIlECi BUOOPY HOBOTO PE3EPBHOTO

MaicTpa, B pasi sIKIIo:

- p€3€pBHUI MaNCTEP CTaB OCHOBHUM MaKCTPOM;

- pe3epBHUI MaiicTep BUHUIIOR 1 3 J1aay a00 BUIAICHUH 31 CTEKY,

- 00u/Ba, 1 OCHOBHUM, 1 pe3epBHUN MaiicTep, BUHIIUIM 3 Jaay a0 BHAAJICHI 31 CTEKY.

2.5. AHaJIi3 BUMOT /10 KOPIOPATUBHOI Mepe:xi

["omoBHMIA 0dic BKIIFOYAE B ceOe HACTYITHI CKIIQI0B1: aaMiHIcTpaltis, Oyxranrepis, [ T-

BIIJIUI, BIIJIUT MapKETHUHTY Ta CEPBEPHY. 3arajbHa KUIBKICTh HEOOXITHOTO OOJagHAHHS

nmogaHo y Tabn 2.1. Jlns 3MEHIIEHHS HAaBaHTAaXXEHHS Ha MEpPEeXKy, OKpPEMUM

Moy IeM(ITiIMEPEkKEI0) 3apOIIOHOBAHO BUHECTH CEPBEPHY.

MepexeBe 001aHaHHS TOJIOBHOTO 0dicy

Tabmumsa 2.1

HaiimenyBaHHs KinpkicTh
[lepconanpHuii KOMI’10TEP 17
Cepsep 3
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[Iponoxxenns Tadnuii 2.1

HaiimenyBaHHs KinbkicTh
KomyTtaTop 6

MapiupyTtuzatop 3
IP-tenedon 6

BupoO6HunrBo ckianaerbes 3 miapo3auiiB: aaminicTpaiis, mex Nel, mex Ne2, mex Ne3.

HeoOxi1aHe o0nagHanHs moaaHo B Ta01.2.2.

Tabmuis 2.2
MepexeBe 001aTHAaHHS BUPOOHUIITBA
HaiimenyBaHHs Kinbkicth
[lepconanpHuUl KOMI'10TEP 4
KomyTtaTop 3
MapuipytusaTop 1
IP-tenedon 4
Ha ta6x 2.3 mogano oGagHaHHS 711 CTBOPEHHS MEPEXi Ha CKIadl.
Tabmung 2.3
MepesxeBe 001aHAHHS CKIaay
HaiimenyBaHHs KinpkicTh
ITepcoHasibHUM KOMIT 1OTEP 1
Cepsep 1
KomyTtatop 1
MapupyTtusarop 1
IP-Tenedon 1
|P-xamepa 4

OimanpHuii  odic BKIIOYAE B cede HACTYMHI

MIIPO3IUIH:  aAMIHICTpAIIifo,

oyxrantepito Ta [T-Binain. O6magnanns mogaHo B Ta0iuii 2.4.
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Tabonuis 2.4

MepexeBe o0nagHaHHs Qutiany

HaiimenyBaHHs KinbkicTh
[lepconanpHui KOMII'10TEP 7
KomyTtaTop 3
MapuipytusaTtop 1
|P-Tenedon 4

2.6. [loGynoBa KopnopaTHBHOI Mepexi

3riIHO 3 TPHOXPIBHEBOIO MOJICIUII0 MEPEXkKI MPOMOHYETHCS peajizallisi CepBEepHOi
roJ0BHOTO 0(icy OKpeMoro migmepeskero (puc. 2.8). Mapiipytusatopu mpoy0I50BaHoO 3
BUKOpUCTaHHsAM TexHosorii VRRP Ta koMyTaTopu BBIMKHEHI B CTEK JUIsl 30UIbIIEHHS

BIIMOBOCTIMKOCTI Si/jpa KOPIOPATUBHOI MEPEXKI.

Server-PT
Mail-server

ServeryPT  Sgfver-FT
PEX-seryer FlE-serv

—

z

Swit h-_ Router-FT
serve FSF'-"'-‘ItEh":' servers-router-0
' U
Switch-PT Router-PT
servers-switch-1 servers-router-1

Puc.2.8. CtpykTypa spa KOprnopaTuBHOT MEPEKi

['onoBHMIT odic, SKWI 3HAXOAUTCA B OJNHIA OyAIBII 3 CEPBEPHOIO, MA€ CTPYKTYPY,

300paxeny Ha puc.2.9.
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Puc.2.9. CtpykTypa Mepexi rooBHoOro odicy

diniagpHUE 0ic Ma€ aHATIOTIYHY CTPYKTYPY MEpesKi 10 rojoBHoro odicy (puc. 2.10).

2d11

#2550-2
o-switch

Puc.2.10. Ctpykrypa Mepexi dinianbHOro odicy

HesBaxarouu Ha Te, 110 ckiaan (puc. 2.11) ta BupoOHHUITBO (puc. 2.12) 3HaX0ASATCS

TepUTOpiaTbHO OJM3bKO(B Mexkax 100mM Mk OyAiBIsSIMH), IO AO3BOJISIE 00’ €THATH ABI I
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MIIMEPEeXi, JAOLUIBHINIE B3aJIUIIUTH X OKPEeMUMHM JUIsi 30UIBIIEHHS HAJIIAHOCTI, Ta

CIPOUIEHHS NEPEMIILIECHHS YU PO3IIMPEHHS JaHUX IM1IPO3ALTIB.

Server-PT
W-SErver

Printer-FT
w-cameragf

Frinter-FT

w-camera-2 Printer-FT

w-camera-23

Frinter-FT
w-camera-1

Puc.2.11. CtpykTypa Mepexi cKiIaay

2d11
p-rquter

witch-
p-switch

Puc.2.12. CtpykTypa Mepexi BUpOOHHIITBA

OO0’ eHAaBIIN BC1 AMEPEKi, OTPUMAEMO 3arajbHy CTPYKTYPY KOPIIOPATHUBHOI MEPEXki (pHC.
2.13).
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Server-PT

Printer-PT
w-camera-0

Printer-PT
w-camera-3

Printer-PT
w-camera-1

295D-24
p-swftch-0

Switch-PT

2811
p-router p-switch

Switch-PT
servers-switch-1

a-router

T
|
]

Puc.2.13. CtpykTypa KOpnopaTUBHOT MEPEXi

2.7. Po3noain agpecuoro npocropy ta VLAN

[IpoananizyBaBmui  CTPYKTYPy  KOPHOpPAaTHBHOI  MEpexi

2950-24
p-switch-1

MiMPUEMCTBA,

3aMpOTNIOHOBAHO HACTYIHUI PO3MOLT aAPECHOTO MPOCTOPY MiAMPUEMCTBA 3 PO3OUTTAM Ha

14 miamepex, o mokasaHo y Tabm. 2.5.
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Anpecaltist Mepexi KoMIaHii

Tabaung 2.5

Jiama3on
IMm'st P . Ax iy Homep
i i 03M1 eca acKa | JAOCTYIIHHUX
IMinpo3ain VLAN P p y VLAN
ajapec
Cepaepra 10.0.0.1 -
ronosHoro odicy | o e 16 | 10.0.00 | /28 100
10.0.0.14
AIMIHICTpaIis 10.0.0.17 -
ronosioro ogicy | FadMin |16 10.00.16| /28 101
10.0.0.30
IT-sipnin 10.0.0.33 -
ronossoro odicy | M 16 |10.0.0.32| /28 102
10.0.0.46
Byxrantepis 10.0.0.49 -
T'OJIOBHOTO Oicy h-finance 16 10.0.0.48 | /28 103
10.0.0.62
sl h- 10.0.0.65 -
MapKETHHTY _ 16 10.0.0.64 | /28 104
, marketing 10.0.0.78
roJIOBHOTO o(icy
10.0.0.1 -
Ckian warehouse | 32 10.0.1.0 | /27 10004 200
10.0.2.1 -
Ilex Nel Prod-1 16 10.0.2.0 /28 10,0214 302
10.0.2.17 -
Lex No2 Prod-2 16 10.0.2.16 /28 10.02.30 303
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[IponoBxxeHHs Tabnuill 2.5

1 2 3 4 5 6 7
10.0.2.33 -
Prod-3 16 10.0.2.32 /28 304
Hex Ned 10.0.2.46
10.0.2.49 -
Anminictpanis | P-admin 16 10.0.2.48 | /28 301
10.0.2.62
BUPOOHUIITBA
10.0.3.1 -
IT-Bimmin o-it 16 10.0.3.0 /28 402
10.0.3.14
bimiany
AniMiHCTpaIis 10.0.3.17 -
.. o-admin 16 10.0.3.16 /28 401
Pimiany 10.0.3.30
Bianur 0. 10.0.3.33 -
MapKETHHTY ) 16 10.0.3.32| /28 404
o marketing 10.0.3.46
bimiany B
Bbyxranrepis 10.0.3.49 -
.. o-finance 16 10.0.3.48 /28 403
Piniany 10.0.3.62

BucHoBkH 3a po3aijiom

[Tinpo3ninu mianpueMcTBa € TeorpadiyHo BiAIaJEHUMHU Ta MAaIOTh BUXIJ] Y MEPEKY
Internet, romy norminbHUM Oyjie 11 BAKOPUCTAHHS JJIs 3’ € THAHHS CETMEHTIB KOPIIOPATUBHOT
Mepexi.

B xoxi anamizy cTpyKTypH MiANPUEMCTBA, 3aPOIIOHOBAHO BUKOPUCTATH TOTIOJIOTIIO
iepapxiunoi 3ipku(mepeBa). Cama mo cobi, 3ipKoOMoiOHa TOMOIOTIA YTBOPIOETHCSA B Pasi,

KOJIN KOXCH KOMH'IOTCp HiI[KJHO‘-Ia€TI>C$I 663HOC€peI[HBO A0 3arajJlbHOIro HOCHTPAJIbHOI'O
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MIPUCTPOIO, 110 3BETHCSI KOHLIEHTpATOpOM. lepapxiuHa 3ipka, Oy1yeThCs & 3 BUKOPUCTaAHHAM
JEKUIbKOX KOHIICHTPATOpiB, IO I1€pApXidyHO 3’€AHAHHI MDK COOOK 31PKOMOJIOHUMU
3B'I3KaMH.

[lepeBaramu oOpaHOi TOMOJIOT] €:

- MacIITa0OBaHICTD,

- JIETKUH NOLIYK MPOOJIEMHUX BY3IiB;

- BUCOKA MPOJYKTUBHICTh MEPEXKI.

Henoniku:

- BUXIJ 3 JJay KOHIEHTpAaTOpa BIUIMBAE HA pOoOOTY BCIET MEPEXKI,

- BUCOKI BUTPATH KaOelliB.

30u1bIlIeH] BUTPATH Ha JIOJATKOBI KaOeii JIETKO HIBETIOKTHCA i1 mepeBaramMu. A
BPa3JIMBICTh KOHLIEHTPATOPIB BUPIMIYETHCS 3a IOMOMOTOI0 TEXHOJIOT1 CTEKyBaHHS.

Jns I1ABUIIICHHS BIIMOBOCTIMKOCTI ~ fAJipa  KOPIOPATHMBHOI  MeEpexi
BUKOPUCTOBYBAJIMCH TEXHOJIOT1l CTEKyBaHHA KomyTaTopiB Ta mpoTokod VRRP. Jlanwmii
IPOTOKOJI TPAIIOE, TPYIIYIOUU PE3EPBHI MAPLIPYTU3ATOPH PA30M y €IWHUN BIpTyalTbHUN
mapmpytuzatop. Lleit BipTyansHuil mapmpytuzatop Mae BiacHy IP-aapecy. 3amicTb
BIIIPaBJICHHS TpadiKy JO0 OKPEMOIro MapuIpyTuzaropa, Tpadik HaJICHUIAEThCS A0 aJlpecH
BIPTYaJIbHOTO MapIlIpyTH3aTOPA.

Jlns 3Ba3Ky miaposniniB mianpueMmcTBa BukopuctoByeTbes VPN. Texuomoris VPN
HaJla€ KOMITaHi1 MOYKJIMBOCTI JOPOToi MPUBATHOI OPEHI0BAHOI JIiHIT 32 Habarato HUKYOI0
BapTICTIO, BUKOPUCTOBYIOUH CHUIbHY MEpexXy, Taky sk [HrepHet. [lepeBara BUKOpucTaHHS
[aTepHeTy 11 3B'SI3Ky B TOMY, IIO TyHENl MOXYTh OyTH CTBOPEHMM 3a BHUMOTOIO Ta
BKJIFOYATH, HAMPUKJIAJ, MPaIliBHUKA, SKUA 3HAXOAUTHCS BIOMa ab0 TMOIOPOXKYE, Ta MAE
3'eqHaHHs 3 [HTepHETOM. 3a PaxyHOK I[bOI'0 THYYKICTh JIaHOTO PIIICHHS € BHUILOI0, YUM Y
BUJIEJICHHUX JIHIHN.

Mepexy noaizieHo Ha 14 BipTyalbHUX JIOKAJILHUX MEPEX JIJIsi 3MEHIIICHHS Tpadiky B
MepexXi(HAIPUKIIaI, ITUPOKOMOBHOTO), MOXKIIMBOCTI 3aCTOCYBaHHS TOJITHK OC3IMEeKH IS

okpemux VLAN.
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PO3JILI 3
BUBIP MEPEJKEBOT'O OBJIAJTHAHHS

3.1. Bumoru 10 MepeskeBoro 00,1a{HAHHS

BinnosinHo 10 00paHOi CTPYKTYpU Mepexki He0OXITHO BUKOPUCTOBYBATHU HACTYITHE
oOnaHaHHS:

- IBa Mapuipytmzaropa  sapa 3 HasBHicTio  moptiB  GigabitEthernet/
10GigabitEthernet (GE/10GE);

- YOTUPHU MapUIPpyTH3aTOpa PIBHA arperaiii 3 HasBHICTIO mopTiB GE;

- IBa KOMyTaTopa piBHS siapa 3 HasiBHICTIO opTiB 10GE;

- IeCATh KOMYTATOpPIB PIBHS arperaiiii Ta JOCTyIy 3 HasBHICTIO opTiB GE;

- OJTMH KOMYTAaTOp PiBHS IOCTYIY 3 HasABHICTIO MOPTIB GE Ta TeXHOJIOT1€10 )KUBIEHHS
IpUCTPOiB 1Mo BUTIH mapi (POE) s migKIr04eHHs KaMmep;

- YOTUPH CEPBEPHU;

- yotupu |P-kamepu,

- I’ aTHaAIATh |P-Tenedonis.

3.2. IlopiBHSIJIbHUI aHAJI3 Ta BUOIP MepekeBOro 00J1aTHAHHA

3rifiHO 3 PEUTHHIOM Ta JIOJICIO B CBITOBOMY PUHKY, 10 HAWOLIBIINX MOCTAYaIbHUKIB

MepekeBoro obnagHanas Hanexkath Cisco Systems ta Huawei [18]. [lopiBHSHHS maHHX

BUPOOHUKIB y Tabm. 3.1.

Tabmums 3.1
[MopiBHsHHs oOnagnanHs Huawel ta Cisco
[TapameTp Huawei Cisco
BigmosigHicTs Bci nmpoaykTr mOBHICTIO Pimrenus CiscoO Haityacrimie
CTaHIapTam BIJINOB1IaI0Th MI>KHAPOIHUM BUKOPHCTOBYIOTH TexHoJorii CiSCO
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[Iponoxkenns Tadmwmii 3.1

[Tapametp Huawei Cisco
BianoBigHicTh | cranmaptaM, 1o  3a0e3reuye | 3 METOIO MPUB'A3KH 3aMOBHUKA J10
CTaHJapTaM | Hallkpally CyMICHICTb B ramy3i. BEHJI0pA.
Omnepariiitna Bci nmpoaykTu npaiiioroTh Ha OmnepalliifHi CUCTEMHU MPOAYKTIB
cucreMa yHiikoBaHil onepariitHii Cisco cranu pizaopigaumu (10S /
cuctemi (VRP), mo mae 17 pokis IOS-XR / 10S-XE /NX-0S)
PO3BUTKY.
IloBHOTa [ToBHe pilieHHs 1715 Mepexi Bincytni pimenns PON s FTTX,
MEPEKEBOTO HiANPUEMCTBA 3 IIHUPOKUM SDH, PPJL
pilIeHHS HaOOPOM MPOAYKTIB,
BKJIrOYarouu |P, ontuunmii 1
PPJI tpancnopt, 3G, i PON.
Exonomist Texnomoris SmartEnergy Texuomoris EnergyWise
eJIeKTPOCHEPT 1l
Ta
€KOJIOTYHICTh
VYHidikoaHa €nuna NMS kepye Bciero VY TexHIuHINA eKcITyaTarlii
cucreMa Mepexero mianpueMmcTsa. He BUKOPHUCTOBYEThCS OuIbIIe 30
yIPaBITIHHS noTpiOHO TepeMuKaTucs Mix | pi3HUX IpoaykTiB NMS (pe3ynbraT
MEPEKEIO pizaumMu cuctremamu NMS s 0e371141 37TUTTIB 1 IOTJIMHAHB ).
(NMS) KOH(Irypartii pi3HOTO
yCTaTKyBaHHS.
Cepgicu TenekomyHikarisi, CEpBIiCH 3 TenexomyHiKaIis
BUKOPHUCTAHHSM IITYYHOTO
THTENEKTY (KOMIT FOTEPHOTO
30py) Ta iHIII
Bapricth [Tomipua Bucoka
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Takox, eSight (NMS Bim Huawei), 3aBasku BIAMOBITHOCTI CTaHIAPTaM, MOXKE
kepyBatu Outbm HixK 140 mpuctposmu Cisco, 6inbi 130 npuctpois H3C, 6inbiie yum 100
MPUCTPOIB IHIIKUX BEHJIOPIB, a TAKOXK OUIBIII HIXK JIeCSIThMa TUIIAMU TIPUHTEPIB Ta CEPBEPIB.
MepexeBi aaMiHICTpaTOpU MOXYTh BHKOpUCTOBYBaTth €Sight mis ympaBninHS Bcima
npucTposiMu  Mepexi. JlaHa cuctema yHOpaBisHHS 3HAYHO NOKpallye e(EeKTUBHICTD
MEpEKEBOr0 YIIPaBJIIHHS Ta MOYKE aBTOMAaTUYHO BUSBIIATA HOBI TUIIU IIPUCTPOIB ICHYIOUMX
MOCTAYaJbHUKIB, 1IeHTU(]IKYBaTH BUPOOHHKA MPHUCTPOIB, MOBLAOMIISATH aJMIHICTpaTopa
CUCTEMHUMHU NONEPEHKEHHAMHU Ta MOBIAOMIIEHHAMH PO MOJOMKH YU MOKJIMBI Tpo0OiIeMu
B Mepexi. Kpim toro, eSight Mojke KOHTpOJIIOBaTH TakKi MapamMeTpu HMPUCTPOIB, K JaHi 3
JULEBUX MaHeNlel Ta IHAUKATOP1B, 3aBaHTAXKEHHSI MPOLECopa, KUIbKICTh Tpadiky Ta 1HIIE.

[IpoBiBIIM AaHe MOPIBHSAHHS, Y BUNAAKY MYJbTUCEPBICHOI KOPIOPATUBHOI MEpExKi

IAMPUEMCTBA, BUOIp Majgae Ha MpoayKIiliro Huawei.

3.2.1. KomyraTtop Huawei S2700-26 TP-PWR-EI

Komyrtaropu Huawei cepii S2700 mj1st KOPIIOPAaTUBHUX MEPEK € IHTEIEKTYaIbHUMHU
eHepro30epirafounMu  KOMYyTaTOpaMHu JIOCTYIy HACTYyIHOro mokojinus (puc. 3.1, 3.2).
Cepis S2700 BUKOPHCTOBYE TepeIOBI TEXHOJIOT1I KOMYTallii Ta MporpamMHe 3a0e3nedeHHs
yHiBepcanbHOT iatdhopmu mapuipytusaiii (VRP) komnanii Huawei. YcraTkyBaHHS J€TKO
BCTAHOBJIIOETHCA 1 0OCIIYTOBYETHCS. 3aBISKH THYYKUM MOXKIJIMBOCTSIM POOOTH B MEPEXKI,
MpoAyMaHiii  momiTHIll  3a0e3reueHHs  Oe3lekHu, SIKOCTI  OOCIyroByBaHHsS — Ta
eHeprosoepirarounm TexHosorisiM, S2700 mo3Boisie OyayBaTH MeEpeki HACTYITHOTO

nokoJiHHs [14]. XapakTepucTHKN KOMYyTaTopa HaBeJeHO y Taoi. 3.2.

.:_. .,.. .'

Puc.3.1. Komyrarop Huawei S2700-26 TP-PWR-EI
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Ta0onuis 3.2

Xapakrepuctuku komyTtaropa Huawei S2700-26TP-PWR-EI

XapakTepucTuka

3HayeHHS

KomyTaitiitHa eMHICTB

32 I'Git/c

IToptu

24 mopra 10/100 Base-TX Ethernet
3 miaTpumMkoro PoE

2 nopta Gigabit Ethernet (GE)

Tabmuiss MAC-aapec

8000 MAC-anpec

Pyune Bunanenns nuaamigaux MAC-aapec
HanamryBanus yacy crapinas MAC-anpecu
Koutpons posmiznaBanHs MAC-anpec Ha 06a3i
MOPTIB

MAC-aapecu tuny "qopHoi aipu"

VLAN 4000 VLANSs, mo sigmosigarotsh IEEE 802.10Q
[Tpuznauenns mepex VLAN Ha OCHOBI TTOPTIB
[Tpusnauenns Ha 6a3i MAC-aapecu

QoS OOMexeHHs IMBUAKOCTI Ha 0a3i mopTy

4 abo 8 uepr pi3HUX MPIOPHUTETIB HA KOKHOMY
TIOPTY
BignoBignicte Mk mpioputetamu  802.1p 1

yepraMmu

Anropurmu SP, WRR 1 SP + WRR

besnexka i moctyn

Aytentudikaris 802.1X i oOMeXeHHS Ha YHUCIO
KOPHCTYBauiB B iHTepdeiici

[Ipuaymenss mropmy

3axuct mxepena |P

[TlinTpuMka pi3HUX METOAIB  ayTeHTHQIKaIlii,

srirrouaroun AAA, RADIUS 1 TACACS +
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[Iponoxxenns Tadbnuili 3.2

XapaKTepucTrKa 3HaYEHHS

Bbesneka 1 qoctyn Biacrexxenns DHCP-makeri
[3osd1is mopty 1 3akpirieHnit MAC
[TigTpumka ¢uibTpanii naketiB no MAC-anpecamu

O6mMmesxenHs kutbkocTi Bitomux MAC-anpec

3.2.2. Komyratop Huawei S2700-26 TP-SI-AC

Huawei S2700-26TP-SI-AC BigHocutbsca mo miHiiiku S2700 i € igeHTUYHUM 10
HOMNEPEHBOT0, OKPIM HasBHOCTI miaTpuMku POE Ha Buximaux 10/100 Base-TX Ethernet

nopTax.

Puc.3.2. Komyrarop Huawei S2700-26 TP-SI-AC

3.2.3. Komyratop Huawei S5700-26X-SI-12S-AC

I'irabitai kopmopatuBHi Komytatopu Huawei Quidway cepii S5700 — 1
eHepro3oepirarodi KOMyTaTOPU HACTYITHOTO MOKOJIHHS, po3po0iiecHi KommnaHiero Huawei
JUTS 33JTOBOJICHHS TIOTPEO BUCOKOMIBUIKICHOTO JoCTyIy (puc. 3.3). basyerbest Ha cydacHii
amapartypi i mporpaMHOMY 3a0e3neueHHi yHiBepcanbHo1 uiatdopmu mapmpytu3arii (VRP).
Huawei S5700 Hagae BHCOKY KOMYTYIOUY 30aTHICTH i moptu GE BHCOKOI MIUTBHOCTI IS
peamizarii nepenadi maaux B By3o0i 31 mBuakictio 10 I'6it /c. Komyrarop S5700 moxe

BUKOPHUCTOBYBATHUCS B PI3HUX CIIEHAPISIX KOPIOPATUBHOI MEPEKi.
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Puc.3.3. Komyrarop Huawei S5700-26X-SI-12S-AC

Hanpuknaza, BiH Moxe (DYHKLIOHYBAaTH K KOMYTAaTOp sipa B MEPEKl KaMIIyCHOI'O
TUIlY, SIK TIrabITHUN KOMYTAaToOp AOCTyny B IHTepHET-1eHTp1 00poOKH 1 30epiraHHs JaHUuX
a00 SK HACTUIBHHUH KOMyTaTtop Juis HagauHs goctyny 1000 MGit/c mo Ttepminaiis [15].
XapakTepuCTUKH KOMyTaTopa HaBeJieHo y Tab. 3.3.

Tabnuusg 3.3
Xapakrepuctuku komyTtaropa Huawei S5700-26X-S1-12S-AC

XapakTtepucTuka 3HayYeHHs

Komyrariiitna emHictes | 256 T'611/C

[Moptu 12 mopris 10/100/1000 Base-TX Ethernet,
12 moptiB 100/1000 Base-X

2 mopra 10 Gigabit Ethernet (10GE)

Cnotu po3IIMpEeHHS CnoT po31IMpeHHs 1Sl CTEKYBaHHS

Tabmums MAC-aapec [Tinrpumka crangapty |[EEE 802.1d

PosniznaBanns i ctapinas MAC-anpec

Crarnuni, muHamiyai MAC-aapecu 1 MAC-aapecu Ttuiy
«4OpHa Jipay

OdinpTparis makeriB Ha 6a31 MAC-anpec mxepena

16 000 MAC-anpec

VLAN 4 000 mepex VLAN

I'octeoBa VLAN i romocosa VLAN

Super VLAN, MUX VLAN, GVRP

[To6ynosa mepexx VLAN Ha 6a31 MAC-aapec, mpoTokodnis, |P-

MiIMEPEK, TOJITHK 1 TIOPTIB
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[TponosxenHs Tadbauui 3.3

XapaKTepUCTHUKA 3HauYEHHS

QoS OOmexeHHs MBUAKOCTI Ha 0a3i MopTy

4 a0bo 8 uepr pi3HUX NPIOPUTETIB HA KO)KHOMY TIOPTY
Bianosiguicte Mk npioputeramu 802.1p 1 uepramu
Anroputmu SP, WRR 1 SP + WRR

besnexka 1 noctyn STP, RSTP 1 MSTP

JepeBononiona tomosnoriss Smart Link i Smart Link multi-

Instance, minTpuMKa TEPEeMHKAaHHS Ha PE3EpPB MPOTATOM
MUTICEKYH/

Kinsnesa Tonosorigs RRPP i RRPP multi-instance

[TinTpumka G.8032 ERPS

TexHosoriss SEP

[Miarpumka 3axucty BPDU (BRDU protection), kopens (root
protection) i nuteiidy (loop protection)

BPDU-tyHenb

AIMIHICTpYBaHHS [HTenekTyanpHa TexXHoJoriA 00'eqHanHs B cTeku (1Stack)
Biptyanbna nepeBipka kabeito

Jucranmiiinuii Mmoniropunr mepexi (RMON)

eSight i NMS Ha 6a3i BeO-inTepdeiicy

SNMP v1/v2c/v3

CuctemHi JioTH 1 6araTopiBHeBa CUTHATI3AIIISA

3.2.4. Mapmpyruzarop Huawei AR-1200E

[aTerpoBani GyHKIT KOMyTaIlii Ta MapuIpyTu3aiii 3a0e3nedyoTh nepeaady rojaocy

Ta JaHUX, a TAKOK OC3IPOTOBHI 3B'130K B 0(hicaxX HEBEIUKHUX MITMPUEMCTB a00 BiIIaICHUX

odicax 3a momomororo 3G, WLAN a6Go LTE. HeGmokyroua apxitekrypa ARI1200 i

OaratosiiepHHIA TIPOIECOP TAPaHTYIOTh CTA0UTHFHY CMYTY IIPOITYCKAHHS JJIS TIepeIadl TaHux
(puc. 3.4).
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Puc.3.4. Mapuipyruzarop Huawei AR-1200E

Mo>ksiuBe BUKOPUCTaHHS KaOeIbHUX 1 BOJOKOHHO-ONTHYHUX 1HTepdeiiciB. [loBHMA

HaOip ¢yHKIIA 3a0e3rneueHHss OE3MEeKU, BUSIBICHHS HECIPABHOCTEM 1 MOMJIMBICTD

JUHAMIYHOT 3aMIHU B «rapsuoMy» pexuMi 3a0e31euyroTh Oe3neyHuii Ta HaiiHUM 3B'I30K.

Takox, mictuth BOynoBanuit haepson ta ATC, 1o 3abe3nevuye 0CHOBHI roIocOB1 (PyHKIIIT

[16]. XapakTepucTiKu MapiipyTH3aTopa HaBeACHO y Tad. 3.4.

Taomung 3.4

Xapakrepuctuku mapiipytusatopa Huawei AR-1200E

XapaKTepuCTHKa 3HaYeHHS
WAN mnioptu 2 GE
LAN moptu 8 moptiB GE (MoxnuBicTh HacTpoiiku sk WAN-iaTepdeiiciB)
Cnotn Crnotu SIC: 2
Cnotu WSIC (3a 3amoBuyBaHHsM / MakcumyM): 0/1
Tenedonis OcnoBHI ronocoBi ¢yHKIi1 3a06e3neuytoThesi BOynoBaHoo ATC,

SIP-cepBepom Ta SIP-mmto30M qocTyimy

['omocoBi moCIyru BKJIIOYAIOTH 0aratoCTOPOHHIN  3B’SI30K,
aBTOMATUYHE  MIAKIIOYECHHS, IVR, wMemomiro  a3BiHKA,
napajeJbHUN JI3BIHOK, TOCIIJIOBHHM J3BIHOK, YIPaBIIHHS
abOHEeHTaMU

[HTeNeKTYanpHa MapmIpyTH3aIlisi JA3BIHKIB O3HA4Ya€ BUHSITKOBY
HAJIHHICTh TOJTOCOBUX MOCITYT

B3aemo3's130k 3 tepminamamu NGN / IMS / PBX / ocHOBHUX

MOCTA4aJIbHUKIB
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[Mponorsxenns Tabnumi 3.4

XapakTepucTuka 3HaYEHHS

I[lam’ a6 1I'6

Texob6cnyroByBannst | [linTpumka 3aMiHM B «TrapauoMy» pexuMi  OyAb-SKHX
TEJIEKOMYHIKAIHHUX TUIaT

[TinTpumka posropranus U-aucka

VPN IPSec VPN, GRE VPN, DSVPN 1a L2TP VPN

3.2.5. Mapmpytuzarop Huawei AR-3200-SRU200

BucokonponykTuBHI MacmTaboBaHi MapHIpyTH3aTOPH JOCTYIY 3 IHTETPOBAaHUMHU
(GyHKITISIMA KOMYTAIIii 1 MapIIpyTH3aIlii, a TAKOXK YHIBEpCATbHUMU (QYHKIIISIMU YIIPABIIHHS
1 6€3MeKu Il BETUKOMACIITAOHUX KOPIIOPATUBHUX MEPEXK JTO3BOJISIOTH 3HU3UTH CYKYITHY

BapTicTh Mepexki (puc. 3.5).

Puc.3.5. Mapmpyruzarop Huawei AR-3200-SRU200

Heb6nokyroua apxiTekTypa 3 ABOMa IjlaTaMU YIOPABIIHHS 3a0e3rnedye HamaiiiHuN
naHuX. BUABICHHS HEMONAaJOK 1 JWHAMIYHE pE3epBYBaHHS KaHAIIB 3a0e3MeuyioTh
MiABUIIEHY BIIMOBOCTIWKICTh, a IJIATH 3 MOXJIMUBICTIO 3aMIHH B «TapsuoMy» pEXUMI
JI03BOJISTFOTH TIPOBOJIUTH MOJICPHI3aIiI0 0€3 BIIKIIFOUCHHS KOPUCTYBaYiB.

[Tintpumka Bigkputoi cepsicHol Ttuiargopmu (Open Service Platform, OSP)
3a0e3medye CYMICHICTh 3 TIPOJAYKTaMU CTOPOHHIX BHPOOHHKIB, 3aXWCT BKJIAJICHUX
IHBECTHUIIIA 1 MOJaiblIe MIBHINEHHS KoedimieHta okymHocTi iHBectuuid (ROI) [17].

XapakTepuUCTUKHU MapIIpyTU3aTOopa HaBeAeHO Yy Tadi. 3.5.
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Tabmuus 3.5
Xapakrepuctuku mapipyrusatopa Huawei Ar-3200-SRU200

XapaKTepUCTHUKA 3HaYEHHS
WAN mnoptu 4 nopra GE, 2 noprta 10 GE
Cnortu Cnotu SIC: 4

Cnoru WSIC (3a 3aM0OBUyBaHHSM / MakCcUMyM): 2/4

Cnotu XSIC (3a 3aMOBUYBaHHSIM / MaKCUMaJibHa KIJIBKICTB):

4/6
QoS AnapaTHe NpUCKOpeHHs, iepapxiyHa cuctema Q0S
ITam’s1TB 416
VPN IPSec VPN, GRE VPN, DSVPN, L2TP VPN
Texob6ciyroByBanHs [TinTprMKa 3aMIHU B «TapsTYOMY» PEKHUMI BCIX IHTEPPEHCHUX
miar

3.2.6. IP-tenedon Fanvil X4

Fanvil X4 — 6ararodyukiionansauii SIP-tenedon ams 6i3uecy (puc. 3.6). Tenedon
HiATpUMY€E IMUPOKUK Hablp (QYyHKIK, a caMme: yTpUMaHHS BHUKIWKY, BITKJIFOYCHHS
MiKpo(oHa, peKUM OYiKyBaHHS, IEPEBEJACHHS BUKIIUKY, IOBTOP BUKJIUKY, aBTOBIIIIOBI/Ib,
pexuM "He TypOyBaTu", TOjIOCOBa TOINTa, BileoKoH(epeHIlis, rapsda iHisg. [Ipuctpii
ocHamieHuii BOynoBaHOI TenepoHHO KHHTOH Ha 500 3amuciB, a TakKOX JI03BOJISE
KOpHUCTYBaTHCs BiggaieHumu TtenedoHHuMu kHuUramu mo XML a6o LDAP. XKypuan
BUKIIUKIB, SIKMH JIO3BOJIsIE€ Ji3HATUCA iHQoOpMaIiio mpo BCi 3poOieHi, TPUHHATI Ta
MPOIYIICHI BUKIIUKH, IO HE I03BOJUTH MPOITYCTUTH BaXJIHUBY iHpopMaliito. Ternedor mae
3pydHHI JUIsI  KOpUCTyBada iHTep(deiic, dYOoTUpM MporpamMoBaHi KJIaBill, II STh
(GyHKITIOHATHHUX KJIABIII, YOTUPH KJIABIII HABIraIii i OHy KJIaBinry miarsepmkenHs [19].

XapakTepucThKy TenepoHy HaBeIeHo y Tabm. 3.6.
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Puc.3.6. IP-tenedon Fanvil X4

Taomung 3.6

Xapakrepuctuku |P-tenedony Fanvil X4

XapaKTepruCTHKa 3HayYeHHs
[Toptu 10/100 Base-T Ethernet
KinpkicTh aiHIN 4

[TinTpuMKa KoJeKiB

G.726-32, G.711a, G.729a, G.729b, G.711u, G723.1

[TinTpumka ATC

3CX, Asterisk, Broadsoft, Elastix, Zycoo

Tenedonna kaura

500 KOHTAKTIB

3.2.7. Cepsep ARTLINE Business R25v10

Onniero 3 ocoomuBocteit cepBepa ARTLINE Business R25v10 (puc. 3.7) € pimieHHs

JUIS oprasizaiii Bigganeroi podortu o cranaaprty IPMI 2.0. Taka MOXIUBICTE peajtizoBaHa

3aBISIKA  CIEIIATbHOMY

iHTerpoBaHOMYy Moyt aamirictpyBaHHs ASMB9-iIKVM.

Bignanene migkIrOYeHHS MO JIOKaIbHIN Mepexi depe3 Ethernet-intepdeiic (TexHomoris

KVM-over-1P) no3Bosisic yHUKHYTH MPSIMOT IPUCYTHOCTI aJMIHICTpaTopa B Oe3mocepeaHii

OJIM3BKOCTI IO CEpBEpa - 1€ J0MoMarae 3Ha4YHO 3HU3UTHU oneparliiini purpatu. [Iporpamua

obomorka ASWM Enterprise 3a6e3nedye HeoOX1THAN KOHTPOJIb 1 BIACTEKEHHS IIJIOTO PSTY
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napameTpiB (MOKa3HUKIB HANPYr'y CUJIOBUX JIAHLIOTIB, TEMIIEPATypPHUX AATYMKIB, poOOTH

CUCTEMH OXOJIOJKEHHS, MIIKII0YeHO1 epudepii 1 1.1.).

Puc.3.7. Cepep ARTLINE Bussiness R25v10

3pyuHuii BeO-1HTepdeiic mpaifroe He3aaexHO BiJ] OnepaliiiHol CHCTEMHU cepBepa, 1110
J03BOJISIE OprasizyBaTu nepudepiitnui KOHTPOJIb poOoTH OCTaHHBOTIO:
BKJIFOUCHHS/BUKIIIOUEHHS, MOHITOPUHT  amapaTHUX  eJeMeHTiB, ycraHoBKy OC,
HAJIAIITYBaHHS, OHOBJICHHSI, BIJCO3aIUC, PEECTPAIII0 KPUTHUYHUX MOMUIIOK 3 BEJACHHIM

KypHaJly JIoryBaHHs. XapaKTepUCTUKH CEpBEpa HABEJEHO y Tabu. 3.7,

Taomung 3.7
Xapaktepuctuku cepsepa ARTLINE Bussiness R25v10
XapaKkTepucTHKa 3HaYCHHS
OmnepaTrBHA TIaM’ ATh 16Gb DDR4-2666
Iporecop Intel 4-core Xeon E-2224G 3.5-4.7GHz;
HakonmuyBau 250I'6 SSD
2x1T6 HDD
Piui RAID 0/1/5/10
dopm-dakrop 2U
Bineokapra InTerpoBana

3.2.8. IP-xamepa Huawei C2120-10-LU

[Iporpamue 3a0e3medeHHs B TPAAMIIIMHUX Kamepax 3aJIeKWATh BiJ amapaTHOi
m1aTGopMu, MO CHUIBHO OOMEXKYE CIEKTp iX 3acTOoCcyBaHHA. [HHOBaIliiiHa TpPOTrpamMHO-

HaamToBaHa kamepa (Software-Defined Camera, SDC) Huawei (puc. 3.8) cTtBopeHa Ha
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OCHOBI MEPEAOBUX YUIIIB IUTYYHOTO IHTENEKTY, BIAKpUTOI onepaiiitHoi cucremu (OC) ta
OpIEHTOBAaHOI Ha MaHOyTHE €KOCUCTEMY. AJTOPUTMH, IO BHUKOPUCTOBYIOTHCS B JaHIN
KaMmepl, He 3ajexaTh Bl amapatHoi miatgopmu. Kpim Toro, kamepa miaATpUMY€
Oe3rnepepBHE OHJIAMH-OHOBIICHHS aJTOPUTMIB Ta CaMOHaBYaHHA. TakuM 4YMHOM, PO3pOoOKa
aIrOPUTMIB BEJIEThCA Ha MPOTSI31 BChOT0 KUTTEBOTO LUKIIA O0JaAHAHHS, TPUA0AHOTO JIUIIIE

ojHOTO pasy [22].

Puc.3.8. IP-kamepa Huawei C2120-10-LU

ANropuT™MH, 110 TIATPUMYIOTHCS:

TEIIOBA KapTa;

- aHaJ3 MOBENIHKU JIOAUHUA,

- aHaJIi3 HATOBITY;

- pO3mi3HaBaHHS JIFOACHKOTO 00JINYYS;

- po3Ii3HaBaHHS TiJIa JIIOJIUHH,

- pO3ITi3HaBaHHS TPAHCIIOPTHOTO 3acO0Y;

- aHaT3 JaHUX PO JOPOKHIA pyX.

BucHoBkH 3a po3aijiom

Bubip wmepexxeBoro oOnagHaHHS — 1€ BIANOBIMAJBHUIA e€Tam MOOYIOBU
KOPIOPATUBHOI MEpexi, BiJl SKOTO 3aJeKHUTh MPOCTOTA HANAIITYBaHHS, €()EKTHBHICTH
MOHITOPUHTY Ta MacITabOBaHICTh Mepeki. B X011 mpoBeeHOro aHamizy peKOMEHIYEThCS
BUKOpHCTaHHs 00jaHanHs Huawei Tomy, o BOHO Ma€ HACTYIHI epEBary:

- BIAMOBIAHICTh 00N HAHHS MDKHAPOAHUM CTaHAApTaM, IO 3a0e3reuye XOpoIlry
CYMICHICTB 3 IPOYKIII€I0 HITNX BUPOOHUKIB;

- BC1 MPOIYKTH MPAIIOIOTH Ha yHI(iKoBaHii onepamiiHiil cuctemi (VRP), mo mae 17

POKIB PO3BUTKY;
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- MOBHE pIIIEHHA A1 MEPEeXI MiJANPUEMCTBA 3 IIMPOKHUM HAOOPOM MPOIYKTIB,
Britouarouu |1P, ontuynuii 1 PPJI tpancnopt, 3G, 1 PON;

- €KOHOMIYHICTb, 3aBJSKH TEXHOIOT1 SmartEnergy;

- eIMHa YyHI(pIKOBaHa CHCTEMa YIPABIIHHSI MEPEkKEI0 KEpye BCIEI0 MEpEekKero
MIANPUEMCTBA. HE MOTPIOHO MEPEMHUKATUCA MK PI3HUMHU CHUCTEMaMHU JUIsl KOHQIrypamii
PI3HOTO YCTaTKyBaHHS;

- HaJlae CEepBICU TEJIEKOMYHIKallli, CEpBICH 3 BUKOPUCTAHHSAM IITYYHOTO IHTEJIEKTY
(KOMIT’FOTEPHOI0 30pY) Ta 1HIII;

- Ma€ HU3bKY BapTICTh, B OPIBHIHHI 3 00nanHanHsM Big Cisco Systems.

B sikocTi iHTenekTyanbHo1 |P-kamMepr BUKOPUCTOBYETHCS MPOrpaMHO-HAIAIITOBAHA
kamepa Huawei SDC, o HeMae npuB’si3KH JI0 aITOPUTMY PO3Mi3HABAHHS, SIK TPaIUIIiHI
1HTeNneKkTyanbHi kKamepu. Kpim Toro, kamepa miaTpuMye Oe3nepepBHE OHJIAMH-OHOBICHHS
QITOpPUTMIB T4 CAMOHABYAHHS. TakuM YMHOM, po3po0OKa aarOpuUTMIB BEAEThCS HA MPOTA31

BCHOT'O )KMTTEBOTO IMKJIa 00IaHAHHS, TPUIO0AHOTO JIUIIE OJJHOTO Pasy.
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PO3/ILI 4
BUBIP CEPBICIB

4.1. CepBic iIHTEeJIEKTYyaJIbHOI0 BieOCIOCTEPEeKEHHS

Mtyunnii 1aTenexkt(ll) Ta anani3 AaHMX HE OMMHYB TakKy IHAYCTpIIO, SK
BifeocnoctepeskeHHa. ChOroJlHI KaMepu BXKE€ HE MPOCTO 3HIMAIOTh, BOHM BUKOHYIOTH
0araToBUMIpHUM, IHTENEKTYaJbHUU aHaNI3 JaHUX, PO3MI3HAIOYM BiJI€0300pa)KEHHS Ta
POrHO3YIOYM TEHJEHII 3MIHU CUTYalIii.

[lepeBaroro Bukopuctanus 11 € Te, mo Taka cucreMa € TOYHINIOK 1 HAIHHIIIO 32
TpaauIliiiHy cHCTeMy 3 omnepaTopoM. Briepury uepry, 1ie mMoB’si3aHO 3 BTOMOIO OIepaTopa,
TOMY , IIIO 3 TIPOTSTOM POOOTH OIEepaTop BTpayae MUIbHICTD, 1 MOKE HE TIOMITUTH MOXKIIUBY
3arpo3y. Cucrtema 3 BukopuctanHsMm Il B cBoro dyepry, Oyae OJIHAKOBO «IIHIJIBHOIO»
HE3aJeXKHO BiA TpuBasiocTi pobotu. Lle rapantye, mo >koAHAa JAeTanb YW 3arpo3a He
3QJIMIIIATHCS] HETTOMIYEHUMH, a OTXKe, Oe3IeKa oprasizailii Oyie rapaHTOBaHa.

ANTOpUTMH MAaIIMHHOTO HABYAHHS 3HAYHO CIPOTPECYBaM, IO JAa€ 3HAYHUHN PICT
TOYHOCTI po3mi3HaBaHHs. HelipoHH1 Mepesxi 103BOJISIOTh KOMIT I0TEPY 3aCTOCOBYBATH PSJT
OIIIHOK JIO Ti€1 UM 1HIOT CUTYAIlii, HABYAIOUMCH BUSBIISATH BCe OUIBII CKIIaaH1 GyHKIIIT (Kpai,
KOJIHOpH, (OPMHU Ta TOHU 00’ €KTIB), Ha BIAMIHY BiJ pillIcHb, 3aCHOBAaHUX Ha MpaBUJIaX, SKI
00OMEXKYIOTBCS TIOYAaTKOBUM IporpamyBaHHsam [21, 22]. Tako, OCKUIbKHA O0YHCIIOBaIbHA
NOTY)XKHICTh TPOJIOBXYE 3pOCTAaTH, WLIO JO3BOJIUTH HEUPOHHUM MepexaM OoOpoOIATH
OUTBITY KUTBKICTH 1H(OPMAIIIT 1, BIMOBIIHO, MiTHIMATH TOYHICTb.

Jlo IHTeNeKTyaTbHOI CUCTEMH BiJICOCTIOCTEPEKEHHS MOKYTh CTaBUTUCH Pi3HI 3a7a4i
PO3ITi3HABAHHS

- BUSIBJICHHS IPOHUKHEHHS Ha TEPUTOPit0, pyxy (puc. 4.1);

- BUSIBJICHHS TT1I03PUTMX 00’ €KTIB B a€pONOPTAX Ta TPOMAJICHKUX MPUMIIICHHSX;

- pO3ITi3HABAHHS JIUIIb;

- pO3ITi3HaBaHHS JIFOJIMHU B HATOBITI 32 00JIMI4YsIM a00 TEBHUMHU PUCAMH TTOBEIHKH;
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- 0e3NMKe po3Mi3HABaHHSA 332 (PI3MYHUMU XapaKTEPUCTUKAMMU JIFOJAUHU(3PICT, TOCTaBa
1 T.J0).

O6poOka 300pakeHb IMTYUYHUM THTEJIEKTOM JI03BOJISIE MOKPAIIMTH aHaII3 CUTYaIlil.
Xo4 1 ICHYE MOXKJTUBICTB 3MOMKH 300pa’k€Hb BUCOKOT pO3AIHHOT 31aTHOCTI 3a JIOTIOMOT0I0
KaMep BHCOKOI YITKOCTI, JOJS iX BUKOPUCTaHHS K YaCTHMHM PpIIEHb JJis
BIJIEOCTIOCTEPEKEHHS 3QJIMIIAETHCS HU3BKOIO. SK pe3ynbTar, OUIBIIICT 300pa’KeHb,
3pO0JICHUX TaKUMH PIINICHHSIMHU, HHU3BKOI SKOCTi, OCOOJMBO B YMOBaX HEIOCTaTHHOTO
ocBiTieHHs. [le BUCTymae mepemKkoa00 mij 4ac MPOBECHHS 3MICTOBHOTO aHAI3y TaKHX
KaJpiB 300pakeHHHs. ILITyyHuil 1HTENEKT MOXXHA BUKOPHCTOBYBATHU JUIsl TOKpPAILECHHS
AKOCT1 TaKUX 300pakeHb, 11100 CIIBPOOITHUKYU CIY>KOU O€3MeKH MOTJIM OTPUMYBATH 3 HUX

He0oOX1IHY 1H(pOopMAaIlito.

LeTexTop npucyTCTBUA HdeTexTop ABUKEHNA

LeTexkTop BTOPXEHUR

Puc.4.1. Ilpuxnan pe3ynabTaTy poOOTH aITOPUTMIB MPUCYTHOCTI, PyXy Ta BTOPTHEHHS

Buxopucranus III B cuctemax BileOCIIOCTEPEKEHHS 3HAYHO IiABHUIILYE
e(eKTHBHICTh JAHUX CHCTEM, pOOJIAUM OmepaTopiB Oe3neku OUThIN pe3yJbTaTUBHUMU Ha
CBOIX POOOYMX MICIAX. YCYHYBIIM HEOOXITHICTh MOCTIMHO TEperisgaTH MOHITOPU Ta
aBTOMATU3YIOUM (YHKIIIO «BHSBJICHHS» IITYYHHH IHTENEKT JI03BOJISIE OIepaTopam
30CepEeNTHCh HA TOMY, IO BOHW POOJSATH HalKpalie: Ha mepeBipii Ta Jii B KPUTHUHINA
cutyamii. Ile He TITBKM NPUCKOPIOE PO3CIIMYBaHHS, ane W 3abe3medye peakiiio B

pearibHOMY Yaci Ha HeOe3MeKy.
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TpaguuiiiHi kKamMmepy MarTh Taki MpoOJeMH, sK (piIKCOBaHI METOAM PO3II3HABAHHS,
HU3bKa 00YMCIIIOBAIbHA MOTYKHICTh Ta TPYHOILI 3 OHOBJIEHHSIM, OCKIIbKH BOHU MO€HAHI
MDK COOOI0 MPOrpaMHUM Ta anapaTHUM 3a0€3MEeUEHHSIM Ta 0OMEXEHOI MPOTYKTUBHICTIO
LEHTPAJIBHOTO Mpoliecopa.

[Mporpamuo-koHpirypoBana kamepa (Software-Defined Camera, SDC) Huawei
CTBOpEHAa Ha OCHOBI YMIIB IITYYHOI'O IHTENEKTY Ta BIIKPUTOI OMEpaliifHOI CHUCTEMH.
TpaauuiiiHi 1HTENEKTyalbHI HPUCTPOI CHOCTEPEKEHHS 3a3BUYail MaIOTh OKPEMHU 4Yim
neHTpanbHoro npoiecopa (CPU) — i1 BUKOHAHHS alTOPUTMIB IHTEJICKTYaJIbHOTO aHAI3y
Ha camiil kamepi. Xoua Taka KOHCTPYKIISl BIAMOBIJIa€ Cy4YaCHUM BHUMOTIaM, MPOCTIp JJis
OHOBJICHHS KaMepu OOMEKEHUW. Y Mipy TOro, SIK BHUKJIMKM Oe€3Mell CTaioTh JAenaii
CKJIAAHIIIUMH, HEOOXITHUHN MHOIINHI Ta IUPLIUHN aHAai3 JI0eH, TPAaHCTIOPTHUX 3ac001B Ta
00'exTiB. [TiABUIIIEHHS TOYHOCTI aJITOPUTMIB Ta MIATPUMKA OJTHOYACHOI pOOOTH JEKIIBKOX
AITOPUTMIB CTalld TPIOPUTETOM. Y I[bOMY KOHTEKCTI Huawei BumycTwia mporecop
mtygHoro intenekty, Ascend 310, nanpukinii 2018 poky. Bin Mae BUCOKY 00UHCITIOBATIBHY
noTykHicTh (16 TOPS) 1 Hu3pke cnokuBaHHS eHeprii (ume 8 BT). 3aBusku
obumcIoBaIbHIN ToTYKHOCTI, ogHa Huawei SDC Moske 00poOIsITH BiICOMOTIK 3 TPHOX-
YOTUPHOX 3BUYANHUX KaMep MoOIu3y.

Kpim Toro, kamepa miaTpuMye Oe3lepepBHE, MPAKTUYHO MUTTEBE OHJIANH-
OHOBJICHHS aJITOPUTMIB 1 CaMOHaBYaHHSA. TaKUM YHWHOM, PO3pOOKa aJIrOpPUTMIB BEIEThCS
IPOTATOM YChOTO KUTTEBOTO ITUKITY 00JIaTHAHHS, IPUIAOAHOTO TUIBKH OJUH Pa3.

Kamepa Huawei SDC wae BIiAKpHTY NporpamMHy apXiTEeKTypy, sSKa I03BOJIIE
IHTETpyBaTH HOBI AJITOPUTMHU BiJ MapTHEPIB MO eKocucTemi, 3abe3neuyroun e(heKTUBHY
poOoTy mTy4HOro iHTeNnekTy. KpiM TOro, BiIKpuTa amapaTHa apxXiTeKTypa mependadae
MOXJIMBICTh TMIJKIIOYCHHS PI3HUX JaTYUKIB CTOPOHHIX BHPOOHUKIB, JOTMOMAararoyu
CTBOPIOBATH JIOJATKOBY COIlIaJIbHY 1 KOMEPIIHHY IIHHICTH JJIs KIIEHTIB B PI3HUX CEKTOpPax
E€KOHOMIKH.

JIist 1HTENIeKTyallbHUAX MPOJTYKTIB BiIEOCTIOCTEPEKEHHS 00OUHUCITIOBAIBHI MOKIIUBOCTI
HA OCHOBI IITYYHOTO IHTEJEKTY MAlOTh KJIIOUOBE 3HAYCHHs, TaK K BOHHU 3a0€3MeUylOTh

aJlanTallifo 10 Pi3HUX BUMOT O€3IeKu 1 00poOKy Bemnue3HuX oO0csTiB iHpopMarlii 1 JaHuX.
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Takum uunoM, kamepu Huawei SDC 6e3mocepeiHbO 10J1al0Th OOMEXKECHHS, MOB'sI3aHi 13
3a0e3ne4eHHsIM O€31eKH, 3 IKUMU CTUKAIOTHCS TPAAULIIMHI KAMEPH.

3 Binkpuroro omepariitHoo cucremoro SDC OS nis po3poOHHKIB AOCTYIHI
THCTPYMEHTH JUIsl MiJKJIIOYEHHS, HAaBYaHHS Ta PO3TOPTAaHHS aJITOPUTMIB Ta JOJATKIB
BIJIMOBIIHO J10 CTAHIAPTIB.

Huawei SDC 3acToCOBy€e alropuT™M CHHTE3y 300pakeHb 3a JOMOMOIOI0 IITYYHOrO
iHTEeNnekTy Ta 1H¢pauepBoHe cBiTiHo. LI ¢dyHkuii 3a0e3neuyroTh MOBHOKOJIbOPOBI
300pa’keHHA BJIEHb 1 BHOU1 0€3 BTPATH IHTEHCUBHOCTI CBITJa 200 CBITJIOBOTO 3a0pYHEHHS.
3apasku uM ocobsmBoctssM Huawei SDC ¢ikcye npiOHi netati 3 OO0 e)EeKTUBHICTIO,
oco0snBo BHOUI. Takoxk, kamepa Huawei SDC, BuBYat0uu 0COOJIMBOCTI PI3HUX CIICH, MOXE
i1eHTu(diKyBaTH 3MiHM CBITJa Ta TOTOJM B PEXKHUMI PEAJBHOTO 4Yacy Ta JIWHAMIYHO
PEryJIOBAaTH HAJAIITYBaHHS 300pa)KeHHS AJI OTPUMAHHS YITKUX 300paKeHb.

3aBAsSKM BUCOKIH OOYMCIIIOBAIbHIN 3aTHOCTI MPOIECOPIB MITYYHOTO I1HTEJICKTY,
takux sk Ascend, Huawei SDC wmoxe 3axorumoBatu g0 100 o0iwu Ha Kagp y

I'YCTOHACEJICHHX CIIEHAX Ha OCHOBI aJlrOpUTMY TpacyBaHHs Ta 30iry, sik Ha puc. 4.2 [21-24].

INHuawei Lab

Puc.4.2 Tlpuknax poboTr anroputMy TpacyBaHHs Ta 30iry Huaweli

3riJHO TTOCTaBIICHHUX 3aJ1a4, SKi BKIIOUYAIOTh B ceOC BiICOCITOCTEPEIKEHHS Ha CKIIA/I],
Ta MPOBEACHOTO aHATI3Y, TPOMIOHYETHCSI BUKOPUCTAHHS B IKOCT1 CEPBICY IHTEIEKTYyaIBHOTO

BiJICOCIIOCTEPESIKCHHS cucTeMy Ha 0a3i kamep Huawei SDC.
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4.2. Cepsic |P-Tenedonii

Icnye 6e3miu pimens B 06sacti nporpamMHux ATC, po3riisiHeMo HallOUIbII MOIIHUPEH]
3 HHX.

Asterisk — nporpamua ATC, 31aTtHa kKomyTyBatu sk VOIP BUKIIMKH, TaK 1 BUKIIMKH,
AK1 3M1ACHIOIOThCA MK |P-Tenegonamu 1 TpaauuiiHOI TEIE(POHHOIO MEPEKEIO 3aralbHOIO
kopuctyBanHs. [lintpumye nportokonu: IAX, SIP, H.323, Skinny, UNIStim. [Tixrpumye
rkomeku: G.711(ulaw i1 alaw), G.722, G.723, G.729, GSM, iLBC, LPC-10, Speex.
[Ipu3nayena st Manoro 613Hecy, KUTbKICTh a0OHEHTIB 00MEXeHa MOXKIIMBOCTSIMU CEpBEpa.
Becw HeoOxi1quuii pyHKITIOHAT MOXKE OYTH TOMTUCAHUM CaMOCTIMHO 0e3 (DiHAaHCOBUX BUTPAT
32 KOPOTKUH YaCOBHIA IHTEPBAaJI, TOMY IIIO Ha OJIHY 3aJ[a9y 3aCTOCOBY€ETHCS OMH MOYJb. Y
nopiBusiaHi 3 Cisco abo Avaya, Asterisk mae Hu3bKy BapTicTh po3ropranus. [Iporpama e
0E3KOIITOBHOIO 1 BC1 BUTPATH WIYTh HA MOKYIKY Tele(OHIB 1 cepBepa, HEOOXIAHOTO ISt
HopMasbHO1 pobotu ATC.

Asterisk He BUMarae HisKOi IPHUB'SI3KU JI0 IEBHOTO THITY 00JIaTHAHHS, TaK SIK MPOIYKT
npairoe Ha orepariiiaux cuctemax Linux, FreeBSD, OpenBSD i Solaris i in. € myxe
THYYKHUM pimreHHsM. Asterisk B kommiekci 3 HeOOXiZHHM 0OJaJHAHHAM Ma€ BCl
MoxBOCTI KitacuaHoi ATC, miatpumye 6e3niu VOlIP-nipotokosiB 1 Hamae 6arati GyHKIIil
yIPaBIiHHA I3BIHKAMHU, CEPEe]l IKUX:

- TOJIOCOBA TIOIITA;

- KoH(epeHIIis;

- IVR (iHTE€paKkTHBHE TOJIOCOBE MEHIO);

- MEHTp OOpoOKM J3BIHKIB (TIOCTAHOBKA [3BIHKIB B YEpPry 1 pO3MOALT iX IO
a0OHEHTaM, BUKOPUCTOBYIOUH Pi3HI aITOPUTMH);

- Call Detail Record (neranpHa iHpOpMaITis TPO BUKIIHK).

Jlist cTBOpeHHS MOJATKOBOI (PYHKITIOHAIBHOCTI MOYKHA CKOPHUCTATHUCS BJIACHOIO
MoBoro Asterisk mis HammcaHHs TUTaHy J3BIHKIB, HammcaB Monaysib Ha MoBi C, abo
ckopuctaBmmch AGl — THydkuM 1 yHIBepcaidbHUM iHTepdehcoM mis iHTerpamii 3
30BHIIIHIMHA CHCTEMaM# 00poOKku maHuX. Monmysi, mo BuKoHyOThCsa depe3 AGI, MOXyTh

OyTu HamucaHi Ha Oyab-sKili MOBI mporpamyBaHHs. ASterisk momMproeThCs Ha yMOBaX
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MOABIMHUM JTiIIeH31i, 3aBASKH SIKOi OJJTHOYACHO 3 OCHOBHUM KOJIOM, MOUIMPIOBAHUM IIO
Binkputid minen3ii GNU GPL, MoxiuBe CTBOpPEHHS 3aKpUTHUX MOJYJIIB, IO MICTSTh
JIIICH30BaHMI KOJI: HAPUKJIIA, MOAYJIb JUIS MATpUMKH Kojeka G.729 [25, 26, 36].

Cisco Unified Communication Manager (Call Manager). [Ipu3HaueHuii aust Mepex,
mo BkIo4aoTh A0 30000 abonentiB. IIporpamHo-amapaTHUl KOMIUIEKC 3a0e3nedye
HaJIHHICTh (DYHKI[IOHYBAaHHS CHUCTEMH 1 JI03BOJIsi€ KOHQIrypyBaTu Oe€3Jiu IMapaMeTpiB.
Icaye EXpress Bepcisi, mpu3HayueHa 1Jis HeBeJIUMKUX KoMmnaHid. OHIEIO 3 IepeBar € TeXHIYHa
ninrpumka Cisco. [lpu HasSBHOCTI JOrOBOpY Ha TEXHIYHY MiATPUMKY BCi TpoOiIemMu
Bupimrye kopmoparis Cisco. Cisco Call Manager npusHaueHuid A7l KOMIaHIH, SKUX
IKaBUTh BIMIHHY SIKICTh 3B'AI3KY 32 HEMaJl TPOIIIi.

Avaya IP Office. Cuctema IP Office mpusnadena mist cepeanix mepex. Uucio
KOpHCTYBauiB OOMeXeHa MOTYXHICTIO cepBepa 1 KUIbKICTIO JiineH3id. [lnatu po3mmupenns,
J0JIaTKK TIOBUHHI OyTH JIilIeH30BaH1. Avaya Mae IUPOKHUI CIEKTp Mporpam AJis KepyBaHHs
cepsepom. Avaya IP Office Manager nocuth Baasie pillieHHs, TOMY IO IPOrpaMa npocTa B
BHKOPHCTaHHI Ta MOJIIMBE KOHCOJIbHE KepyBaHHS 3a nomomororo Avaya Terminal
Emulator.

Asterisk € kpaluM pilieHHSIM TOMY, IO MATPUMYE Oe3/1id PYHKIIH, Mae MOXKIIUBICTh
iX CaMOCTIMHOIO JOTTIOBHEHHSI, HE MA€ MPUB’ A3KH 10 KOHKPETHOI'O BUPOOHUKA 001aTHAaHHS

1 € 6€3KOIITOBHUM TIPOTYKTOM.

4.2.1. HanamryBanus SIP xopucrtyBauis

Kongirypamis SIP kopuctyBauiB BimOyBaeThcsi B (¢aimi Sip.conf. OO'ektn
KoH(pIryparii — mipu(Peers), onmucyrThCS B OKPEMHUX CEKIIISAX, K1 MMO3HAYAIOTHCS IMECHAMU
B KBaJIpATHUX y>XKax. [[ie mpuHIMMI HAacTiyBaHHS, SIK 1 B OUTbIIOCTI (paitniB KoHPIiryparrii
Asterisk: Bce 1m0 3amaHO Mmicis IMEHI B KBaJpaTHHX JYXKKaX, BIIHOCHUTBCS 0 OIHOIO
00'eKTy, TOKH HE Oy/ie OTOJIOMIEHO HACTYITHOTO.

Kareropis 3a 3amoBuyBaHHSM - [general], 3anae rirodanpHi HanamTyBaHHS JApaiBepa

SIP Asterisk, siki MOMUPIOIOTECS HA BCi 00'€KTH, ajie MOXYTh OyTH TEpPeBU3HAYCHI IS
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OKpEeMHX ITIpiB B iXHIX KaTeropisix. 3a 3aMOBUYBaHHAM JlaHa KOH(]Irypaiisi Mae BUIJISIA, K
MOKa3aHo Ha puc. 4.3,

3aMicTh BHKOPUCTAaHHSA MapeMmeTpy SeCret, mo MICTHTh Mapojib KOpUCTyBaya y
BIZIKPUTOMY BHUTJISIII, PEKOMECHIYEThCSI BUKOPUCTAHHS mapaMmerpy mdSsecret, mo 30epirae
md5-xem mapomto [25]. [yis romoBHOro odicy MpPOMOHYEThCS HACTYIHE JIOMOBHEHHS
06a30Boi koH(pirypaiii SIP-kopuctyBauis:
[common-friend](!)

Type=friend

Allow=ulaw,alaw

Host=dynamic
[h-office] (1)

context= headquarter
[h-secretary](common-friend, h-office)

md5Secret= 5f4dcc3b5aa765d61d8327deb882cf99
[h-it-1](common-friend, h-office)

md5Secret= 7¢6a180b36896a0a8c02787eeafbOe4c
[h-finance-1](common-friend, h-office)

md5Secret= c24a542f884e144451f9063b79e7994e
[h-marketing-1](common-friend, h-office)

md5Secret= 482c811da5d5b4bc6d497{fa98491e38
[incoming]

host=sip.test.ua

context= h-incoming

Insecure=port,invite

type=user

username=749511377567

secret=Pa$$wOrd

fromuser=74951234567

fromdomain=sip.test.ua

qualify=yes
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[outgoing]
host=sip.test.ua
context= h-outgoing
insecure=port,invite
type=peer
username=749511377567
secret=Pa$$wOrd
fromuser=74951234567
fromdomain=sip.test.ua
qualify=yes

GHU nano 2.9.3 sip.conf

1 a template

ic-options) i another template inheriting

-options) ;i another template inheriting

i and another one for ulaw-only

Puc.4.3. Kondiryparris sip.conf 3a 3aMoBYyBaHHIM

4.2.2. besneka VolP

besneky VOIP mMoxHa MOAUTMTH HA ABa aclEKTH: Oe3MeKka CUrHadizallli 13BIHKIB Ta

Oesreka B Megia (TrojocoBiit) cecii. Lle nocsraerbes 3apasiku mpoTokonam TLS ta SRTP, sxi
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(YHKIIOHYIOTh ISl 3a0€3MeYeHHs] 3aXUCTy CUTHami3auli Ta mu@pyBaHHS ayaio/Biieo
n3BinkiB [30].

IIporokon TLS craButh cO01 3a METy CTBOPEHHS MIK JIBOMa BY3JIaMH MEpPEXKI
3aXUIIEHOr0 B1JI MPOCIYXOBYBAaHHS 1 MIAMIHM 1H(QOpMaIii KaHay 3B'A3KY, IPUJATHOTO JJIs
nepeaayl 10BUIbHUX JAHUX B 000X HAIpsIMKax, a TAKOX MEPEBIPKY TOT'O, 1110 OOMIH TaHUMU
BIIOYBA€ThCS MK CaM€ THMH By3JaMu, JUIsl SIKMX KaHaJl 1 CTBOpeHO moyaTkoBo. Lli
3aBJaHHS HA3WBAIOTHCS, BIAMOBIIHO, 3a0€3MeUeHHSIM KOH(DIACHIIMHOCTI, IUIICHOCTI Ta
aBTEHTHYHOCT1 3'eqHaHHs (ayreHTuU(ikarii). 3 QyHIaMeHTaNbHUX 3aBlIaHb 3aXUCTY
iHpopmarlii, TLS He OXOIUIIOIOTH TUIBKU OJIHY: 3a0€3MeYeHHs JTOCTYMHOCTI iH(opmaii — 1
1Ie 3aBJIaHHS 3HAXOUTHCS 32 PAMKaMH JaHOTO MpoTokoiy [31].

[Iporokon SRTP 3 B cBOIO uepry, 3ade3nedye KOHPIACHIINHICTh, aBTEHTU(IKAIIIO
TIOB1IOMJICHB Ta 3aXUCT BiJl BIITBOPESHHS K JIJISl OJJTHOAPECHUX, TaK 1 Ui OaraToaapecHux
notokiB RTP ta RTCP. Bin Moxe A0CITTH BUCOKOT MPOMYCKHOI 3JJaTHOCTI Ta HU3HKOTO
PO3IIMPEHHS MMAKETIB HaBITh Y CEPEAOBUIIAX, SIKI € CYMIIIIIIO APOTOBUX Ta 0€3POTOBHX
MEPEK.

SRTP s3uaxomuthest B mozemi TCP/IP mix npuknagaum piBuem RTP/RTCP i
TPAaHCIIOPTHUM piBHEM, TeHepyroun 3axuineHi maketh RTP 3 moroky RTP/RTCP i
nepecuiayy iX Ha npuiiMad. [1ogi0HUM YMHOM BiH TaKOX MEPETBOPIOE BXIJIHI 3aXUIIEHI
naketd SRTP B maketn RTP/RTCP [32].

[IpoanamnizyBasiu porokonu TLS Ta SRTP, pekomeHyeThCSl IXHE BUKOPUCTAHHS B

JTAaHOMY cepBici TeaedoHIi KOPIOpaTUBHOT MEpexi JjIs 3a0e3eueHHs 3aXUCTY JI3BIHKIB.

4.2.3. HanamryBanHs miany Habopy

Kongiryparis miany zabopy(Dialplan) mictutecs B haiini kondiryparii Asterisk -
extensions.conf. Ile oawH 3 HaWBaXIMBIMMX KOH(DIrypamidHux ¢aimie. Y HbOMY
BHU3HAYAETHCA 00pOoOKa 1 MapmIpyTH3allis BXiTHUX 1 BUXIMHUX A3BiHKIB. Lle#t daiin kepye
MOBEAIHKOIO BCiX 3'€THAHB M0 MPOXOAATH uepe3 cuctemy |P-temedomnii.

Jlianrurad JiTuThes HAa PO3AUIH, 3BaHI KOHTEKCTaMH, JUIS MOAUTY PI3HUX YaCTHH

miamuiana (puc. 4.4). Po3mmpeHHsl, BU3HaUYCHE B OJHOMY KOHTEKCTI, ITOBHICTIO 130JIbOBAHO
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Bl PO3LIMPEHb B OYyIb-IKOMY IHIIOMY KOHTEKCTI, SIKIIO B3a€MOJIS CIELIaJIbHO HE
no3BojeHa. OOnaBa aOOHEHTA 3HAXOMATHCS B OMHINA 1 TIM )K€ CHCTEMI, B3a€EMOIIIOYH 3
OJIHUM 1 TUM >K€ J1aJIIaHOM, aje€ OCKUIbKM BOHU MPUOYIH B Pi3HI KOHTEKCTH, TO INLIAX
00poOKU J3BIHKA Oyae pi3HUM i daHuX a0oHeHTiB. [lii, mo BinOyBaeThCs 3 KOKHHUM
BUKIIMKOM, BH3HAYalOThCS KOJAOM JiaimjaHa B KOXXHOMY KOHTeKcTi. KoHrtekctn
BU3HAYAIOTHCA Y (aii extensions.conf. Im'st KOHTEKCTY OMIIIAETHCS B KBAIPATHI JTyKKH
([D. Im's moxe cxmanatucs 3 OykB A - Z (BepxHii 1 HUKHIN pericTp), uucen Bix 0 10 9, a
TakoxX Jedica 1 mMAKPECICHHS.

B TenexomyHikariitHoT raiaysi cj0Bo extension (po3iupeHHs) 3a3Budai BiTHOCUTHCS
70 YHUCJIOBOTO iAeHTH(]IKaTOpa, SIKUA mpu Habopi Oyne A3BOHUTH Ha TenedoH (abo
BUKJIMKATH CHUCTEMHHUI pecypc, Takuii sK rojocoa momrta abo uepra). B Asterisk
PO3IIMPEHHS TPEACTaBIsE COOOK JEMI0 OiIbINe IMOTYXKHE, OCKUIBKA BOHO BH3HAUYAE
YHIKaJIbHY CEpPil0 KPOKiB (KOKEH KPOK, KM MICTHTh TOJATOK), uepe3 siki Asterisk Oyne
NpUHMaTH el BUKITUK. Y KO)KHOMY KOHTEKCTI MH MOYXXEMO BU3HAYHUTH CTLTBKU PO3IIMPEHB,
CKLJIbKH Oyze moTpioHo. Konu meBHe po3mupeHHs 3amyckaeTbes, Asterisk Oyme ciimyBaTu
KPOKIB, 1110 BU3HAUEHI JIJIs1 HbOTO. TOoMy, caMe pO3UIMPEHHs BU3HAYAIOThH 1110 BiIOYBAETHCS
3 BUKJIMKaMU, KOJIM BOHHU MPOXOASAThH Yepe3 AialiiaH.

KoxHe po3mmpeHHs Moke MaTh KiTbKa KpPOKIB, SIKI Ha3WBAIOTHCS MPIOPUTETAMHU.
[IpiopuTeT HYyMEPYIOTHCS TOCIIIOBHO, MTOYMHAIOYN 3 OJMHHMII 1 KOKEH BUKOHYE OJIUH
KOHKPETHHUM JOJATOK.

Jlomatku — 11e «po0odi KoHsuKu» AlanmiaHa. KojkHa mporpaMa BUKOHYE MEBHY IO
B MOTOYHOMY KaHalli, Take SK — BIATBOPEHHS 3BYKY, npuiioM Habopy curHanis DTMF,

MoIIyK B 0a3i JaHWX, BAKOHAHHS BUKJIUKY B KaHaJI, 3aBEPIICHHS BUKJIMKY a00 IIOCH 1HIIE

[25, 26].

S S > 1234, 1, Answer

AaMe =2 - O=CW aCE [ne

L 1___,,11' 1“-—“' » J

Koutekct 4 "‘
PaciuMpenue
[TpuopuTeT (C METKDI)
[Ipunoxenue

Puc.4.4. ba3zoBuii npoTOTUI AlAIIUIAHY
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BpaxoByroun BHILIE CKa3aHe, IPOMOHYETHCSI BUKOPUCTAHHS HACTYIHOTO AlaNIUIaHy
JUTs1 TOJIOBHOTO Oicy:
[h-admin]
exten => 10101,1, Dial(SIP/h-secretary, 30, T)
same => n, Hangup
[h-it]
exten => 10201,1, Dial(SIP/h-it-1, 30)
same => n,Hangup
[h-marketing]
exten => 10401,1, Dial(SIP/h-marketing-1, 30)
same => n,Hangup
[h-finance]
exten => 10301,1, Dial(SIP/h-finance-1, 30)
same => n,Hangup
[h-incoming]
exten => 5060, 1,NoOp(Incoming call...)
same => n, GotolfTime(9:00-18:00,mon-fri,*,*?h-admin, 10101,1)
same => n, Playback(home/asterisk/workOffTime)
same =>n, Hangup
[h-outgoing]
exten => 0XXXXXXXXX, I,NoOp(Calling outside ${EXTEN}...)
same => n, Dial(SIP/outside/${EXTEN})
[headquarter]
include => h-admin
include => h-it
include => h-marketing
include => h-finance
exten => 0XXXXXXXXX, 1, Goto(h-outgoing, {EXTEN}, 1)
B Bunaaky rosoBHoro oicy riaH HaOOpy CKJIaJIa€Tcs 3 CEMU KOHTEKCTIB:

- KOHTEKCT JIJI aaMiHIcTparllii odicy;
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- koHTekeT s [T-Bigauny;

- KOHTEKCT JJIs1 BIAUTY MapKETUHTY;

- KOHTEKCT JJIsl BIAUTY OyXranrepii;

- KOHTEKCT JUIS BXITHUX JI3BIHKIB,

- KOHTEKCT JUISI BUXIJHUX O3BIHKIB;

- 3arajJlbHUM KOHTEKCT JUIst oicy, 10 00’ €qHye B ceOe yci BIIAUIM.

3anporoHOBaHa CTPYKTypa AialIUiaHy JO3BOJIMThH JIETKO 3MIHIOBAaTH OCOOJHBOCTI
00poOKM A3BIHKA JUIsl KOHKPETHOTO BIAJIUTy, HE BTPY4YalOUMCh B IJIaH 0OpOOKH J3BIHKIB
HIUX BIAAUTIB. Takoxk, J0/1aHa nepeBipKa AJis yacy BXiJTHOTO JI3BIHKA. Y BUNAJKY A3BIHKA
HEe y poOouuit rpadik, aboHeHTy Oyjae MOBIAOMIICHO TpPO 1€ Hamepel 3amrCcaHuM

noBigmomsienHsaM WOrkOffTime ta n3BiHOK Oy/ie 3aBepIIEHO.

4.2.4. HanamyBaHHs niepeajipecallii A3B1HKIB

Ak Bimomo, B TenedoHii ICHye JBa OCHOBHUX BUJU Iepeaapecairii (abo Tpancdepy -
transfer) sxiguux a3BiHkKiB (puc. 4.5), ue:

Attendant Transfer — mepeanpecaitisi A3BiHKa, MPH SIKOMY OIEPaTOp, OTPUMABIIH
iH(hOopMaIliro Bij aOOHEHTa, CTABUTh J3BIHOK HAa YTPUMAaHHS, MOTIM 1HIIIIOE APYTUNA BUKITUK
TpETiit CTOpOHI (a0OHEHTY, 3 SIKUM X04Ye 3'€THATHCS TOM, XTO TeIeOHYE), TTOBIIOMIISIE TIPO
BXIJTHUW J3BIHOK 1 JIMIIIE ITICJIS JIO3BOJIY TPEThOI CTOPOHH, 3'eqHye 3 aboHeHTOM. Ilicis
IILOTO, OmepaTop Kiaae TPyOKy i OUTbINE HISK HE BIUIMBA€ Ha BUKJIUK. TakUM YHHOM,
OTIepaTop 3aJMINAETHCA BIIEBHEHMM B TOMY, IO TOH, XTO TenedoHye 3'€eqHAHUN 3
nOoTpiOHUM aO0OHEHTOM. Y pasi, SKIIO Yy omepaTopa HE BHUXOAWTH TOA3BOHUTHUCS 0
aboHeHTa a00 BiH MOBIIOMJISE, IO HE MOXKE B JIAHMK MOMEHT MPUHHSATH JA3BIHOK, OIIEPaTOP
3HIMA€E 3BIHOK 3 YTPUMAHHS Ta MPOCUTH HOTO MEPEI3BOHUTH Mi3HIIIIE.

Blind Transfer — 3 Ha3Bu crae 3po3ymino, 1m0 JaHUK BUA Iepeknany € "ciaimum",
TOOTO OmepaTop MEPEeBOAUTH I3BIHOK, HE TOBIIOMIISIOUN TPETIO CTOPOHY IMPO BXITHOMY
BUKJIMKY. He Bakko 3moragaTwics, MO KO aOOHEHT 3aiHATHI abo He BIANOBIZAE, TO

BUKJIMK MPOCTO OOPUBAETHCH.
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GHU nano 2.9.3 features.cont

idsound = "heeperr "5 Sound to play

the a tran L
n to the other party. Once an 3
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]
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Puc.4.5. HanamryBanss noctymny o rnepeaapecariii B features.conf

Jlisi moyaTky mOTpiOHO HANAIITYBaTH CHUHTAKCHC, 3a SIKUM OyJe pPO3MOYMHATUCH
nepeanpecanis. Y ¢yukuii features.conf notpioHo Hanamrysaru napamerpu blindxfer ado
atxfer B po3nini Featuremap. [NapameTpu HaIaImITOBYIOTHCS 32 JOMOMOTOK) CUMBOJIBHOTO
psfKa JBOTOHAJIBHOrO OaraTtoyacToTHOro anajoroporo curHany(DTMF), skuii Oyme
BUKOPHCTOBYBATHCh JUIs  jgocTyny jmo Tpancdepy. Jusa attendant transfer Oyne

BukopuctoByBaTich DTMF cuMBo «*», a s «cimimoro» tpancdepy — «#» [27].

4.3. Cepsic BizeoxoHndepenuii

BimoMi kommnaHii MponoHyOTh 0e31id pillleHb I BiAcOKOH(EPEHITiH 13 3aKpUTUM
KojgoM. Bci BOHM poOsaATh NPUOJM3HO OHE 1 Te X, 1 BCE K OUIBIIICTh BHUMAarae
BCTAaHOBJICHHSI BIIACHOT'O MPOTPAMHOTO 3a0€3MeUeHHs, MepIl HiXK HUM KOPUCTYBATHUCH.

OpxHUM 3 HAaHOUTBIINX pillleHb OpiEHTOBAaHUX Ha Oi3Hec-cekTop € Cisco WebEX, skwii
€ HaJIIMHUM PIIICHHSIM JIJIS BiIJIaJICHOI CITIBIpaIll Ta BKJIIOYAE TaKi MOCIYTH, SK KIMHATH
JUTSE BiIEOKOH(EPEHIIIA 3 MOXKIIUBICTIO CIUTBHOTO BUKOPUCTaHHS (haiiliB, TEMOHCTpaIlis
pobodoro crony. Jlo HeI0I1KIB BITHOCUTHCS TE, 110 JaHE PIIICHHS BUMAarae BCTAHOBJICHHS
BiacHoro II3, Bucoka BapTicTh Tapu@iB Ta CYTT€BI OOMEKEHHS OE3KOIITOBHOI
Bepcii(HanmpuKIiIan, ooOMexXeHHs yacy kKoHpepeHii B 50 xsuwH) [33].

3a MexaMH KOPIOPATHBHOTO CEKTOpa Oarato mporpaM TaKOoX JO3BOJISIIOTH

npoBOAUTH BimeokoHdpepenmii. [lomymsapui npukianu — Skype, Zoom ta Google Meet.
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Skype Hanexxuth MiCrosoft i BUKOpHUCTOBYE BIAacHUII MPOTOKOJ JJIsl Tiepeadi MOTOKIB
MyabTUMeIa. Takox Jisl BAKOpUCTaHHS SKYpe moTpiOHO BCTAaHOBIIFOBATH JI0JIATOK.

Google Meet oOMexye KiTBbKICTh YYaCHHKIB BiJCOJ3BIHKIB JIMIIE 25 JIOJABMH 3a
ojuH 13BIHOK (10 HaaKTUBHIIINX YYaCHUKIB BiI0OpakaroThCs BHU3Y ekpaHa) [28]. 3ammc
BiJICOKOH(EpEHII1 BUXOAUTH 3a paMKu Oe3koimToBHOro Tapudy. Ak nepesary, Meet e mae
KOJIHUX BIIOMHX OOMEXEHb 11010 TPUBAIOCTI J3BIHKIB.

Z00m 103BOJIsIE KOPUCTYBaYaM OpaTH y4yacTh Y BiIeOKOH(pEpEHIIi 0 CTa yYaCHUKIB
[29]. ®yHkuis neperisiay rangepei 103Bossie TOOAUUTH 10 49 3 IMX YYACHUKIB HA OJTHOMY
ekpani. Xoya Z00M J03BOJIAE€ 3A1MCHIOBATH HEOOMEXKEHY KUIBKICTh J3BIHKIB, KOXKEH
J3BIHOK MOke TpuBaTH juiie 10 40 XBuinuH B Oe3KkomToBHii Bepcil. Takox, Google Meet
Ta Z00M He MOTPeOyIOTh BCTAHOBIICHHS 10AaTKOBOTO [13 Tak, sk mpaiooTh uepe3 opaysep
[34].

[IpoananizyBaBIiy BuIle3rajaHi pillieHHsI BiICOKOH(EPEHIIii Ta BpaxOBYIOUH T€, 10
PEKOMEH/IOBAaHO BUKOPHUCTAHHS B KOCTI cepBicy |IP-tenedonii Asterisk ta BukoprcTaHHs
IP-tenedonin Fanvil X4, mo miarpumyoTh GYyHKINO BiIeOKOH(EPEHIIiH, MPOMOHYETHCS
Bukopucrtanus Astrerisk ConfBridge B sikocTi cepBicy BimeokonbepeHiii. Ile 103BOIUTE
YHUKHYTH OOMEKEHb BUIIE3TraJlaHuX PIIIeHb(Takl K OOMEXKEHHS 4acy KOH(pEpeHIIi 4u
KUTBKOCT1 YY9acCHHUKIB), HE TIOTpeOye BCTAHOBICHHS criemiaizoBanoro I13 ta He morpedye

3BEPTaHHS O CTOPOHHIX CEPBEPIB.

4.3.1. Hamamrysauus ConfBridge

ConfBridge mMae 9oTrpyu BHYTPIIITHI KOHIIEIITIi:

- HOMEP KOH(EPEHIIiT;

- mpod11b KOH(EPEHITT;

- MpoMJIh KOPUCTYBAYA,

- MEHIO KOH(EPEeHITii.

Homep koudepentii — 1e 4dYHCIOBE NPEACTABICHHS OKpeMHX “KIMHAT Yy
KoH(pepeHIiaX. AGOHEHTH, IO 3HAXOIATHCS Ha KOH(EPEHINI 3 OJMHAKOBHM HOMEPOM,

MOTPAIIAIOTh B OJIHY 1 TY K€ KOH(EpEeHIIito Ta 3'€IHyIOThCS MK c00010. AOOHEHTH, SKi
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BXOJATh Y KOH(QEPEHI1I0 3 PI3HUMU HOMEpaMU, 3HaXOAAThCS B PI3HUX KOH(PEPEHLISIX 1 HE
MOXYTh chuiKyBatucs 3 iHIKUMH. [Ipodine xoHdpepeHii — ue HaOlp mapameTpiB, L0
KEpYIOTh IMOBEIIHKOK KOHKPETHOI “KIMHAaTH KOH(pepeHiiil. KoxxHa kiMHaTa KoH(pepeHiii
MOBMHHA MaTH BiacHUM mpodinb. [Ipodins kopuctyBaya — 11e Halip mapaMeTpiB, SKi
KOHTPOJIIOIOTh pOOOTY Ta MpaBa KOPUCTYBAUiB, SIK 4jieHA MEeBHOI KOoH(pepeHwii "KiMHaTH".
Mento koHbepeHuii - ne HaOlp mapameTpiB, Iii, SKI MOXE BHKOHYBATH KOPHUCTYBau
koHbepeHiii 3a gormomororo DTMF. Tlpodini Ta menro ConfBridge namamroByroThes y
daiini kougiryparii confbridge.conf [25, 26].

Jlns pobotu Bimeokondepeniii B ConfBridge HeoOXxinmHO cTBOpHUTH aABa MPOodias
KOpUCTyBaya Ta MEHIO(JUIS aJMIHICTpaTopa Ta 3BUYAWHOIO KOpPHCTYyBada), Ta MpoQiib
koH(epeHii. [IponoHyeThCS BHUKOPHUCTAHHS HACTYNMHOI KOHQIrypamii s npoduiro
KOH(EepeHIIii:

[sample_bridge]

type=Dbridge

max_members=50

mixing_interval=20

internal_sample_rate=auto

record_conference=yes

video_mode = follow_talker

Ax MoxxHa mo6aunuTH, BOHA 103BOJIsIE 10 50 y4acHUKIB, IHTEpBaI MIKCyBaHHS ayIio
20mc, 3anuc KoH(pepeHIlii Ta MeTO ] TTOKa3y BiJIcO TOTO, XTO TOBOPHTH B JaHHUI MOMEHT. B
aKocTi KoHirypamii mnpodimTiB agMiHICTpaTopa Ta KOPUCTyBada PEKOMEHIYETHCS
HACTYIHA:

[sample_user]

type=user

announce_user_count_all=yes

announce_join_leave=yes

dsp_drop_silence=yes

denoise=yes

pin=123
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[sample_admin]

type=user

admin=yes

announce_user_count_all=yes

announce_join_leave=yes

dsp_drop_silence=yes

denoise=yes

pin=2277

B Bumesraganiii KoHgiryparii BKIOYEHO MOBIJOMIIEHHS MPO KUIbKICTh YYACHUKIB
BiJlecOKOH(EpEHIli Ta TMOBIIOMJIEHHS TNPUETHAHHS/BII €JHAHHA YYaCHUKIB, 3MECHIICHHS
(oHOBOrO MIyMy Ta BUMHKAHHS Mepefadi aynio y BHUIMAJKY THIII, 1[0 3HAYHO MIJBUIILYE
IPOJIYKTUBHICTH cepBicy. Hule mogana koH}pirypairiss MeHrO KOH(]epeHIii:
[sample_user_menu]

type=menu

*=playback _and_continue(conf-usermenu)

*1=toggle_mute

1=toggle_mute

*4=decrease_listening_volume

4=decrease_listening_volume

*6=increase_listening_volume

6=increase_listening_volume

*7=decrease_talking_volume

7=decrease_talking_volume

*8=leave_conference

8=leave_conference

*9=increase_talking_volume

9=increase_talking_volume
[sample_admin_menu]

type=menu

*=playback_and_continue(conf-adminmenu)
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*1=toggle mute

1=toggle_mute

*2=admin_toggle_conference_lock

2=admin_toggle_conference_lock

*3=admin_kick_last

3=admin_kick_last

*4=decrease_listening_volume

4=decrease_listening_volume

*6=increase_listening_volume

6=increase_listening_volume

*7=decrease_talking_volume

7=decrease_talking_volume

*8=leave_conference

8=leave_conference

*9=increase_talking_volume

9=increase_talking_volume

3a gomomororo DTMF, ydacHuku KoHGepeHIli MOXYyTh: BMHUKATH/BUMHKATU
MIKpO(OH, peryiabBaTH BIACHY TYYHICTh Ta T'YYHIUTh 1HIIMX, BUXOJIUTH 3 KOH(EpEHIIii.
JlomaTkoBO, aaMIHICTPAaTOp MOXKE OJIOKyBaTH KOH(EpEHIII0 Ta 3MIHIOBAaTH CKJIaJ
ydacHUKIB. Tako, He0OX1THI MiHIMaJIbHI 3MIHU B IJIaH1 HAOOPY:
[conferences]
exten => 9XX,1,ConfBridge(${EXTEN})

JlaHuii KOHTEKCT OMHUCYy€E IO, aaMmiHicTpatop KoH(pepeHilii, HaOpaBmu
TPHOX3HAYHUN HOMED, IO MOYMHAETHCSA 3 JCB’SITKU, 3MOXKE CTBOPHUTH KOH(EpPEHIIito, a

KOPHUCTYBaul MPUETHATHCH 10 ICHYIOYOI.

4.3.2. TlinBuienHs e(peKTUBHOCTI CEPBICY

Jliis minBumeHHs eheKTHBHOCTI cepBicy BineokoHnpepeniiit Ha Asterisk ConfBridge

HEO0OX1IHO BUKOHATH HACTYIHI1 KPOKH:
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- yBimMkuyTH dsp_drop_silence B mpodini kKopucTyBada. YBIMKHEHHS I[HOTO
napameTpy o3Havae, 110 3ByK KOPHCTYBaUiB, SIKI HE TOBOPATh, HE IEPEIAETHCS;

- 30UTBIIMTH IHTEPBAJ MIKIIYBaHHS ayaio. [HTepBan 3a 3amMmoBuyBaHHsIM - 20 Mc. [HIm
BapiantH - 10, 40 ta 80 Mc. bunbil HU3bK1 3HaUYECHHS 3a0€3MEYYIOTh BUIIY SIKICTh 3BYKY, aJie
BUMAararoTh 3HAYHO OLIBIIOT MOTYXKHOCTI IIpoliecopa cepBepa. BcranoBieHHs 3HaueHHS 80
3a0e3nedye HaOUIbIY KUTbKICTh MOXKIMBUX YYaCHUKIB;

- MIAKJIIOYUTA YYACHHUKIB 3 OJTHAKOBOIO YAaCTOTOIO JNHUCKpeTu3ailii. Bukopucranas
PI3HOT YacTOTH AUCKPETU3allil 301IbIITye HABaHTa)XKEHHS Ha cepep Asterisk;

- 3anyctuty Asterisk 3 Bumum mpioputeroM. 3a 3aMoBUyBaHHAM ASterisk mpaitoe 3
HOPMAaJLHUM TPIOPUTETOM TOPIBHSAHO 3 IHIMMH TiporiecaMmu B cucTemi. 1106
MaKCHUMI3yBaTH KUIbKICTh MOKIMBUX KITi€HTIB, ASterisk ciig 3amyckaT, BUKOPHUCTOBYIOUH
npanop -p (B peaibHOMY 4aci). SIKIIO HaBaHTaKEHHS CTA€ 3aHAJATO BEJIMKHUM, 1€ MOXKE
HETaTUBHO BIUIMHYTH Ha MPOJYKTHUBHICTH IHIIWX TMPOIECIB, BKIFOYAIOYM CaMy KOHCOJIb,
YCKJIAIHIOIOYH BiJJAJICHE aIMIHICTPYBaHHS MMOBHICTIO 3aBAHTAXXEHOT CUCTEMH.

JloTpuMmaHHST BUINEBKa3aHUX PEKOMEHJAIIi JTO3BOJUTh 30UIBIIMTH KUIBKICTH

MIiJIKJTFOYEHUX KITIEHTIB 0 TOTO, SIK MOTIPIITUTHCS SIKICTh 3BYKY Ta Bizeo [35].

BucHoBku 3a po3aijiom

Bubip cepBiciB — 1€ 3aBepmIaJIbHUM eTanm ToOYJOBH  MYJBTHCEPBICHOI
KOPIIOPaTUBHOIT Mepexi. 3T1IHO BUMOT, HEOOX1THO OyJI0 00paTH B X011 aHATI3Y TPH CEpBicU
JUTSL KOPTIOPATUBHOT MEPEKi:

- CEepBIC 1HTEICKTYAJBHOTO BiI€OCIIOCTEPEIKEHHS,

- cepaic IP-tenedonii;

- CepBiC BiIeOKOH(DEPEHIII.

B sikoCTI cepBicy 1HTENEKTYalbHOTO BiICOCIIOCTEPEIKEHHS 0OpaHa cuctema Ha 0asi
nporpamMHo-koH(pirypoBaHux kamep Huawei. Jlane pireHHst Mae Taki epeBary, sSik: BACOKa
004YHCITIOBaIbHA MTOTYXHICTH, 3aBIIKH TIporiecopy ASCENd, OHITaiH-OHOBIICHHS aJITOPUTMIB
1 caMOHaBUYaHHA, BIJKpUTa TPOTPaMHA aApXITEKTypa, SKa JO3BOJIAE€ IHTErpyBaTH HOBI

ANTOPUTMU BiJl MAPTHEPIB IO €KOCHUCTEMI, 3a0e3neuyroun eDeKTHBHY POOOTY IITYIHOTO
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iHTenekTy. KpiM Toro, BigKpuTa amapaTHa apxiTeKTypa nependadae MOXKIUBICTh
MIAKIIOYEHHS PI3HUX AATYMKIB CTOPOHHIX BUPOOHUKIB.

B xoxai ananizy pimens cepsicy |P-tenedonii Bubip BmaB Ha pilleHHs Ha 0a3l
Asterisk Tomy, mo miaTpuMye Oe3iy (QYHKINH, Mae MOXIHMBICTH iX CaMOCTIHHOTO
JIOTIOBHEHHS, HE Ma€ TMPUB A3KA [0 KOHKPETHOr0 BHUPOOHMKA OONaJHAHHI 1 €
OE3KOIITOBHUM MPOAYKTOM. 3allpoONOHOBAaHO pileHHs Oe3neku y Burisai TLS ta SRTP,
HanamTyBaHHs SIP kopucTyBauiB, iaHy HabOpy Ta nepeajpecartii.

[IpoaHanizyBaBmM Ta TOPIBHSABIIM ICHYIOUl pIlIEHHS BIJCOKOH(pEpEeHIiil Ta
BPaxOBYIOYH T€, 110 PCKOMEH/I0BAaHO BUKOPUCTAHHS B SIKOCTI cepBicy |P-tenedonii Asterisk
Ta BuKkopuctanHs |P-tenedonis Fanvil X4, mo niarpumyoTs QyHKIIIHO BieOKOH(pEPEHIIIH,
npornonyerbest Bukopuctanus Astrerisk ConfBridge B sikocTi cepBicy BifcokoHbepeHITii.
Ile 103BOJMUTH YHUKHYTH OOMEXKEHb BIJOMHUX pIlIEHb(TAaKUX SK OOMEXKEHHS Yacy
KOH(EepeHIli Ui KUTBKOCT1 YYaCHHUKIB), HE MOTpeOye BCTAHOBIIEHHS crieliaiaizoBaHoro 113
Ta 3BEPTaHHS JO0 CTOPOHHIX cepBepiB. [IpoaHanizoBaHO MOXIMBI PIIICHHS MiIBUIICHHS

€(hEeKTUBHOCTI IaHOTO CEPBICY.
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BUCHOBKH

KopmopatnBHa wmepexa — Iie CKJIagHa CcHCTeMa, IO0 3abe3meuye mepenady
PI3HOMaHITHOI iHQOpMaLlii Mk PI3HUMHU A0JaTKAMH Ta CUCTEMAMHU, 1110 BUKOPUCTOBYIOTHCS
B €IMHIA Mepexi mignpueMcTBa. Bimomi pimeHHs NoOyAOBH KOPHOPATUBHUX MEPEK
JOCUTh Creuu(iyHl, OCKUIBKM PO3IJISAal0OTh KOHKPETHI CUCTEMH 1 HasBHI1 pe3yJbTaTu
HEMOXKJIMBO O€3M0CepeIHbO BUKOPUCTOBYBATH NpPH MOOYIOBI 1 aHai3l IHIIUX MEpEexX 3
BIAMIHHUMH TlapaMeTpaMu. lLle TIOSCHIOETBCS CHIBHOIO 3alieKHICTIO TIOYaTKOBUX
napamMeTpiB Mepeki Bil MPOIMOHOBAHUX BUMOI 10 OOpOOKH, 3aXUCTy, MPEIACTaBJICHHS
iHopMallii Ta cepBICIB, SAKI JaHa Mepexa Hajaae. Y KOXXHOMY KOHKPETHOMY BHUIAIKY
HeoOX1IHE OpUTIHAJIbHE PIIIEHHS, 1110 3yMOBJIEHO CIieln(IKOI0 Mepexki Ta CepBicCiB.

Tepmin ciyx0u MmepexeBoi 1HGPACTPYKTYpH B JACKUIbKAa pa3iB OUIbILIE, HIK Y
J0JIaTKIB Ta cepBiciB. MynbTHCEpBICHA KOPIOpATHUBHA Mepeka 3abe3nedye MOKIUBICTD
PO3rOpPTaHHS HOBHX CEPBICIB 1 iX epekTuBHE (QYHKIIOHYBAaHHS MTPH 30€peKEHH1 THBECTULIIN
B Hel. PekoMeH1y€eThCsi BUKOPUCTAHHS 0araTropiBHEBOTO MIAXOAY MPH MOOYI0BI CTPYKTYPHU
KOPIOPATHUBHOI MEpexi, a caMe TPhOXpiBHEBOI Mojesi. Takuii miaxia moJysirae B MOJIaHH]
apXITEeKTYpH CTBOPIOBAHOI MEPEXKi y BHUTJISA1 i€papXiUHUX PIBHIB, KOXKEH 3 SKUX BUPIIIYE
NIEBH1 JIJI1 1IOTO PiBHs 3aBlIaHHS. TakoX, 1€ JT03BOJIAE TOAaBaTH PiBHI JO MEPExi, 10
PO3MIUPIOIOTH () YHKITIOHATBHI MOMIJIMBOCTI MEPEXKI Ta MIHIMI3YBaTH peCYPCHI BUTPATH IS
MOIIIYKY 1 YCYHEHHSI HECITPaBHOCTEH B MEPEKI.

[IpoanamizoBaHoO iCHYIOUI PIlICHHS MOOYIOBH MYJIBTUCEPBICHHUX KOPIOPATUBHHUX
Mmepex Taki, sk Cisco AVVID ta Huawei One Net. IIporioHy€eTbCsSt BAKOPUCTAHHS PillICHHS
Bi Huawei Tomy 1o, BOHO HE Ma€ NPUB’SI3KU O KOHKPETHUX BHPOOHUKIB MEPEKEBOTO
oOyalHaHHs, Mae ICHTPalIi30BaHy CHUCTEMY ympaBiiHHSI Mepexero eSight ta mocrauae
BJIACHI PI3HOMAaHITHI CEPBICH, B TOMY YHUCJI1 13 BUKOPUCTAHHSM IITYYHOTO 1HTEJICKTY.

B xopi anami3zy cTpyKTypH MiIPUEMCTBA, 3aITPOIIOHOBAHO BUKOPUCTATH TOTIOJIOTIIO
iepapxivHoi 3ipKu(Iepena).

IlepeBaramu oOpaHOi TOMOJIOTII €:

- MacuTaboOBaHICTh,

- JISTKUM MOIIYK MPOOJIEMHUX BY3JIIB;
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- BUCOKA MPOAYKTHUBHICTb MEPEXI.
Henoniku:

- BUXI1J1 3 JIaJly KOHIICHTpATOpa BILUIMBAE HA POOOTY BCi€l MEPEXKI,

- BUCOK1 BUTPATH KaOelliB.
30UTbIIEeH] BUTPAaTH Ha JOJATKOBI KaOenl JIETKO HIBENIOIThCS 11 mepeBaramu. A
BPa3JIMBICTh KOHIIEHTPATOPIB BUPILIYETHCS 3a JJOMOMOTOIO0 TEXHOJIOT1H CTEKyBaHHS.

Jlist 3Bs3Ky migpo3niniB mianpuemctsa BukopuctoByeTbess VPN. Texnonoris VPN
HaJIa€ KOMIIaHi1 MOXKJIMBOCT1 JJOPOToi MPUBATHOT OPEHI0BAHOI JIiHIT 32 Habarato HUXKYOI0
BapTICTIO, BHUKOPUCTOBYIOUM CHUTBHY MeEpExXy, Taky sk I[HTepHer. [ns minBuieHHS
BIIMOBOCTIMKOCTI ~ siipa KOPIOPATHUBHOI MEpeXl BUKOPUCTOBYBAJIUCH TEXHOJOTI]
CTeKyBaHHs KoMmyTaTopiB Ta mporokon VRRP. Mepexy noauieno Ha 14 BipTyalbHHUX
JOKAJIbHUX MEPEX JJIsl 3MEHIIEHHsT Tpadiky B Mepexi(HampuKiIaa, MIMPOKOMOBHOTO) Ta
MO>KJTMBOCTI 3aCTOCYBaHHS MoJITUK Oe3neku 1y okpemux VLAN.,

Bin mepexeBoro o0nanHaHHS, SKE BUKOPUCTOBYEThCS MpU  MOOYIOBI
MYJBTUCEPBICHOI ~ KOPIIOPATUBHOI ~ MEpPEXi  3aJeXHUTh MPOCTOTAa  HAJIAIITyBaHHSA,
e(heKTUBHICT, MOHITOPUHTY Ta MacIITaOOBaHICTh MepeXi. B XoJi mpoBeseHoro aHamizy
HPOMOHYEThCS BUKOPUCTAaHHS 001aiHaHHsS Huawei ToMy, 1110 BOHO Ma€e HACTYITHI IepEBaru:

- BIAMOBIAHICTh OOJaJHAHHS MDKHAPOAHUM CTaHAApTaM, IO 3a0e3rnedye XOpOIry
CYMICHICTb 3 TTPOAYKITI€IO 1HIINX BUPOOHHUKIB;

- BC1 IPOJIYKTH MPAIIOI0Th Ha yHi(iKoBaHiK onepariiHii cucremi (VRP), mo mae 17
POKIB PO3BHUTKY;

- TOBHE pIMICHHA AJii MEPEeXi MANPUEMCTBA 3 MIMPOKUM HAOOPOM MPOIYKTIB,
Brmrouaroun |P, ontuunuii i PPJI tpancnopr, 3G, 1 PON,;

- eKOHOMIYHICTb, 3aBJISIKM TeXHOJIOT1i SmartEnergy;

- eqnHa YyHIpIKOBaHA CHCTEMa YIPABIIHHSA MEPEKEI0 KEpPYye BCIEID MEPEKEI0
mignpueMcTBa. He moTpiOHO mepeMuKaTuCs MK PI3SHUMHU CHCTeMaMH sl KOHirypariii
PI3HOTO YCTaTKyBaHHS;

- HaJla€ CEpBICU TEJICKOMYHIKaIlii, CepBICH 3 BUKOPUCTAHHSAM IITYYHOTO IHTEIEKTY
(KOMIT’FOTEpHOTO 30pY) Ta 1HIIII,

- Ma€ HU3bKY BapTiCTh, B TIOPIBHAHHI 3 001aHaHHAM Big Cisco Systems.
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B sixocTI cepBiCy BII€OCHOCTEPEKEHHS 3alIPONIOHOBAHO BUKOPUCTAHHS PIILIEHHS Ha
0a3i mporpaMHO-KOH(}IrypoBaHux kamep Huawel ToMmy, MO BOHH MarOTh BHCOKY
00YHCITIOBANIbHY MOTYXHICTB, 3aBSKH Tporiecopy Ascend, oHIaliH-OHOBIICHHS AJITOPHUTMIB
1 cCaMOHaBYaHHS, BIAKPUTY NPOrpaMHY apXITEKTYypy, sSKa JI03BOJSE IHTETPYBATH HOBI
QITOPUTMHU BIJ] MAPTHEPIB MO €KOCHCTEMI, 3a0e3neuyloun e(peKTUBHY poOOTY MITYYHOTO
THTEJIEKTY.

[licns anamidy Ta NOpPIBHSAHHA pilleHb cepBicy |P-tenedonii mpononyetscs
BUKOpHUCTaHHs cepicy Ha 6a3i ATC Asterisk. Bin migrpumye 6e3iiu TeneoHHUX QyHKITIH,
Ma€ THYYKEe HaJAITYyBaHHS IUTAaHY Ha0Opy, MOXIIMBICTH peami3ailii 101aTKOBOTO
cnenuiyHOro (QPyHKI[IOHAY HUISXOM MPOrpamMyBaHHS MOJYJIB, HE Ma€ IMPUB’SA3KU /10
KOHKPETHOTO BUPOOHUKA oOnagHaHHS Ta € O6e3komToBHUM [13. Takox, 3amponoHOBaHO
pIlIEHHS 3aXUCTY A3BIHKIB, 110 MOJSATaE B BUKOpUCTaHHI mpoTokoiiB TLS ta SRTP.

BpaxoByroun BukopuctanHs B sikocTi cepBicy IP-temedonii Asterisk rta IP-
tenedoniB Fanvil X4, mo miaTpumMyroTh (QYHKIIIO BiIeOKOH(PEPEHIIiH, MPOMOHYETHCS
Bukopuctanus Astrerisk ConfBridge B sxocti cepsicy BigeokoHpepeniiiii. Oxpim
CIIPOIICHHS HaJIAIITYBaHHS CEPBICY, 3aB/ISKH BCTAHOBJICHOMY Ta HajlamToBaHomy Asterisk,
IIe JIO3BOJINTh YHUKHYTH OOMEXEHb BIJIOMHX pIllIeHb BiIeOKOH(EpeHIIH(TakuX sK
oOMeXeHHs1 4Jacy KoH(epeHIli 4M KUIBKOCTI YYacHHKIB), HE MOTpeOye BCTaHOBJICHHSI
cnerianizoBanoro I13 ta 3BepTanHs 10 CTOPOHHIX CEPBEPIB.

B naniit po60Ti Oyiu po3rISIHYTI MPUHITUITN Ta PIIIICHHS MOOYI0BU KOPIOPATHBHUX
MEpeX IMIANPUEMCTB, 3IIMCHEHO aHajli3 pIlleHb MOOYAOBH  MYJIBTHCEPBICHOT
KOPIOPAaTUBHOI MEPEXi, 3aMpONOHOBAHO PIMIEHHS CTPYKTYPHU KOPIOPATUBHOI MEpExi
JAHOTO TIANPHEMCTBA, 3IMCHEHO TOPIBHSIHHSA Ta BHOIp MepexeBoro oOJaTHaHHS,
BUPIIICHI MUTAaHHSA CEPBICIB BifeocmnoctepexeHHs, |P-tenedonii ta BineokoHdepeHirii,
HaJIaHO PEKOMEH/IAIIIT 010 TIOKpAIIeHHs IXHbO1 pOOOTH.

TakuM 4YMHOM, JaHe PIIIEHHS MOX€E BUKOPUCTOBYBATHCh TMpU MOOYIOBI

MYJIBTUCEPBICHUX KOPTIOPATUBHUX MEPEXK MiIMTPUEMCTB.
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