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1. Explanatory Notes

The Syllabus of the discipline “System of the European Union Law” is based on “Guidelines for the development and execution of syllabus and course training programs of disciplines”, enacted by the decree from 16.06.2015 №37/roz.
This academic discipline is a theoretical and practical basis of the totality of knowledge and skills that forms the profile of a highly qualified lawyer who is capable of independently and at a high professional level to ensure the protection of  rights, freedoms and legitimate interests of individuals, rights and law-protected interests of legal entities in the course of implementation of administrative legal proceedings and facilitate the settlement of public-law disputes in the pre-trial procedure.
A purpose of teaching the discipline “System of the European Union Law ” is the assimilation of the main provisions of the legal regulation of information relations, clarification of the basic rights and obligations of participants of information relations, principles of information law, methods, means of regulation, protection of activities in the field of information, information resources and information activities reflected in legal acts, science and practice.
The tasks of the discipline “System of the European Union Law ” is the formation of understanding among students:
· theoretical definition in the bases of the system of legal regulation of social information relations;

· definition in the conceptual apparatus and the nature of the information law, its connection with other traditional institutes and branches of law;

· the formation of skills for students to apply the norms of information law in future practical activities.
  As a result of studying this discipline student must:

  Know:

· a content, attributes of the structuring of information law, thesaurus (terminology) of the discipline;

· a subject and a method of information law;

· sources of information law;

· a concept, attributes, functions and principles of information law;

· legal mechanism of implementation of information legal relations and its elements;

· the composition and authority of the subjects of information activity;

· - institutes of information legal relations;

· types of liability for information offences.

          Be able to:

· analyze the legal acts;
- apply legal norms in solving practical situational problems;
- independently orient themselves in legislation and special literature;

- make the relevant documentation, in particular: request for public information, citizens' appeal, complaint, and proposal;

- analyze the information that refers to information with restricted access;

- carry out a comparative analysis of the national legislation with international standards;
- be guided by the principles of law in the performance of their professional duties.

The educational material of the discipline is structured modularly and consists of one training module, namely:

- a training module # 1 “System of the European Union Law . The legal regime of certain types of information” is a logically complete, relatively independent, integral part of the discipline, the assimilation of which involves modular control work and analysis of the results of its implementation.

The educational discipline “Information Law” is based on the knowledge of such disciplines as “Theory of State and Law,” “Constitutional Law of Ukraine,” “Administrative Law.”
2. SUBJECT CONTENT
2.1. Module # 1 “System of the European Union Law.”
Theme 2.1.1. Essence and content of System of the European Union Law. Sources of System of the European Union Law . System of the European Union Law.
The essence, content and structure of System of the European Union Law . History of formation and development of information law. Object and subject of System of the European Union Law . Principles and functions of System of the European Union Law . Conceptual approaches to the formation of the content of System of the European Union Law . Methodology of System of the European Union Law  and its relation to the methodology of legal informatics. Relations of informatics and law in an information society. Place of System of the European Union Law  in legal science. Intersectoral communication of System of the European Union Law .

Sources of System of the European Union Law : general characteristics. Types of sources of System of the European Union Law . Structure of System of the European Union Law: information and legal norms of international acts, information and legal norms of the Constitution of Ukraine, normative acts in the field of System of the European Union Law, information and legal norms in other branches of law (general characteristics). Types of acts of the field of System of the European Union Law: acts that form the system of System of the European Union Law, and acts regulating certain areas in accordance with the general principles of System of the European Union Law .
Legislation on the exercise of the right to search, obtain and use information. Legislation on civil information circulation. Legislation on the formation of International resources, the preparation of International products, the provision of International services. Legislation on the creation and application of International systems and other International technologies. Legislation on International security. Legislation on intellectual property. Legislation on copyright and related rights. Legislation on the media. Legislation on library affairs, archival funds and archives. Legislation on state, commercial secrets and personal data.
Theme 2.1.2. International culture. International security. Institutionalization of the International society.
The history of the formation of categories of national security and “national interests.” The concept of national interests and national security. Concept and legal principles of International security of Ukraine. Constitutional determination of methods of protection in International legal relations: a right to self-defence in International relations; a right to legal aid as an institution protecting rights of subjects of social relations; a right to protection through civic education; a right to appeal to public authorities as an institution for the protection of International relations; judicial protection of International relations. Determination of the competence of state authorities in the Constitution of Ukraine on regulation and protection of International relations in the Ukrainian state. Types of threats to security of subjects of International legal relations in the International sphere. Legal principles of protection of objects of International legal relations from threats in the International sphere. Information security of man and society. Legal bases for the protection of commercial, bank secrecy and personal data in Ukraine. Providing International security on the Internet.

Areas of state policy in the field of International security. Concepts and directions of state International security. Types of threats to national security in the International sphere. Principles of legal regulation of information security. State-legal mechanism of International  security in Ukraine. Institutional mechanism of International  security. International legal bases of International  security. Features of organization of International  protection in automated (computer) systems. Legal aspects of International  security in automated systems. Technical protection of information. Cryptographic protection of information. National Confidential Communication System. State Service for Special Communications and International  Protection of Ukraine.

Theme 2.1.3. International  as an object of legal regulation. Access to information.
Scientific and technological progress in the International  sphere. A concept and essence of information. Scientific approaches to the classification of information. Legislative approaches to the classification of information: by industry, depending on the content of the data contained in it, according to the mode of access to it.
A concept of access of citizens to information. International legal guarantees of implementation of a right to access information. National legislation regulating access to information. A right to request information. International  rights of citizens as subjects of the electoral process. International  request and citizens' requests. A procedure for providing information on inquiries, verbal and written appeals of citizens. Fee for providing information. Legal grounds for refusing citizens access to information. Appeal against decisions, actions or inactivity regarding the violation of the right of citizens to access information.

Theme 2.1.4. International  legal relations. Subjects and objects of International  legal relations. Legal regimes of International  resources.
Social aspects of International  relations: psychological, economic, legal, managerial, cybernetic. Concept, essence, content of International  legal relations. A content of International legal personality: International  capacity, capability and ability to act. Special status of a state as a subject of International  legal relations. A natural  person as a subject of International  legal relations. Legal status of legal entities and public organizations as subjects of International  legal relations.

Classification of International  legal relations, their types. Aspects of International  legal relations in the leading branches of law: constitutional, civil, administrative, criminal. Principles of International  legal relations. Language of International  legal relations. Participants (subjects) of International  legal relations, their classification. Types of subjects of International  legal relations under their legal status. Types of subjects of International  legal relations with regard to public organization: a private (naturale) persons as subjects of International  law; public formations (public organizations) as subjects of International  law; private legal entities (legal entities, mass media, local self-government bodies) as subjects of International  law; a state and its bodies as a subject of International  law. International  provision of individuals and legal entities by state authorities and local self-government bodies. International  services of state authorities and local self-government. International  sovereignty of the state.
A concept and essence of objects of International  legal relationships, their types. Information as the main object of International  legal relations. Legal features of information. Information as a property. The grounds for the ownership of information. The notion of informatization. Correlation of categories “information,” “data,” “knowledge,” “secret” and others in public relations. Peculiarities of their application in regulative acts by actors of law-making in Ukraine. Types of information by fields of application, its contents. Contents of a category “a document” in International  relations.
Classification of objects of International  legal relations in the spheres of legislative regulation. Honor, dignity and business reputation as objects of International  law. Mass media as an object of International  legal relations. Archival, library and publishing activities as objects of International  legal relations. Advertising, PR, unfair competition, International  struggle as objects of International  legal relations. Computer Software: Concept, Essence, Classification.
Theme 2.1.5. A right to information. A right to scientific and technical information. A trade secret. Legal regime of information about a person. Protection of personal data.
A right to information essence and content. International legal definition of the right to information. Constitutional consolidation of the right to information. Classification of the right to information. Ensuring the right to information. Ownership of information. Request as a means of realizing the right to information. Concepts and attributes of scientific and technical information. Scientific and technical information and its role in conducting scientific researches. Scientific and International activity. Information resources of scientific and technical information. A right to scientific and technical information. Problems of protection of scientific and technical information. Attributes of International legal relations that arise in the production, transmission and consumption of information, which is a commercial secret. Subjects and objects of International  legal relations. Legal regime of commercial secrecy. Protection of commercial secrets in labor relations. Protection of the rights to commercial secrecy.

Appearence and development of a concept of a right to privacy. Attributes of International  legal relationships that arise in the production, transmission and consumption of personal data. Subjects and objects of International  legal relations in the field of personal data. Legal basis of work with personal data. Rights of the subject of personal data. Rights and duties of an owner with regard to work with the arrays of personal data. State regulation of work with personal data. Protection of individuals with regard to automated processing of personal data. Legal regulation of the protection of the right to privacy and cross-border flows of personal data. The EU experience in regulating personal data protection.

Theme 2.1.6. A concept and types of International  activity. Legal regulation of electronic document management, e-government, telecommunications and the virtual Internet environment.
The concept, the main directions and types of International  activity. Principles of International  activity. System of regulation of International  activity in Ukraine. International International  activities. State policy in the field of International  activity. International  activity of state authorities.
Legislation of Ukraine on telecommunications, state regulation in the field of telecommunications. Legal regulation of the use of radio frequencies. Regulatory regulation of the telecommunications market in Ukraine. National Commission, which carries out state regulation in the field of communication and informatization.

A concept of electronic document management system. Concepts and attributes of electronic documents. Subjects of electronic document circulation. Basic principles of electronic document management.

Place and role of the state in the International  age. The emergence of the concept of e-governance. Prerequisites for the development of e-governance. Aims and tasks of informatization of public administration. Evolution of the concept of e-governance. Attributes of concepts and methods of implementing e-government in different countries of the world: common features and differences. Strategy for the development of electronic public services. Legislative acts and program documents regulating the processes of informatization of state authorities and management. Basic concepts. Basic principles of e-governance in the European Union. Principles of e-democracy, quality of public services, access to public services, e-education, privacy and data protection, etc.

An electronic digital signature. Basic concepts and principles related to the operation of the Internet are defined by the national law. Subjects and objects of legal relations that arise in relation to the functioning of the Internet. Legal bases of domain administration “UA.” Council of Europe Declaration on Freedom of Communication on the Internet. National program of informatization. National Register of Electronic International  Resources.

Theme 2.1.7. Legal regime of a state secret. Legal regime of restricted information.

Concept of restricted information. Types of restricted information. Place of information with limited access in the activities of state authorities of Ukraine. Information with limited access to economic activities of business entities.

A concept and types of information that can be classified as a state secret. The procedure for determination information to state secrets. A set of information constituting state secrets. Procedure for secrecy of material carriers of information. Protection of state secrets. Activities, main tasks and rights of secret and secret bodies. The admission and access of citizens to information that constitutes state secrets. Concepts and types of restricted information. A concept of confidential, official and secret information. Legal regime of confidential information. Legal regime of state secrets. Concepts and types of confidential information. Personal details of a person as a kind of confidential information. Confidential information of a legal entity. Information that can not be classified as confidential.
Theme 2.1.8. Protection of information legal relations. Legal liability for violation in the sphere of International legal relations.
Protection of a right to information. Legal protection and protection of information in computer systems. Inadmissibility of abuse of the right to information.
Security of International  activity. A status of legal regulation of protection and International  protection. A concept of a delict in International  relations. Main provisions of legal delictology concerning International  legal relations. Legal delinquents: a concept and a structure. Objects of legal delinquencies in International  legal relations. Problems of multifacetedness in legal delictology in the field of International  relations. Types of legal delinquencies in International  relations in the branches of law: administrative, disciplinary (labor), civil law, criminal.
Classification of deliberate intentions: intentional, unintentional (careless). Types of acts in International  relations, which are characterized as legal delinquents. Liability for misuse of the right to information. Liability for violation of information law (legal sanctions). Computer as a means of committing offences in International  relations. Subjects of legal delinquencies in International  relations. A concept of administrative offence of International  relations. Subjects and types of administrative offences related to International  relations. The procedure for appealing against unlawful actions in violation of the rights of International  relations subjects. Jurisdiction of state authorities (concerning the consideration of cases related to administrative offences in the field of International  legal relations). Disciplinary liability as a means of ensuring International  security at enterprises, institutions, organizations of all forms of ownership. A place and a role of local administrative acts in establishing disciplinary liability for violation of International  relations at enterprises, organizations, institutions of various forms of ownership. Attributes of disciplinary liability of individual employees, civil servants in the field of International  relations. The concept, the essence and types of civil protection of International  relations. Principles of civil liability. Civil liability for violation of contractual obligations in International  relations. Obligations that arise as a result of causing harm in International  relationships (non-contractual liability). The procedure for applying to the court for the protection of rights in the field of International  relations. The concept and the essence of criminal law protection of social International  relations. Concepts and types of crimes related to International  relations. Attributes of an object and a subject of crimes related to International  relations.
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