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Theme 1. Essence and content of Information Law. Sources of Information Law. Information legislation.
Plan
1. Essence and content of Information Law.
2. Sources of Information Law.
3. Information legislation.
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Content of the lecture
A category “information law” can be considered in several aspects:
- as a branch of public relations;
- as an institution in legal science;
- as an educational discipline.
Information law is a branch of law, a set of legal norms regulating social relations, related to the circulation of information, the formation and use of information resources, the operation of information systems in order to meet the information needs of individuals and legal entities.
As an institution in legal science, information law is a relatively autonomous institution of legal science in the study of the problems of social relations, the study of which is information.
As an educational discipline, information law is a set of knowledge provided to study the theory and practice of regulating social relations, the study of which is information.
The sources of information law should be understood as external forms of expression of the norms of information law, through which the formation and consolidation of these norms occur. Thus, the system of sources of information law is represented both by national legislation and by acts of international law.
The international legal component of information law sources is primarily represented by multilateral and bilateral international treaties, decisions of international intergovernmental organizations on issues related to the informational sphere (the UNO, Council of Europe, OSCE, International Telecommunication Union, WTO, etc.) and other sources of international law, recognized by art. 38 of the Statute of the International Court of Justice.
Information legislation can be understood as a set of normative legal acts, separate norms (sometimes referred to as information and legal norms) the provisions of international treaties regulating relations related to the implementation of the constitutional right of everyone to information, with the implementation of information activities.
In the structure of the national information law, the norms of the Constitution of Ukraine. An independent group of the information legislation system is made up of special Laws of Ukraine regulating information relations. Decision, conclusions of the Constitutional Court of Ukraine regarding the interpretation of the norms of information legislation.

Theme 2. Information culture. Informational security. Institutionalization of the information society.
Plan
1. Information culture. 
2. Informational security.
3. Institutionalization of the information society.
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Content of the lecture
Information culture may be understood as a branch of culture associated with the functioning of informatization in a society and the formation of information qualities of the individual.
Legal culture of an individual should be undersoot as only positive, socially useful views, ideas, assessments, positions, settings and motives that underlie legitimate and socially active behavior of the individual. Thus, only a positive part of the sense of justice can be attributed to the concept and content of legal culture.
Information culture of a personality is one of the components of the general human culture, a set of information worldview and a system of knowledge and skills that provide a purposeful independent activity for optimal satisfaction of individual information needs using both traditional and new information technologies.
Types of information security:
1) Information security of an individual is the protection of the psyche and human consciousness from dangerous informational influences: manipulation of consciousness, disinformation, induction of image, suicide, etc.
2) Information security of the state is characterized by the degree of protection of the state (society) and the stability of the main spheres of life (economy, science, technosphere, sphere of management, military affairs, etc.) relative to dangerous (destabilizing) information influences, both from the introduction and extraction of information. Information security of the state is determined by the ability to neutralize such influences.
Ensurance of information security contains activities aimed at preventing, timely detection, termination or neutralization of real and potential threats to Ukraine's information security.
Informatization is a set of interrelated organizational, legal, political, socio-economic, scientific and technical, production processes, aimed at creating conditions for meeting the information needs of citizens and society through the creation, development and use of information systems, networks, resources and information technologies that are based on the use of modern computing and communication technology.

Theme 3. Information as an object of legal regulation. Access to information.
Plan
1. Information as an object of legal regulation.
2. Access to information.
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Content of the lecture
Information is a collection of information, knowledge and messages about an object, phenomena and processes.
Public information means the information reflected and documented by any means and on any medium that was received or created in the course of the execution of the authorities by the authorities of their duties provided by the current legislation or which is in the possession of the sub-authorities of authorities, other administrators of public information.
A right to access information is a constitutional right of a person, which is provided for and guaranteed by Article 34 of the Constitution of Ukraine, namely, the right of everyone to freedom of thought and speech, to the free expression of his/her views and beliefs; the right to freely collect, store, use and disseminate information orally, in writing or in another way of your choice.
A right to appeal is the proposals, statements (petitions) and complaints set forth in writing or orally (Article 3 of the Law of Ukraine “On appeals of citizens”), to subjects of power, associations of citizens, enterprises, institutions, organizations regardless of ownership, media.
The subjects of the relations in the field of access to public information are:
1) information requesters are individuals, legal entities, associations of citizens without the status of a legal entity, except for the subjects of authority;
2) information managers;
3) a structural subdivision or a responsible person on the requests for information of information managers.

Theme 4. Information legal relations. Subjects and objects of information legal relations. Legal regimes of information resources.
Plan
1. Information legal relations. 
2. Subjects and objects of information legal relations. 
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Content of the lecture
Information relations are social relations regulated by the norms of civil and information law on the production, distribution, use of information and protection and protection of rights to it, whose participants have subjective rights and legal responsibilities.
Information relations are divided into relative, absolute and quasi-absolute.
The civil-law aspect of information relations is explained by the peculiarities of the implementation of information rights and freedoms, first of all, property rights and property rights to information resources in the information sphere, the implementation of which is determined by the peculiarities of information as the object of legal relations.
The public-law aspect of information relations is explained by the need to ensure the guarantees of the implementation of information constitutional rights and freedoms of citizens, state management of information processes for the formation and use of state information resources, the creation and use of state information systems and their means of provision, as well as tools and mechanisms of information security to achieve the main the goal is to provide guarantees for the implementation of information rights and freedoms.
Subjects of information relations are: citizens of Ukraine, legal entities and the state, international organizations and stateless persons.
Objects of information relations are documented or publicly disclosed information about events and phenomena in the field of politics, economy, culture, health care, as well as in social, environmental, international and other spheres.
Information resources of scientific and technical information is a systematic collection of scientific and technical literature and documentation (books, brochures, periodicals, patent documentation, normative and technical documentation, industrial catalogs, design documentation, reporting scientific and technical documentation on research and development, design works, deposited manuscripts, translations of scientific and technical literature and documentation), recorded on paper or other media.

Theme 5. A right to information. A right to scientific and technical information. 
A trade secret. Legal regime of information about a person. Protection of personal data.
Plan
1. A right to information.
2. A right to scientific and technical information.
3. A trade secret.
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Contents of the lecture
Everyone has the right to information, which means the right to freely collect, receive, store, use and disseminate information and create a system (order) of the conditions (mode) of protection (protection) of information on the basis of their rights and obligations, within the limits of authority, in any way of its choice is determined in accordance with the Constitution of Ukraine, the Laws of Ukraine, international treaties and agreements ratified by Ukraine.
A right to free-of-charge information means the right to unimpeded action to search, access, purchase, accumulate, etc.
A right to free access to information means the right to familiarize yourself with it freely and to obtain information.
A right to free storage of information means the right to freely hold and provide information on conditions aimed at preventing distortion, destruction, spoiling of information and its material carriers, to carry out actions for the transmission of information and its material carriers in the same manner in time and space, etc.
A right to free use of information means the right to freely use, use, create and use information to meet informational needs.
Scientific and technical information is documented or publicly disclosed information about domestic and foreign achievements of science, technology and production, obtained in the course of research, development, design and technological, industrial and public activities.
Confidential information is information that is in the possession, use, or disposal of individual individuals or legal entities and is distributed at their discretion in accordance with the conditions provided for by them.
Confidential information includes information of a professional, business, industrial, banking, commercial and other nature.
Confidential business information is a commercial secret. Service information, the disclosure of which may cause damage to the enterprise, acquires the characteristics of a variety of commercial secrets and, along with it, is the subject of civil regulation. Service information is a kind of commercial secret.

Theme 6. A concept and types of information activities. Legal regulation of electronic document management, e-government, telecommunications and the virtual Internet environment. 
Plan
1. A concept and types of information activities.
2. Directions of information activities.
3. Types of information activities.
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Content of the lecture
Information activity is a set of actions aimed at satisfying the information needs of citizens, legal entities and the state.
The main directions of information activity are: political, economic, social, spiritual, ecological, scientific and technical, international, etc.
The main types of information activities are obtaining, using, distributing and storing information.
Acquisition of information is the acquisition, accumulation in accordance with the current legislation of Ukraine of documented or publicly disclosed information by citizens, legal entities or the state.
Use of information is the satisfaction of the information needs of citizens, legal entities and the state.
Dissemination of information is the dissemination, promulgation, and implementation of documented or publicly disclosed information in accordance with the law.
Storing information is to ensure the proper state of information and its material resources.

Theme 7. Legal regime of a state secret. Legal regime of restricted information.
Plan
1. Legal regime of a state secret.
2. Legal regime of restricted information.
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Content of the lecture
State secret is a kind of secret information that includes information in the field of defense, economy, science and technology, external relations, state security and law and order protection, the disclosure of which may harm the national security of Ukraine and which are recognized as state secrets and are subject to state protection.
The degree of secrecy ("special importance", "completely secret", "secret") is a category that characterizes the importance of classified information, the degree of restriction of access to it and the level of its protection by the state.
The protection of state secrets includes a set of organizational-legal, engineering-technical, cryptographic and operational measures aimed at preventing the disclosure of information constituting State secrets.
Depending on the degree of secrecy of information, there are following forms of admission to state secrets are established:
Form 1 - for dealing with classified information that has a degree of secrecy of "special importance", "completely secret" and "secret";
Form 2 - for working with classified information that has secret "completely secret" and "secret";
Form 3 - for working with classified information, which has a degree of secrecy "secretly",
as well as the following tolerances:
for the form of 1 - 5 years;
for the form of 2 - 10 years;
for the form of 3 - 15 years.
Limited access information is information of a confidential or secret (secret) nature, the legal status of which is provided by the legislation of Ukraine, which are recognized in accordance with established legal procedures and access to which is restricted by the owner of such information.

Theme 8. Protection of information legal relations. Legal liability for violation in the sphere of informational legal relations.
Plan
1. Protection of information legal relations.
2. Legal liability for violation in the sphere of informational legal relations.
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Content of the lecture
The right to information is protected by the law. The state guarantees all participants of information relations equal rights and opportunities of access to information.
No one may restrict the right of a person to choose the forms and sources of information, except in cases stipulated by law. The subject of the right to information may require the removal of any breach of his right.
It is prohibited to remove printed matter, exhibits, information banks, documents from archival, library and museum funds and to destroy them for ideological or political reasons.
          Protection of information means a set of legal, administrative, organizational, technical and other measures that ensure its conservation, integrity and proper access to it violation of the legislation of Ukraine on information entails disciplinary, civil, administrative or criminal liability.
            Law of Ukraine "On Information" (Article 46) foresees inadmissibility of abuse of the right to information.
          Information can not be used for calls for the overthrow of the constitutional system, the violation of the territorial integrity of Ukraine, the propaganda of war, violence, cruelty, incitement to racial, national, religious animosity, an attack on human rights and freedoms. Not subject to the disclosure of information constituting a state or other legal secret provided by law. There is no obligation to disclose information related to medical secret, money deposits, profits from business, adoption, correspondence, telephone conversations and telegraph communications, except cases provided for by law.
An informational offence is an unlawful, socially dangerous, guilty act (act or omission) of a person with a detriment in violation of the requirements of the law in the field of information activity (in the field of creation, transmission, use, processing, storage, protection of information, etc.) or in any another area with the use of information tools and technologies, for which there is legal liability.
Legal liability is primarily the law's negative impact on the offender on the part of specific government bodies empowered to apply measures of state coercion.
The Code of Ukraine on Administrative Offences contains 21 articles of legal protection of information relations, in the name of which the term "information" is used. They are located in 6 chapters. In Chapter 5, "Administrative Offences in Occupational Safety and Health", one article (41-3); in chapter 7 "Administrative offences in the sphere of nature protection, use of natural resources, protection of cultural heritage" two (82-3, 91-4); four (163-5, 163-9, 163-11, 166-4) in Chapter 12 "Administrative Offences in the Field of Trade, Catering, Services, Finance and Business"; in Chapter 13-A "Administrative Offences Related to Corruption" one (172-8); in Chapter 15 "Administrative offences that violate the established order of governance" ten (184-2, 186-6, 188-31, 188-32, 188-35, 188-47, 195-5, 212-3, 212- 5, 212-6); in Chapter 15-A three (212-9, 212-11, 212-13). The names of a number of articles use the terms "information" and "data", that is, the synonyms of the term "information." These are Articles 53-2 (Chapter 7); 163-4, 164-9 (Chapter 12); 185-11, 186-3, 188-39, 211-6, 212-1, 212-6 (chapter 15); 212-7, 212-8, 212-13 (chapter 15-A).
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