Management of information processes as the guarantee of economic security of a modern corporation
G.V.Teplinskyy**, V.O. Novak*

(National Aviation University, C.Komarova Avenue, 1, Kiev, 03058, Ukraine)
Abstract: In the article certain aspects of management of information processes of a corporation’s economic security are analyzed, which relate to structuring of information environment on the basis of the balanced scorecard system, and the use of this methodology in the construction of the complex system of economic security of a modern corporation is considered.
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Problem statement in its general view. Its connection with important scientific or practical tasks. On the modern stage of economic development of Ukraine the problem of economic security of any corporation becomes an informative problem, which lays in provision of high-quality information in relation to the management processes of both the corporation itself and its separate departments. The necessity in economic security of a corporation sets out a number of new requirements to the quality of information, which could not be neglected and should be met with the help of modern information technologies.
Analysis of the latest researches and published works where the solution of this problem is initiated. A number of researches are devoted to information problems related to economic security of corporations, which are concentrated on determining the indicators of the level of economic stability of corporations and, primarily, the level of their financial stability and their marginal indicators [3]. A level of financial stability is associated with the predictive level of costs expected to be incurred due to the business risks, and in relation to the risks- and anti-crises management [2].
The unresolved part of the general problem. Traditional approaches to analysis of economic security of corporations are based on calculation of separate indicators of financial stability. They do not connect the internal and external environment of the corporation with the general information environment, despite the fact that most of the companies have implemented the information systems on the basis on modern information technologies.
From another side, existing approaches to evaluation of efficiency and usefulness of information technologies are related primarily to descriptions of separate functional components: productivity of network equipment, efficiency of the development process and implementation systems, etc. If a corporation does not have a clear understanding of the clients’ needs, it is unknown who its target group is, what goods and services are demanded by customers, what price they are ready to pay and what they may need tomorrow. This means that the corporation does not have marketing and strategic planning departments, which proves, in fact, that there is no business itself. Thus, there is no guarantee in the future economic security of such corporation.
Goal of the article. In this research paper the problem of management of information processes of corporations’ economic security is analyzed, the information environment of which requires respective structuring.
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Relevance of the research. Implementation of information systems into the activity of a corporation results in receipt of significant amount of information which can be efficiently used, should it be accurately structured and managed. Modern information systems require huge costs to be spent by corporations. Should the systems be unwisely used, they will not give any value added and will not pay off, but may even serve an additional factor in disbalance of economic security of a corporation. Thus, a problem of management of information processes of corporations’ economic security is much relevant.
Novelty 
of research. In this research paper it is suggested to consider the problem of economic security of a corporation within the limits of the general information environment of such company. It is suggested for the first time to use the idea of the balanced scorecard system with the purpose of systematization and structuring of information environment of economic security of corporations.
Exposition of the main material. The modern business is differentiated by a high level of competition and constantly changing business environment. A competition on all supply markets has increased so much that the extensive factors of business development in most corporations are already fully realized. Therefore, the factors which allow to direct development of business by an intensive way have become the matter of interest of the middle and even small business.
Among the factors of intensive development of business a special place take information and information technologies. Modern world trends in the development of information technologies sufficiently change their role in the development of corporation’s business.
The processes related to information provision to corporations for efficient carrying of their activities and problems solving may not be uncontrolled. A basic problem is an absence of interrelation between the business and information technologies, when there are no clear criteria for evaluation of input of implemented information systems to the activities of the corporations. The economic security, in the opinion of the author, is the main target of every corporation which aims to ensure effective operation in any business environment. Therefore the information environment should serve exactly for this purpose.
Creation, development and management of the information environment of a corporation on the basis of modern information systems and technologies is one of the main tasks of the management of any business from the standpoint of its economic security.
In this article it is suggested to manage the information processes of economic security within the following directions:

· planning of processes related to information provision in the sphere of economic security;

- organization of information environment: structuring of information base, delegation of information tasks which are managed by different departments and their coordination;
· motivation of employees working in the sphere of research and information security;

· control over the quality of information environment of a corporation.
Management of information processed of economic security of corporations is based on the complex system approach ensuring economic security. The aim of this approach is to initiate and ensure implementation of the complex system of economic security, completion of associated tasks, understanding of its principles, supporting business strategy and tactics.
The aim of the complex system of economic security of a corporation is to minimize the external and internal threats to its economic position, including its financial, in-kind, information, human capital resources, on the basis of the developed and implemented complex of economic, legal and organizational measures. It should be minded that the main role in ensuring the economic security of a corporation belongs to such primary economic, legal and organizational measures, which create the ground and the basis for the security system, whereas technical and physical measures are the secondary ones.
Subject of management of information processes of economic security of a corporation is the management of such corporation.
In the opinion of the authors, the object of management of information processes within the complex system of economic security as a whole is a stable economic position of a corporation in the current and future periods. Specific objects of security are the resources: financial, in-kind, information, human capital.
In this article it is suggested to manage the information provision processes in the sphere of economic security of a corporation on the basis of methodology of the balanced scorecard system (BSS) introduced by D. Norton and R. Kaplan [4].
The methodology of the balanced scorecard system represents the rules of balancing of targets and indexes of corporations’ development. The basic idea of this methodology is to provide management of a corporation with the most important information in a brief structured form represented by a clear system of indexes to ground their effective business decisions on.
The balanced scorecard system of economic security of a corporation foresees forming strategic directions that represent grouping of targets and indexes within four categories (prospects):

- finances: financial goals of development and the results of work of a corporation – the turnover, net profit, profitability, estimates and evaluation of financial risks, financial stability, etc.;
- clients and markets: market presence targets and indexes of clients’ service quality –markets and sales places coverage, time of order fulfillment, "ideal order", evaluation of the risks of clients’ and sales markets loss, or risks related to new product introduction, new supply markets coverage, estimation and evaluation of competition risks, etc.;
- business – processes: requirements to processes efficiency – cost, time, number of mistakes, related risks; etc.;
- employees: development goals and employees’ education, risks associated with employees.
Thus, the balanced scorecard system used in the system of management of the information processes of economic security of a corporation gives management a possibility to make efficient business decisions on the basis of represented indexes grouped within four respective blocks, similar to the pilot of an airplane who sees the “system of devices” in front of his eyes.
The financial indicators in the balanced scorecard system are, no doubt, the basis, since the sold goods and services are evaluated in money. Money is a universal mean of payment for acquisition of necessary resources, raw materials and products, tools, human resources and information, etc. Therefore planning and prediction, control and optimization of financial flows are vitally important tasks of economic security of a corporation.
It should be noted that nowadays it is not enough to use only traditional indicators of financial firmness, which determine the level of economic security of a corporation. Western corporations tend to use the whole complex of tools which are based on modern information technologies. Namely:
- budgeting systems include formation and control of budget of a corporation in relation to the kinds of activities, products and services, and their groups, centers of financial responsibility, items of income and expenses;

- offsetting – preparation of the schedule of receivables and payables settlement and control over its fulfillment, prioritizing and performance of the payments;
- attraction of investments and capital placement – short-term financing of ongoing operation activities, investment of available financial resources;

- financial reporting – preparation and consolidation of financial statements of the group of entities, preparation of statements of financial performance and comprehensive income, including under IFRS;
- control over the financial and economic activities – calculation of a number of coefficients that represent the structure and dynamics of the assets and the capital;
- optimization of financial flows, tax planning;

- financial document flow – organization of paperwork related to financial accounting of business activities;
- analysis of financial position and performance of a corporation, estimates making – multiparameter analysis and estimates related to future financial position and performance depending on the exchange rates, prices on raw materials and completion materials, production volume;
- business value – management of business value, analysis of influence of different parameters on the cost of shares, attractiveness for the investors, decision making on management of the respective indicators;
- investment projection with the use of systems of business-planning.

The effective complex diagnostics of all above mentioned spheres of analysis of financial stability foresees use of modern information technologies. There is a cause-and-effect influence of the indexes of the balanced scorecard system on one another. It should be notes that from the general standpoint the logic is the following.  The more skillful employees are and the more advanced technologies are used, the easier it is to maintain efficient business processes at the corporation. This results in provision of services to clients of a high-quality and in leveraging on competitive advantages, which ensures reaching the planned financial indicators. All of this represents the economic security of a corporation.
Consequently, for a corporation as a whole financial coefficients serve as the final goal of its operational activities and the main indicators of its economic security. At the same time other key figures determine the prospects of further development of a corporation and give possibility to plan its future economic security.
In the opinion of the author, in this way it is possible to define the key factors of management of information processes of economic security of a corporation, specifically to set the direction of the prospects of information technologies’ development in the sphere of economic security. At that, it should be considered that it is quite difficult to evaluate the main result by financial indicators due to the fact that influence of information technologies on the data is indirect in the best case scenario. Costs on information technologies should be considered as investments into business development.
Problem solving related to management of the processes of information provision in the sphere of economic security of a corporation, in the opinions of the authors, requires the following specifications: the sphere of information technologies transforms from the role of information source to the status of the long standing partner providing new possibilities of business development and leveraging on competitive advantages at the market. And it means that:
- firstly, planning of development of information technologies of a corporation should be tightly linked to the business development plans;
- secondly, implementation of politics which allow to form a single understanding of the role of information technologies in the development of business, plan its elaboration and ensure control over reaching the set goals;
- thirdly, the approaches to evaluation of efficiency of use of information technologies change dramatically.
These assumptions are based on increasing importance of strategic role of information technologies. Information infrastructure and its content should ground on the structure of business processes and their costs of implementation and controlling.

Thus, the metrics of the balanced scorecard system are required to evaluate the qualitative level of economic security of corporations with consideration of the efficiency of information technologies functioning. At that the following basic requirements should be met:
- relation with the strategy of corporation’s development;
- existence of operational key factors that ensure ongoing monitoring and control;

- emphasis on the importance of innovative processes, development of technology and employees.

The following approach, in the opinion of the authors, allows turning the development of information technologies into a more conscious process related to demands of the main business, which considers monitoring of the level of economic security. The role of information technologies becomes more measurable in improvement of the market position of a corporation and its financial results.
Conclusions. The information environment of the balanced scorecard system may considerably change the approaches to evaluation and estimation of economic security of corporations. The amount of information which allows to make conclusions about the concrete process, event, fact or situation related to the economic security of a corporation is characterized as the balanced scorecard system. It points the main directions for efficient implementation of modern information technologies into the activities of corporations.
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