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Casuenko A.C., K.T.H.

CHCTEMHBIM AHAJIH3 IPOTOKOJIOB YIIPABJINEHHA
KPYITHON KOPIIOPATHBHOU CETBIO

HanwnoHaabHbIH ABARANUOHHBIH YHUBCPCHTET

1Iposeden crcmemubiii ananus HPOMOKOA0E YUPAGREHNR € MOYKY 3PEHUR UX (PYHKYUOHHPOSAHIUR € KDYRHBIX
KopnopamugHplx cemsx. Paccrompenst 803MONCHOCIU KaK AGMOMIMUYECKO20 MORWMOPUHZA U YRpasne-
HUR, MAK U OCYiecmenenue OaHHbIX QVEKYUE NPU YRACMEY AOMUHUCIMPAMOPA Cemu,

BeedeHue

OCOOEHHOCTBIO KPYTIHBIX KOPIIOPATHBHLIX Ce-
Tel, KOTOPYI0 HeoDX0AMMO YYMTHIBATH NpH pas-
paGotke cuctembl ynpafheruu (CVY), seasercs
3Ha4YUTEILHAA reorpaduyeckas  pacnpeaencH-
HocTh. Kak npaBuio, KOpPopaTHBHAA CeTs KpYIi-
HOM KOMJIaHHE HMEET YETKYID MEPAPXHYECKYIO
CTPYKTYPY, T.€. COCTOHT M3 CETeHl OTAENbHBIX
$OUIMAJIOB, B COCTAB KOTOPHIX, B CBOIY OYEpels,
MOTYT BXOAUTh HECKONBKO NPENNPHATHIH CO CBO-
eif ceTepoil cTpykTypoil. KpoMe toro, npeanpusa-
THS MOTYT HAXOAUTHCHE B OTHANECHHBIX HaceneH-
HbIX IYHKTaX, rae HeT BO3IMMKHOCTH AOCTYNA
K BBICOKOKAYECTBEHHBIM CKOPOCTHBIM JIHHHAM
CBA3H.

Jns ynpaBn¢HHS KPYNHMBIMH KOpPNOPATMBHE-
MH CeTAMH, BKIHMAIONIHMUW 603]:!1106 KQOJIH4YE-
CTBO AKTHBHOTO OOOpYAOBAaHHA, HEOOXOMMMBI
CMOKHbIE CHCTEMBI YIIPABIEHHSA, OCYLECTBIAIO-
IIHE MOHUTOPHHT, KOHTPOIb H YIIPAaBICHHE KaXK-
AbIM JMEMEHTOM ¥ COCTOAHHEM KOMMbIOTEPHOH
CEeTH B LIENOM.

YyareiBasg BastmensnoxeHHoe, CY xopnopa-
THBHOIl CETBI0 CIEOYeT IPOEKTHPOBATH TAKHM
00pazoM, 4yToOk cTykeOHBIA TpaduK He 3aHAMAnN
3HAUHTEIIBHYIO YaCcTh NOJIOCH NPOITYCKANYSL.

Kpome Toro, omHAM H3 ¢yHAaMEHTAJBHBIX
Tpebosanuii k CY cerpro moboro macmrada Ag-
AAETCA TPOCTOTA BHEAPEHHA, SKCIUIYATaLUMHU H
mopepamsannn. [ostoMy CVY nomxna paspaba-
THIBATHCS Ha 0ase CyWIECTBYNIHUX H XOpOIIO
anpo0HPOBAHHEIX TEXHONOTHIL H TIPOTOKOROB.

ﬂoc_manoexa 3adayu

CymecTRyeT TPW NMPHHLANMANEHLIX NOAXOAA
K OpFaHM3alHH YNPaBNeHHA CIOXKHHMH CETAMH:
LEHTPaNH3OBaHHBIH, HeNCHTPAIH30BAHHLIH H
pacnpeneneHnbii [1].

IeHTpanu30BaHHOE YHPABICHHE OCYIUSCTRILA-
eTc M3 EOHHOTO UCHTpa, B KOTOPHH CTeKacIcs
BCA MHEGOpMAUg YIIpaBIeHHS OT BCEX YNIPaBii-
eMbIX 00beKkToB. (OCHOBHBIM NPEHMYIIECTBOM

TAKOTo NOJIXORA ABNAETCA BOSMOKHOCTD KOHILICH-
TpauuK Beell HHPOPMALHK O COCTOSHUM CETH B
OMHOM Y3II¢ YNIPABACHHS, YTO MO3BOJIAT CO3JATh
LENOCTHYI0 KapTHHY COCTOSIHHHA M, COOTBET-
CTBEHHO, 00eCHeYHTh HEMPOTHBOPEYHBOCTD NpH-~
HEMaeMbIX pemennii. OaHaKo, NPHMEHHTENBHO K
KPYNHBIM KODIOPAaTHBHLIM CETAM, INpeHMYLUe-
CTBa TaKOI0 MOAXO0Ja CTAHOBATCA €re HEAOCTaT-
KaMH. 3HayuTenbHui 00béM obpabaTeiBacMoi
uHpopMalimE  TpebyeT  BLICOKONPOHIBOAH-
TE/ILHEIX CEPBEPOB ¥ BHICOKOH KBATMOHKALMH
amMHHUCTPATOPOB, 38 CaMa CHCTEMa CTAaHOBHTCH
ysssuMa. Kpome Toro, Takoe pelieHHe NPHBOXUT
K CHIDKCHHIO TONE3HOH NpomyckHoH cnoco0Ho-
CTH KaHA0B 3a CYET Nnepesadn cnyxedHoro Tpa-
¢uka, a 3HaUHTEMLHAN 3a/IepiKa HHQOPMALIHE HE
NO3BOJIAET NPUHAMATE A16KBATHAIE PEIUCHAL.

JeleHTpann30BaHHOe YTPABIEeHHE XapaKTe-
pH3YeTCA OTCYTCTBHEM €IUHOTO LEHTpa, a PyHK-
LMH TNEpepacnpeaenaioTed MEXAY MHOXECTBOM
CHCTEM YIIPAaRNEHHS ceTblo. Tak MOBBIIACTCA
xuBydecTs CVY, oTnanaeT HEOOX0MMOCTb B Bbi-
COKONPOU3IBOAMTENBHBIX CEPBepax H CHUKAKTCA
00BbEM M 3anepaka ciyxkebHoro Tpabuxa. lipo-
OnemoH Takoro moaxoma ABAACTCA CIHOKHOCTH
PasrpaHH4eHHs] «30H OTBETCTBEHHOCTH», @ OT-
CYTCTBHE UENIOCTHOW KapTHHH COCTOSHHA CETH
FIPPBOJNT K TIPOTHBOPEYHBLIM PEUICHHAM.

Ipn pacnpeacneRHOM NOAX0AE K TOCTPOCHAIO
CY MCHONL3YIOTCH HEPAPXUMECKHE apXHTEKTY-
pel. B TakoM cioydae wacTk QYHKIMH [0 yIpas-
JICHHIO BHINOJIHACTCA B ABTOHOMHBIX CErMeHTaX,
OCTANIBHBIE COCPENOTOYCHbI B €IHHOM LEHIpE.
010 NO3BOJISET YCTPAaHHTh OCHOBHEIE HEAOCTATKH
LHEHTPAIM3OBAHHBIX  CHCTeM  (Macmrabupye-
MOCTB, 00BEM M 33JepikKa CIyKeOHOro Tpaduxka)
U AENEHTPANH3OBAHHBIX (OTCYTCTBHE IENOCTHOH
KapTHHBL O COCTOAHHU ceTH). HenocratkoM ocra-
erca cnabas oTkasoycroliumeocTs u Tpebosa-
TeLHOCTHL K ammaparype. OcHoBHas obpaborka
VIPaBIAIOILNX BO3ACHCTBHI MPOH3BOOMTCA B y3-
Jax YNpaBJIeHHsA, YTO Takke TpedyeT AOMOMHU-
TENbHBIX PECYPCOB.
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Hockonbky NeHTpanM3OBaAHHOE M JACLEHTpA-
JIM30BaHHOE YTIPABICHHE MOXKET OKa3aThCA Mano-
apipexrnBabpM (MM JaXe WMETh HET3THBHOS
ReHCTBHE) MO BHINENEPEHHCICHERIM TPHIHHAM,
8 TakKe YYMTHIBas OCOOCHHOCTH QyHKUHOHHPO-
BaHHA KPYIIHBIX KOPNOPATHBHLIX CeTefi, Lemeco-
obpazno cTpouts CY Ha Gaze pacnpenencHHOTO
MOAXOMA.

B TakoM cnydae 3anady ynpaBleHHe KOPIopa-
THBHOH CeTbI0 KPYNMHOTO TIeorpaH4ecKd pac-
MPEAC/ICHHOTO  TIPEANPUATHA — LENeCcoobpasHo
pasaenuTh Ha YaCTHBIC NMOM3AJa4H YNPaBIcHHSI
aBTOHOMHEIMH cerMeHTaMH (AC). Takoit mogxon
[O03BOMIAT COKPATHTH 33A€pXKKH YNpaB/IsIomei
HH(GOPMALIHH, TPEROTBPATHTL MEPETPY3Ky Bcei
CeTH yNpaBNIOIIMM TpadHkoM, a Tarke H30e-
JKaTb PacxoAOB HA NOPOroCTOALIHE BHICOKOMPO-
H3IBORMTENBHbIE CEPBEphl  HEHTPAIH30BAHHOIO
yIpaBIeHHA B peansHOM Bpemenn. Haxoxpenue
ONTHMAIEHOTO pasTpaHHYeHus Kak YHKUHE
veHTpanbHoi yacTu CV U pyHKuuit yupapieHus

ABTOHOMHBIM CEIMEHTOM, TaK H COOCTBEHHO pas3-
OEJIEHHEe Ha AaBTOHOMHBIE CETMEHTHl SBIAETCA
BaXKHEIM, MOCKONLKY HanpAMyi0 BIMAET HA 3(-
(PEeXTHBHOCTD YTIPABICHHA.

OcHopoit CY SBNMIOTCS IPOTOKOMBL, KOTOPHIS
JOMXHB OBITh JOCTATOYHO IPOCTHIMH, HO 3-
thEKTHBHO CIIPaBASTLCA C BO3JOMKEHHEIMH HA HHX
bynximaMu. TaxnM 0bpasomM, 3ana4a aHaTH3a H
000cHOBaHHOIO BLIOOpa IIPOTOKONOB MOHHTO-
punra # ynpasacHus 21a CV KpynmHOH Kopnopa-
THBHOWM CETbIO SBRACTCA AKTYaNbHOIL.

Cucmemhblil avau3 npomMOKOIoe
MOHUMOpPUHZE U ynpaeneHus koprnopa-
mueHoOU cembio o

Paccmorpum  ofmyio 3anaqy  ynpapleHuHs
KOMITBIOTEPHOH CETHI0, COCTOAILCH M3 HECKOIb-
KHX aBTOHOMHBIX CerMeHTOB. (Go0menHas
CTPYKTYpHasa CX¢Ma CHCTEMBl YIPaB/ieHHA IpH-
BejieHa Ha puc. 1 [2].

5
Y; ABTORONHRH CErMENT
Incnepmuas Cacmena Admuns cemy ] - o
p CrHpamofy . KOPTIOYaTAEHOH CETH 5,
s X :
4 : il :
Baza zauRbIx Basa sHanni PaanHzaums Peasmaalma L — y
{PPOEHHR A0MHHHCTPATODA, (wabop Npasan mo CTPATSTHH 'J\ YTIPERIAK LAY ¥ +
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N E 3 q ?
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FLABHTH KA

DNpornay — NapaMeTROR
OCOCTORKKR CETH M COCYORHAA CETH

Puc. 1. KormenTvansHas cxemMa CHCTEME] YIIPABIEHHs KOPIOPATUBHOM CeThI0

KopnopaTHpHyI0 ceTk MOXKHO TPEACTABMTH
MHuOMKecTBOM M={W, C, A}, rne M — MHOXeCTBO
00BEKTOR YIIpaBleHHd; W — MHOXECTBO pabounx
cranumit; C ~ MHOXKECTBO CepBepoR; A — MHOME-
CTBO  AKTHBHBIX TeReKOMMYHUKAITHOHHBIX
YCTPOHCTB.

Tymuunele 3a0aYy AN CHCTEMBI YIpaBICHHS
yAAneHHbIMH CTAaBLUMAMH M CEPBEpAMH BTO —
YIIpaBeHHEe KOHDHUTypaluei, pacnpoCTpaHeHHE
cucTeMHoro M mpuknagHoro IO, mHBEeHTapH3a-
UM AMNapaTHbIX M IIPOTPAMMHLIX PECYpCOB,
YIANeHHBIH KOHTpOJIb, MOHMTOPHHT H YTIpasBie-
HUE B pealibHOM PERKHME BpeMerH |1, 2].

Hcxons U3 NpeacTaBIEHHON CXEMBI, OCHOEB-
HBIMH 32pa9aMH CY KOpTOpaTHBHOH CEThIO AB-

TTOLNTN

1) nneHrudHKanMa COCTOAHMA ceTeroro 0bo-
PYAOBaHHA;

2} BLIpaboOTKA yNPAaBIAIOUINX BOIACHCTBHIA,

3) peanuzalia YRpaBIAKILMX BO3AEHCTEMIA
Ha 00BeKT YIPABJICHHM.

YunThIBasA HEPAPXHYECKHH NPHHIHEI IOCTPO-
CHHMA KOPROPATHBHON CeTH, ONTHMANLHIM ABIA-
€Icd  HCHONL30BAHHE HMepapXMuecKoil  CcXeMul
cbopa 1 06paboTk HHPOPMALHU — «MEHEIKep-
areHT-ynpasieMeiil 06nekT». Janneie 0 cocros-
HHM OOBEKTOB YIIPaBJICHHA 3aHOCATCA B COOTBET-
creyromyw MIB (Management Information Base
— Gazy ynpasmmowel nabopMarmuu) Hin Oasy
Ang yaaacHHoro ympaeicHua — RAON (Remote
Monitoring) MIB.
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Bce wumena
crpykrypy [3]. CymiecrByer BoceMp KOpDHEBBIX
Ipym:

1) Sysiem — obuine paHHBIE 00 YCTpOHCTEBE
(Bepcua OC, spemMsa paboTH H T.4.);

2) Interfaces — napaMeTpsl CETEBBIX HHTEp-
deficoB ycrpolicTBa (Komu4ectBo, pasMep MTU,
CKOPOCTH nepenavy, Gusuveckue aapeca 1 T..);

3) /P — pauHele 0 mpoxomaumx [P nakerax
{KONHYECTBO 3aNPOCOB, OTBETOB, OTOPOIICHHBIX
I2KeTOB);

4}y [CMP — uHdopMaLig 0 KOHTPONBHBIX CO-
obwenwax  (BXOAMIUMS/MCXOMKE coobLIeHN,
omnOKH 1 T.1.);

5) TCP — nanHbIE O TPARCIIOPTHOM NPOTOKOJNIE
TCP (anrOpHTMBI, KOHCTAHTHI, COCAMHEHUN, OT-
KpBIThIE NOPTHL H T.IL};

6) UDP — aHWIOTHYHO JIpenpigyleMy, AN
UDP nporokona (BXOOSIIMEG/UCKOOALIME JaTa-
rpaMMLI, MOPTH, OIMHOKM};

7) EGP — opanHeie © Tpajuke Exterior
Gateway Protocol (Mcnonbp3yercs MaplipyTH3a-
TOpaMH, OOBEKTHl XpaHAT HHOpMALHIO O HpH-
HATHIX/OTOCAAHHBIX/OTOPOIIEHHBIX Kapaax);

8) SNMP — cratuctika no SNMP nporokony,
~ BXOOAIME/HCXOAAINHE TMaKeThl, OrPaHHYEHHA
TAKeTOR MO pasMepy, oluuGxn, nannele 00 obpa-
OoTaHHBIX 3a0pocax U T.4.

Obvextnt RMON MIB copepxar NonoIHH-
TelbHBIE CYeTYMKH OmmOOK B maxertax, Oonee
THOKHE CPeICcTBa aHANH33 TPEHIOB H CTATHCTHKH,
MOILUHKIE CpeacTBa (HABTPAMH JUIA 3aXBaTa H
AHaTH3a OTACNLHBIX [MAKETOR, 4 TAKKE CIOXHbIC
YCIIOBHA YCTAHOBICHUA CUTHAJIOB IPEAyNpeKae-
anga, MurennekTyanbHOCTL arcHToB RMON MIR
gollne, demM aredtos MIB-I u II, uro mossomner
HM BHIIOJIHSTh 3HAYHTEIBHYIO 4YacTb paboThi,
KOTOPYIC paHee BRMOMHINH MEHEMKEPH. Kpome
TOr0, HE3aBUCHMOCTE cradaapra RMON MIB ot
NPOTOKONA CETEBOI0 YPOBHS, NO3BOJIACT HCHOIb-
30BaTh €ro AN12 TeTEPOTEHHLIX CPEL.

O6wext RMON BkawYaeT CIexyomue Gynk-
IMOHANBHBIE TPYIIb! [4]:

1) statistics — Tabmiila, koTOpas OTCHAESKHBAET
ox07n0 20 CTATHCTUYECKMX HapaMeTpoB CETSROTO
Tpadmka, BKIORas obliee 4UCA0 Kaapos B KOIH-
YECTBO OLIHOOK;

2) history — no3BoJAeT 3a1aTh YacToTy U HH-
TEPBANLI 71 H3IMEPEHHI TpaduKa;

3) alarm — ycranasiHBaeT NOpOT U KPHTEPHM,
IPH KOTOPLIX areHThl BRIAAIOT CHIHAN TPEBOTH;

4) hosts — CONEPIKUT BCE Y3Jibi CETH, NO KOTO-
PHIM TIPHBOTHTCA CTATHCTHKA,

5) hostTopN - mo3BoniseT CO3AaTH YIOPALO-
YEHHBIE CITHCKH, KOTOPHE Ga3HpyrTcd Ha NMKO-
BHIX 3HAUCHHAX Tpa(HKa IPYIIIb 3IEMEHTOB;

6) traffic marix — pBe TAONMIUBL CTATHCTHKH
Tpapuka Mexmy Napamu y3nos. Oaua taGnuna
OasMpyeTcd Ha aJpecaxX Y3NoB-OTHOpaBHTENCH,
Opyras — Ha agpecax Noay4aTeleH;

7) filter — mo3BONfCT OMPENENIHTH KOHKpET-
HBIE XApPAKTEPUCTHKA KAapoB B kKaHane. Hanph-
Mep, MOKHO Bbinemuth TCP-Tpaduk;

8) packet capturer — paboTaeT COBMECTHO ¢
rpymnoit fifter. Tlosponner cnemuuumMpoBaTh
ofseM pecypca naMATH, BRIACISEMOH Oas 3amo-
MHHAHHA KaJpoB, KOTOPbIE OTBEYAIOT KPHTEPHAM
filter,

9) event -— mDoO3BOMAET cCneLMPUUAPOBATH
Ha0Op napaMeTpOB HH YC/AOBHI, KOTOpHIE HOI-
KEH KOHTpOMUpoBaTk areHT. Korna ycnoBus Bbhl-
NIONHAKTCHA, HHpOPManus 0 cOObBITHH 3aITHCHIBa-
€7CA B CIICLMATbLHBIH XKypHAaT.

Taxum 06pa3zoM, AaHHLIE, MPEACTABICHHLIE B
MEPEUHCNEHHBIX IPyNnax, HO3BOJIOT NPOBECTH
AeTANBHBI aHaMu3 paboThl  CerMEHTa CETH.
Hanpumep, cobparb manueic 00 ommbkax H ¢
MIOMOLIBIO IPYNILI Aisfory NPOCHERUTs KX 3aBH-
CHMOCTb OT BpeMeHH. Ha OocHOBaHMH RONyueH-
HBIX JaHHBRIX MOXHO chopMHposaTh Gonee Tou-
HbIE YCNOBHSA 3aXBaTa KaJpOB CO CeUuHpHICCKH-
MH mpH3Hakamu (rpymma filter), Eme bonee ne-
TANbHBIM AHAJIH3I TO3BONAET [IPOBECTH H3YYEHHE
Kampos, 3aXBaueHHbIX B IPYNNE packe! capture.

Jns MHOXECTBA aKTHBHBIX TENEKOMMYHHKa-
LHMOHHBIX YCTPOHCTB (HanpHMep, MaplupyTH3a-
TOPOB M KOMMyTaTopoB) ¢yHkuun CVY cesazaH-
HBIE ¢ HACHTH(HKaUHEA COCTOAHMA H peaH3a-
IHeH yNpaBnsoIuHX BO3AeicTBUE (T.€. MoCTaBKa
MHDOPMALIHHA OT YIPABINAEMOTO 00beKTa 10 Oa3H
MIB), KaKk npasHno, pealu3oBbIBalOTCA Ha Oase
nporokonoB SNMP wm CMIP {1, 5, 6]. Haubo-
jee TPOCTHIM M3 HUX ABngerca SNMP — Simple
Network Management Protocol [7) - nmporokon
KOHTPOJIA H JAHATHOCTHKH, PAaCCHMTAH Ha CHTYya-
MK, KOTNA HApyIIaeTcA HenocTHOCT: Maplpy-
TOB, KpOMe TOTO B TakoH cHTyanuH Tpebyercs
KaK MOXKHO MeHee TpeGOoBaTEeNLHEH K annapary-
pe TPaHCMOPTHBIH IPOTOKON, TOTOMY HA TPaHC-
NMOPTHOM YPOBHE Mcmonb3yeTcs nporokon UDP.
Taxke B BHIE TpaHucnopTa MoxeT Oute /PX npo-
Tokon (Hampumep, B cerax NetWare), Kapibt
Ethernet, saetiku ATM.

SNMP-coo0Ienne COCTOUT B3 TPEX OCHOBHEBIX
yacTeii: Bepcud NPOTOKONAA, HASHTU(MKATOpa
obmHuoctH, obnactH jJanHbIX. W aeHTH(HKATOp
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OOLIHOCTH HCHOONB3YeTCA JUIS IPYIIHPOBAHHSA
YTIpaBIAeMEIX YCTpOHCTB, a B 00NacTH AAHHBIX
pasMemaercs omue wm Oonee Omoxos PDU

(Protocol Data Unit — THI IPOTOKOJNBLHOTO CO-
001i1eHNd) ¢ OAHOH M3 BO3MOKHEIX IIATH KOMaHA,
NpHBEACHHBIX B Tab. 1.

Tabnuya 1.
Komannge! uaenTHbUKaTOpa OOIMEOCTH
Komanoa SNAMP Tun PDU Haznauenve
IMony4yHTE 3RaUEHHE YKA3AHHOH nepeMeHHOH HIH nHbopMaLHIO O
get_request 0 i K P bopmau
~ COCTOAHHMH CETEROT0 3JIEMEHTA
[loay4nTs 3HAYCHAE NEPEMEHHOMH, HE 3HAaA TOUHOrO ¢e HMEHH (Clie-
get_next_request 1 o ., °pe (
- = - VIO Toruyeckuii uneHTHhrKaTop Ha nepepe MIB)
set reauest 2 [IprcBouTs NepeMeHHOR COOTBETCTRYIOIIEE 3HadYeHHe, Henommay-
-req €TCA IJTA OMHCAHUA JeHCTBUSA, KOTOPOE AOKHO OBITH BLITOJHEHO
OTKINK Ha get_request, get_next_request u set_requesg COAEPXKHT
get response 3 TAKOKE HH(POPMANHIO O COCTOAHHH (KOIBI OUIHOOK 1 ApyTHe AaH-
HEIE)
trap 4 OTKNHK ceTerord 00LeKTa Ha COOBITHE HITH Ha H3MEHEHHE COCTOR-
HHs

Hanpumep, popmar 610Ka get_request - PDU
BEUIHACT 11015 HACHTH(HHKATOP 3anpoca, CTATYC
omnOke (ecTh/HET), MHACKC OWUOKH (THN), CHH-
COK UMeH o6LekToB SNMP MIB, BENIOYEHHEIX B
3ampoc.

Bonee MHTE/IEKTYANBHBIM H, COOTBETCTBEH-
HO, CJIOXKHBIM €NocoboM Momy4eHus uHpopma-
UMM, XpaHsneics B yIpasIIeMuIX ofbeKTax, sB-
JAETCH OOCTYN ¢ NOMOIUBIO 3JIEMEHTA CHCTEMBL
yIOpaBNeHHA, HasuBaeMoro cnyxboli CMSIE
(Common Management Information Service
Element). Cnyx6a CMSIE nocTpoeHa B apXHTEk-
TYPE PACIpPENENCHHOr0 NMPHIOKCHUA, TAE 4acThb

(yHKURA#H BHIMONHAET MEHEAKEP, 8 YaCTh — areHT. .

BaauMmone#icTBHe MeXIY MEHEIKEPOM H arceHTOM
ocymecrengerca no nporoxoay CMIP (Common
Management Information Protocol) [8]. Ycuyrn,
npeaocTapnsemuic cayxboit CMSIE, HasbIBAIOT-
ca ycnyramn CMIS (Common Management
Information Services).

Yenyru CMIS paspensiorcs Ha ABE TPYIIH —
YCYTH, HHYIMEPYEMblE MEHEIKEPOM (3aNpocht),
H YCNYTH, UHHLUHHpYEMbIE areHToM (yBemomile-
HHA).

Ycuyrs, HHHIMHpYEMblE MEHEMXEPOM, BKIIO-
4aI0T CACOYIOMME ONEPAIHH:

1) m-create HHCTPYKTHPYET arenTa ¢ Heobxo-
AMMOCTH CO3JaThk HOBBIE 3K3eMmndp oOwpexra
OIpeNeNeHHOre Kiagcca iId HOBBIA - arpufyT
BHYTpH 9K3eMILIApA 00BbEKTa;

2) m-delete HHCTPYKTHPYET areHrTa ¢ HeoGXo-
OMMOCTH YAANEHHA HEKOTOPOro 3JK3EMILIApa
o0BeKTa ONpeleNeHHOro Knacca MIH atpulyra
BHYTPH 3K3eMIUIIPa 00BEKTA;

3) m-get MHCTPYKTHPYET arcHTa O BO3Bpalle-
HHUH 3HaYSHHAI HEKOTOPOTO aTpHOyTa onpeneneH-
HOro 3K3eMIUBIpa 00BEKTa;

4) m-set MHCTPYKTHpYyer areéHta o6 H3MeHe-
HUM 3HATMEHHA HEKOTOporo atpudyra onpeneneH-
HOTO 3K3eMINEpa 00bekTa;

5) m-action MHCTPYKTHPYET areHra 0 Heo0Xo-
AUMOCTH BBITONHEHUA ONPEAETEHHOTO AeHCTBHA
Ha] OJHHM HNH HECKONbKHMH SK3CMIULIpAMH
0OBEKTOB.

ATEHT HHBIHHPYET TONBKO OAHY ONEpanHio —
m-event_reporf — OTNpPaBKA YBEJOMIEHHA MeHe-
Kepy.

Ansa peamusauuu ceoux yciyr chnyx6a CMISE
JOJKHA HCTIONB30BaTh CIyxXOB NPUKNANHOTO
yposna c¢teka OS! - ACSE, ROSE.

Ornauue yenyr CMIS OT aHATOTHYHLIX YCITyr
SNMP coctour B Soapmeii rubkocetd. Ecmu 3a-
MpOCHL get M set npoTokona SNMP mpuUMEHHMBI
TOABKO K OZHOMY arpMOYyTy onxHoro odnekra, To
3anpockl m-get, m-set, m-action n m-delete Moryr
OpUMEHATBCA K Goee aeM onHoMmy 00bexTy. s
3Toro crasnaprhl CMIP/CMIS BBOAST Takue no-
HatHA, Kak o0030p (scoping), ¢unbTpauua
(filtering) v cunxporu3aiua (Synchronization).

3anpoc CMISE MoxeT HCIONB30BATh 0G30p,
4TO0B! ONPOCUTH OAHOBPEMEHHO HECKONBKO 00b-
exTOB. BROJATCA deThipe ypoBHA 0630pa:

1) 6a3oBerii  0OBEKT, ONPEACHCHHBIA CBOMM
OTIHIHTEIbHBIM UMEHEM;

2) oOBeKThl, pactoAMKEHHBIE HA H-M YpPOBHE
NOIYMHEHUS OTHOCHTENbHO GasoBoro (cam Gazo-
BbIi oObeKT Haxomutca Ha ypoeHe 0) B Aepene
BKJIIOYEHHA;




JKEHHBIE HA NONYHHCHHBIX €MY YPOBHAX I0 N-ro
(BKITIOYHTENBHO) B AEPEBE BIUTIOYEHHS,

4) noanepeso — Oa3oBhIi 00BLEKT W BCe eMy
HNOIYHHEHHEIE B EPEBE BIUTIOYEHN.

(QUABTpaLHsA 3aKII04aeTCa B IPHMEHEHHH Gy-
TEBOTO BBIPAKEHUSA K 3aMpocy MeéHemkepa. Bos-
MOXKHO TaKXe MOCTPOEHHE CIOXKHHBIX (PHILIPOB
Ha OCHOBE 00BEIHHEHHS HECKONBKHX QUILTPOB B
OJIMH COCTABHOM,

[Ipn BBHINONHEHHW 3AMPOCOB K HECKONBKUM
00bEKTaM HCIOAL3YETCA OOHA H3 ABYX CXEM CHH-
XPOHH3ALIMK: aTOMAapHad HWIH «I0 BO3MONKHO-
cti». [Ipu aToMapHO# cXeMe 3aTpoc BHITONHACT-
¢A TOJILKO B TOM CNY4ae, KoTa BCe O0BEKTEL, 0
najalmpe B o0nacth AelcTBusa o03opa MM
¢uIETpa, MOTYT YCTISINHO BLINOJHHMTEL AAHHBIH
sanpoc, CHHXPOHHM3AIMA «I0 BO3SMOXKHOCTH
NOApasyMeBaeT Nepeaady 3amnpoca BceM o0bek-
TaM, K KOTOPEIM 3allpoc oTHocutcs. Onepaius
3aBepIIacTci NPH BBHITONHEHHH 3anpoca Jilo0bM
KOIHYECTBOM OOBEKTOR.

Taxum obpazom, nporoxon CMIP mpencTas-
aseT coboil Habop omepauHil, NpAMO COOTBET-
creytomx yenyram CMIS. B nporokone CMIF
OonpeOencHs onepalvn m-gef, m-sel, m-create
T. 4. g xaxagoi onepaunu onpencien hopmar
Onoka NaHHbIX, MEPEHOCHMBIX 110 CETH OT MEHe-
IKepa areHTy, 1 HaoboporT.

PopMaT NPOTOKONBHBLIX ONOKOB  RaHHBIX
CMIP onuceiBactcs HotauMed ASN.1 m mmeer
ropasao 0onee CROXKHYIO CTPYKTYPY, 4eM OIIOKH
SNMP. Hanpumep, 010K N3HABIX ONEpauUyH -
get MMeeT Moaa And 3aNaHuf MMcH aTpubyTos,
3HAYEHHS KOTOPLIX 3aANpalllMBacT MEHEMKEp, a
TAKKE TIONA 3aNaHud [apaMeTpoB o03opa H
duneTpalmK, ONPSICIMORIMX MHOXECTBO 3K-
3EMIUIIPOB OOBLEKTOB, HA KOTOpBIe OyAET BO3NCH-
CTBOBATh JaHHWH 3anpoc. Mmelorea Tawke
nons A 3aAaHua MapaMeTpoB IIpaB AOCTYNA K
o0beKTy.

flpomoxonet ylaneHHozo ynpasneHus
cemesbiMU dn1eMeHmamyu npu yvacmuu
admuHucmpamopa

Kak orMedanochk Bbilile, KOPTIOpATHBHAA CETh
COCTOMT 43 AKTHRHBIX TENEKOMMYHUKALTHOHHBIX
YCTpOHCTB, paboduX CTaHLKE, cepBepoB. JHA4H-
TENbHAN TEOTPahHUECKas pacnpenenenHoCcTs QH-
BMATIOB TPEATIPUATHA HE BCETAA JAeT BO3MOX-
HOCTb ONEPATHBHOIO (H3MYECKOTO JOCTYNA X
JaHHbIM ycTpoHcTsaM. BrIxoJom u3 CrlOXMB-
mIeHCA CHTYAUMH ABIAETCA YAANECHHOE YIIpaBie-
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RaHHBEIMH YCTPOHCTBaMH ObUIM paccMOTDEHBI B

NIPEABLAYIIEM PA3ALHE.

PexxM yRaneHHOTO YIIPABIeHHA 1A aIMHHH-
cTpaTopa ceTH MoxXer ObTh obecrieveH crerm-
anbHBIMY TIPOTOKOJIAMH MNPHUKIaNHOTO YPOBHA,
paboTalOMMUMHE TOBEPX TIPOTOKOJIOB, PealH3yi-
IMX TPaHCNOPTHOE COEAMHEHWE YHAJICHHOTO Y3-
na ¢ KOPIOPAaTHBHOM cerblo. Jna [P-cereill mpo-
TOKONAMHK JaHHOTO THNA ABNA0TCS Telner n SSH.
IIposeneM cHUCTEMHBIH aHATH3 HAHHBIX NPOTOKO-
0B € Y4eTOM 0COOeHHOCTEH (yHKIIMOHUPOBAHHA
H YIPABACHHA KPYITHOH KOPIIOPATHRHOH CETBIO,

Hporoxon Telnet noiBonseT NOAL3OBATENIO
ycTaHoBUTE TCP-cOSTUHEHNE ¢ CEPBEPOM M 3a-
TEM NEPEHABATh KOAB HAKATUA KIABUIN TAK, KAK
ecad 6l paboTa mpoBOAMNACE HA KOHCONIH cep-
Bepa [1]. IIpH HakaTHH KIABHIOM COOTBETCTBY-
IOHIMH KOJI IepeXBaThiBacTCA KIHeHToM Telnef,
noMemaerca B TCP-coeauHeH e U OTIIpaBiseTcd
yepes CeTh K Y31y, KOTOPEIM MONB30BaTeNb X0UeT
ynpasiAth. IIpH mocTyn/eHHH Ha y3en KOA Kila-
BHIIN m3BN¢Kaerca u3 TCP-coobuieHus cepse-
poM Telrnet 0 nepenaeTcs oNepartHOHHON cHcTEMe
yana. Cucrema paccmarpiBaer ceadHc Telnet xak
OIYH M3 CCAHCOB JOKAIBHOTO nonb3oearens. Ec-
NH ONEPALHOHHAA CHCTEMA PEAaTHPYET HA HaKa-
THE KNABHIIH BBIBOJOM OYEpENHOI0 CHMBOMA Ha
3KpaH, TO IS CEaHCA YNANCHHOTO NOJIb30BATENS
3TOT CHMBOI TaKke ynakoBbiBaerces B JCP-
coOOLICHHE M O CETH OTNPABIAETCA YAaNeHHO-
My y3ny. Kinnenr Telnef M3BnexaeT CHMBON W
oTo0paxacT ero B OKHe CBOSTO TEpPMHHANa, 3MY-
TPy TEpMHHAN YOaJIEHHOTO Y3714.

Henocratkom Telnet ABnfeIcs €ro He3am-
meHHocTh. Ecnu repmuHanbHBIA 00OMeH He 3a-
WIKpoBaH, OR MOXKET ObITh MEpeXBaucH C NO-
MOILBIC T000H MamMHBl (HAMPUMEp, HCNONB3YA
IpOTpaMMy fcpdump), NOIKITIOYMEHHOR K TOMY XKe
TOTHYECKOMY CErMeHTy Hid, B Oonee ofmeM
cliy4yae, K TOMYy e KaHany. [Io9TOMY OCHOBHas
o6NacTE TNpPHMEHEHHs RAHHOro NPOTOKONA —
YOPABNEHUE CETEeBBIMH 3INIEMEHTAMH B paMKax
noxanbHOH cetH. YUrobGel npemoTspaTHTE nepe-
XBAT CECCHHM aBTOPH3AllMH H Hocienylomeit pa-
60THI onepaTopa, HCMONE3YeTC NpoToKon SSH.

SSH (Secure SHell — Gezonachas obonouka
[9]) — ceremoit mpoTrokon ceaHCOBOTO YPOBHA,
AO3BOJLAIONINH IPOH3BOAUTL YAANEHHOS YNpaB-
JIEHHE ONEPANMOHHON CHCTEMOR H TYHHEIMpOBa-
BHe TCP-coexuHeHMl (HanpuMep, AN NepeJaun
{aitnos). B otnuune ot Telner mmdpyer seckh
Tpaduk, BKIOYaa ¥ nepenapaemue napos. SSH
LOMYCKaeT BLIGOP PAIHYHBIX AJTOPHTMOB IIH(-
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popannd. SSH-xwmMenTsl 1 SSH-ceprepsl A0CTYN-
HB AnA OONBIIMHCTBA CETEBBIX ONCPAHMOHHBLIX
cucrem. SSH nossonger 6ezonacHo nepenaBath B
HesamMINEHHOH cpeae NPaKTHYECKH Moo opy-
roi cereBoii IPOTOKOL.

[Iporokon SSH HCOONE3YET TEXHONOTUIY
«Knmuenre>Cepsep», TO €CTb CxeMa paboTH BhE-
FIAOUT CASAYIOIINM 00pazoM:

Client (workplace) <  Server
{remote machine)
sshislogin/scp <  sshd

Client BHICTYTIACT B KauecTB¢ pabovero mecra
NONL30BATENA, Ha HeM 0043arenbHC ROKHH
OBTE CreHepupoBaHbl public key u private key, a
€O CTOPOHB! YAANCHHOH MAaIlMHBI, JIOKHA OBITH
samylieHa aporpamma SSHD, takum oOpasom,
YAANCHHAS MAIIMHA SBIIACTCA CEpBEpOM — Server.
Ecnu mosw3osarene B kadecTBe workplace — pa-
Gouero Mecra MOXET MCTIONLE30BATh Pa3HLIE Ma-
WnHBL ~ Clienf, COOTBETCTBEHHO, HA KAKIOH M3
HHX HeoOXOMMMO 3aNyCTHTh ssh-keygen. B xade-
cTBe padouero MecTa MOTyT ObITE HONONHHTETh-
HO MOAKNNYEHHBIe TEPMHHAJL, KOHCONbL M T.A.
Torna cxema pabotsl 6yneT BRIV AETD TAK!

Client (workplace) <  Server

(remotemachine)
ssh/slogin/scp <> sshd
SHOME/ ssh/ | SHOME/.ssh/]
Aauthorized keys] | / Xauthority
fidentity | /.rhosts|.shosts)
/identity.pub |  Aauthorized keys]
/known_hosts | /identity)
/random_seed |  /identity.pub)

|  Aknown_hosts)
|  Arandom_seed)

rae [] — obosHauaeT HeoOA3ATENLHOS, HO BO3-
MOYKHOE TIPUCYTCTBHE, B 3aBUCHMOCTH OT TEXHO-
NOTHYECKOTO BAPHAHTA, HATIPHMEp, Server MOXKET
6uTh B CBOIO ouepeaAr Client, B TOM cIyuae, eclu
NONb30BATENL HMEET BO3MOMKHOCTH JIOKATILHOTO
(B OTIHMKE OT YNANCHHOTO) A0CTYNA K HEMY.

indporanne MeToAOM NYOIHIHOrO KIH09a
uenons3yer public key nna mudpauuy u private
key mna pemmdpanun nanueix. Tepmus public
key ykasblBaeT Ha TOT (DaKT, 4TO MCLOIB30BATH
3TOT METoJ MOKHO §e30macHo AnA mepenaBae-
MbIX JAaHHERIX K KJII0Ha Aemsdpalty, Tak Kax mo-
CTICOHHHA TPOCTO HE MepeaaeTca No JaHHOH Tex-
HOJIOTHHA.

AIMMHHCTPATOp IpH NOMOLIH IIPOTOKONA
SSH MOXeT yhaleHHO yNpaBlIATh MapmpyTH3a-
TOPOM, HAIPUMED, MOKHO BPEMEHHO YMEHBIIHTD
IIHPMHY NONOCE NPONYCK4HHA HA HEKOTOPOM
ycrpoiictBe. Torma KOHPHUrypHpOBaHHE HHTEp-
deiica mapwpyTu3atopa, Hanpumep, Cisco npo-
BonHICA B pexumMe Router(config-ify#. Komanpa
bandwidth no3sonAer 3a4aTh GPOMYCKHYIO CIO-
co0HocTh i METepdeiica B Kout/cex. Haruas
KOMaHOa HeoGXOMNMAa TONBKO I MPOTOKONOB
MapIIpyTH3aUHH, Hanpumep, OSPF W 3anuchiBa-
eTcd cheayiolHM obpasoM

Router(config)ltinterface serial 0/0 - ykazanne
HoMepa uHTepdeiica. -

Router(config-ifyj#bandwidth 1540 - 3ananue
TIPOMYCKHOH cnocobHocTH.

YcTaHOBKA CTOMMOCTH Maplipyra (METpHKH)
H NPHOPHTETA MapIIPYTH3aTOpa JUIA NIPOTOKONA -
OSPF npoBomMTcs ¢ NOMOWIBIO KOMaHJ ip ospf
cost U ip ospf priority COOTBEeTCTBEHHO, MeTpuka
M TIPHOPHTET BpIOHPAIOTCA B AHama3oHe oT 1 Ao
65535. Ecnn MeTpuka SBHO He 3amaHa, TO OHa
PACCUMTHIBAETCA MCXOAA W3 €ro IpOMYCKHOMH
cnocobnocTr nutepdeiica (koManna bandwidth).

Router(config-ifytip ospf cost 100
YCTAHABITHBACT METPHKY MAPLIPYTA.

Router{config-ifip ospf priority 15
YCTaHAB/IHBAET IPHOPUTET MAPUIPYTHIATOPA.

Jlpyro#i BapHaHT pasrpy3HTb CermMeHT — Bpe-
MEHHO MIPOIHCaTh CTATMYECKHH Mapuipyr. s
3TOr0 MOXeET OBITh HCIONE3OBAHA KOMAHIA ip
route, KOTOpas 3alMCLHIBACTCA TAK

ip route (destination ip network address)y (mask)
(next hop ip address).

B ciydae, eclim MapiIpYTH3aTOp HE MOMKET
HAHTH B cBoeH Tabnnie MaplpyTH3alMH Heob-
XONHMOMH 3anKCH H HE 3HACT HHYEIO O CETH B KO-
TOPYI0 HeOOXOAMMO RAIpaBUTh JaHHEIE, TOIIA
OH OTHPABIACT MAHHEIC HA NUII03 MO YMONYAHHIO,
Yrobel 3agaTh ILIIO3 N0 YMOMYAHMIO HCTONIL3Y-
e1TCA KOMAHZA:

ip route .0.0.0 0.0.0.0 (inferface/ next hop ip ad-
dress).

JAnga npocMOTpa TaluIHMOB MAPIIPYTH3AUHH
HCTIONL3YeTCA KOMana show ip route.

Hwxe npueenena koHGHrypanus MapHIpyTH-
3aTOPa, B KOTOPOM 3aJaHa CTaTHUECKad Mapuipy-
TH3ALHA:
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Router=enabl

Routerficonfigure terminal
Router(config)#

ip route 0.0.0.00.0.0.0 192.168.1.2
Router(config)#ip route 192.168.3.0
255.255.255.0 192.168.1.10,

rae 192.168.1.2 — apngerca LUKO30M IO YMOIYA-
HHIO [U1A MapmpyTH3aropa, a 192.168.1.10 — next
hop ip address Ha KOTOPbIH MaplUPYTH3UPYETHCA
CeTh.

Pexomendayuu no ebibopy npomoko-
o6 ynpasnesust KopriopamueHod
cemeio

CHcreMHBil aHafTM3 NPOTOKOJIOB YIPARICHHS
¢ yderoM 0co0eHHOCTeH (YHKHHOHMPOBAHHA
KPYNMHEIX KOPIIOPaTHBHLIX CETeH MO3RQIET CAe-
JaTh CACLYIONIHE BEIBOORI.

lporokon SNAMP npocT B peajH3aliumk H >(¢-
(hEKTUBEH [UIA YNPABICHHA MAJCHBKHMHU CETAMH,
HO He 0DNanaer NOCTATOYHBIM 3aMacoM MacIlTa-
OMpyeMocTH NS YUpaBneHHus CeTAMH, COCTOA-
IMHUMHE B3 QOJBIIOrC KOJHYIECTRa 3iteMeHTOR. Ina
paszpellicHHA MpodneMbl MaclITabHPYSMOCTH CH-
CTeMbl yTpapieHHa TpeCyeTcAs HOBBIH NOOX0A,
OCHOBAHHBIf Ha HCIONBL3OBAHMN HEpapXuve-
CKHOH OpraHv3ausMy MOJENH ¢ HECKONbKHUMH
YPOBHAMHA YUPABIAIOIUMX 3TEMEHTOB, I'E NPH-
MeHserca 0aza Ui YNaNeHHOTO YNPAaBICHHA —
RMON MIB. Taxum ofpasom, Ipx NOMOW# Npo-
tokona SNMP MOXHO peanu30BaTk Kak MpOCTHE,
TaK H CIOXHBIE CHCTEMEBI YHPABICHHA, B TO Bpe-
Mf Kak Ama pabotsl nporokona CMIP npunercs
PCAIM30BATH  MHOMKECTBO  BCIIOMOT'ATENIBHBIX
cnyk$ B 06BEKTOB, 4TO M3HAYaNbHO NOBLIMNACT
TPYOOEMKOCT: CO3HAHHS TaKoH CHCTeMHl H
YCNOKHAET €€ CTPYKTYPY. '

Eme oauH Heaocratok SNMP - 3T0 npuMH-
THBHOCTH BBITIQJIHAEMBIX aT€HTOM OTIepalliii. D10
NMPUBOAMT K MHOIOUNCIACHHBIM OOMEHAM MEXIY
MEHEDKEPOM M are¢HTOM. A TaK, KaK IMPOTOKON
SNMP B xadecTBe TPAaHCHOPTHOIO MPOTOKONA
ucnonszyer UDP, xoTOpeii He MOANEPKHBAET
HOATBEPKACHHUA O AOCTaBKe WHPOPMALHM, Bax-
HEle JaWHbple MOryT 0wtk motepanel.  Cooule-
Hua CMIP Bcerpa ROCTaBIANTCA aipecary ¢
noATBepKICHHEM, OAHAKO 3TO BleueT 3a coboi
JOTIONTHHTENLHYH HArpy3Ky Ha HH3KOCKOPOCT-
HBIE THHUH CBA3H.

OcCHOBHOS OTNHYKE MPOTOKOJIOB 3AKITIOYALTCH
B TOM, 410 TipoToxon CMIP npH mMpOeKTHpOBa-
HuH OB paccUnTaH Ha TO, 4ToOm BO3meHCIRO-
BaTh HA HECKOJIbKO OOBLEKTOB Cpasy, NOBTOMY €TO

VHTE/ICKTYAILHBIC ar€HThl CIOCOOHBI BLINOT-
RATE MOCNEAOBATENEHOCTH ACHCTBHIA, U MX OTBE-
TH HHABTPYHOTCA.

Bnarozaps cBoe# npoctoTe K TpaHcnopry be3
YCTAHOBIEHHS coeauHeHus SNMP spngerca 3o¢-
(GheKTHBHBM HpoTokoNmoM. W areHThl, M MeHe-
[DKEphl MOryT paboTarh HE3aBHCHMO APYT OT
npyra. Taxum obpasom, MeHemxep Oyaer npo-
JOIKaTh paboTarb, JaXE eCM YAAJICHHBIHA areHT
OKaxeTcs HepocTyneH, [locae Bo30OHOBNEHHSA
(PYHKUMOHHPOBAHUA ATEHT OTHNPABUT MEHEIKEPY
HpephiBaHKe, Aalbl H3BECTHTL €ro O cBoeH pabo-
TOCHOcOOHOCTH.

IIpu BRIGOpe mpotokona Ans CY KpynHo# ce-
TBIS HEOOXOMMMO YHHTHIBATE OCOOCHHOCTH TAKHX
ceTeil: BBICOKYIO cTeneHb reorpaduueckoil pac-
IPEICIEHHOCTH M OTHOCHTENBHO HeOOIbImyIo
CKOPOCTL TIepenayd AAaHHBIX MeXIY Y3laMu.
CnepoBarensHo, HY)KHO H30erarh HepaLMOHANb-
HOTO HCHONE30BAHHS TIOJIOCH NPONYCKAHHA H IO
BO3MOKHOCTH MHHHMH3HpPOBaThk 00beM Tpadrka,
HOPOKIAEMOT0 YIIPABILTIOWMMH BO3AEHCTRHAMM.

Takum obpaszom, ana addexTHBHOH paboTh
CV KpynHOH KOPINOPATHBHOH CETBIO PEKOMCHAY-
eTci BLIOHpaThH paclpelcneHHy HepapXuye-
CKYIO apXuTeKTypy. OCHOBHYIO 4acTv (PYHKLUHH
00 YOpaplIeHHI0 PEKOMEHIYETCH COCPENOTOUHTH
HA YPOBHE ABTOHOMHBIX CErMEHTOB, 4TO II03BO-
JIUT PAsrpy3HTh JJUHKH CBS3H Mexay AC # noskI-
cHTb 3thdexTuBHOCTL pabore CY. Ha Honce Bhl-
COKHX YPOBHAX LENCCO0Opa3HO HCMOIL3OBAHME
npotoxona CMIP 3a cyeT ero BO3MOKHOCTEH
YIIDABIATh HECKONBKUMM OOBEKTAMH OZHOBpE-
MeHHo. Ha ypoBHe aRTOHOMHLIX CErMEHTOB HpoO-
CTOTa IpoToKoNa SNMP no3BOiMT H30eKaTh 10-
DONHUTENBHEIX PAacXOAOB HA aNmaparHyl 4acThb
M NOBBIEHHE KBATHDUKALHN NepcoHana.

Jlist 3¢ deKTHBHOIO YAANCHHOIO YIPaBlcHUA
CEeTEBLIMH 3EMEHTAMH B «PYUHOM» PEKHUME pe-
KOMEHAyeTCs [IPUMEHEHUE 3AMHINEAHOro IPOTO-
xona SSH, KOTopHIH, B OTIHYHE OT aHANOTHYHOTO
Telnet, mydpyer Beck TpadHK, BRIIOYAd H Nepe-
DaBacMble MAPOJIH.

Bbieodn:

1. OcobcHROCTSIMH KpYIHBIX KOPIOPATHB-
HBIX ceTedt, KOTOphle HeoOXOOUMO YUMTLIBAThH
npd pazpaborke CV, ABNAtOTCA 3HAYMTENbHAsA
reorpaHueckad  paclpene/CHHOCTh, OOoMbIIoe
KOMH4ECTBO AKTHBHOTO CETEBOTO 0GOpYAOBAHUA,
HH3KOCKOPOCTHBIC JIHHMH NepefadH, CBA3BIBAIO-
IHE ABTOBOMHBIE CETMEHTEI.

2. OCcHOBHYW YaCTh GYHKUMH nO Yymopasie-
HHIO PEKOMEHOYETCA COCPSROTOYATH HAa YPOBHE
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ABTOHOMHBEIX CETMEHTOB, YTU IIO3BOJIMT Pasrpy-
3UTh JIHHMK CBA3H Mewny AC U TMOBBICHTE 3¢-
$exTHBHOCTL padoTsl CVY,

3. OcHopo#t CY nomxHs! OHTb IpoCTHIE -
(peKTHBHBIE APOTOKOJEL, KOTOpHIE HE Neperpy-
JKAIOT CETh CIIyeOHBIM TpapHKOM.

4. lna sddexrusuoit paboret CY kpymHoit
KOpNOpAaTHBHOH CEThI0 PEKOMEHAYyeTcsA BnlGu-
paTh pacnpene/ieHHYR MEPAPXHIECKYI0 apXMTEK-
Typy CV: ynpaBieHHe Ha BepXHMX YPOBHAX
HEpPapXHH ¢ NoMOILEBK Gollee HHTENNCKTYaJbHO-
ro nporoxona CMIP, Ha ypoBHe ABTOHOMHEIX
CETMEHTOR  MCIONB3OBATh MNpOCTOH NPOTOKOIN
SNMP. -

5. Pexum ypaneHHOro ynpaplesMsd Nns af-
MHHHCTPATOPA CETH MOXKCET OnITb obecmeucH
CHIETHAMBHEIM 1H(PPOBAHHEIM IPOTOKOJIOM Ce-
AHCOBOrO YPOBHA, paboTaloIluM MOBEpPX MpOTO-
KOAOB, PEATH3YIOIIHX TPAHCIIOPTHOE COSAHHERNE
YNaJEHHOrO Y314 ¢ KOPIIOPATHBHOMH CeThIo SSH.
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