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APPLICATION OF THE TERM CEBERSPACE IN THE LEGAL
TERMINOLOGY OF THE USA

Today, the theoretical and practical aspects of the security of cyberspace
are at the center of attention of international organizations and government
agencies, research institutions and public organizations, business entities and
individuals. A lot of scientific works were based on research of this area. At the
same time we come across a lot of problems when trying to understand the
application of cyberspace in the legal terminology. Many of us have come
across such words as “cyberart”, “cyberattack”, “cyberdefence”,”cyberfuture”
and so on, but only a few understand the real meaning of these terms. One of
the problems of understanding the word “cyberspace” is great number of
sources which give different definitions. Before investigating this question in
detail lets find out when does this term firstly appeared.

W.Gibson was the first one who introduced the word “cyberspace” in the
artistic prose ’Burning Chrome’ in 1984, later political scientists and journalists
used it as a metaphor.And now this term is used everywhere including politics.
Cyberspace and other derived words with a cyber prefix are based on the word
"Cybernetics", introduced by N. Wiener (1948). The cybernetic approach was
formulated as a science on the general laws governing the processes of control
and transmission of information in machines,living organisms and society [1, p.
17]. According to its Oxford English Dictionary (OED) entry, cyberspace is
’the space of virtual reality; the notional environment within which electronic
communication (esp. via the Internet) occurs’ [2, p. 32]. Colins dictionary in the
US gives such definition ’cyberspace - the electronic system of interlinked
networks of computers, bulletin boards, etc. that is thought of as being a
boundless environment providing access to information, interactive
communication, and, in science fiction, a form of virtual reality [3, p. 33].
Talking about the frequency of usage of this word we can say that this word
started to appear after 2000. | propose that we look at cyberspace not in these
prosaic terms, but rather through the lens of international law in order to give
cyberspace meaning in our jurisprudence. Unless it is conceived of as an
international space, cyberspace takes all of the traditional principles of
conflicts-of-law and reduces them to absurdity. Unlike traditional jurisdictional
problems that might involve two, three, or more conflicting jurisdictions, the set
of laws which could apply to a simple homespun webpage is all of them.
Jurisdiction in cyberspace requires clear principles rooted in international law.
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Only through these principles can courts in all nations be persuaded to adopt
uniform solutions to questions of Internet jurisdiction [4, p. 121].

In simple terms, cyber jurisdiction is the extension of principles of
international jurisdiction into the cyberspace. Cyberspace has no physical
(national) boundaries. It is an ever-growing exponential and dynamic space.
With a ’click of a mouse’ one may access any website from anywhere in the
world. Since the websites come with terms of service’ agreements, privacy
policies and disclaimers — subject to their own domestic laws, transactions with
any of the websites would bind the user to such agreements. And in case of a
dispute, one may have recourse to the ’private international law. In case the
“cyberspace offences” are either committed against the integrity, availability
and confidentiality of computer systems and telecommunication networks or
they consist of the use of services of such networks to commit traditional
offences, then one may find oneself in the legal quagmire.

The question is not only about multiple jurisdictions but also of problems
of procedural law connected with information technology. The requirement is
to have broad based convention dealing with criminal substantive law matters,
criminal procedural questions as well as with international criminal law
procedures and agreements [4, p. 122].

The Convention on Cyber crime was opened at Budapest on 23rd
November, 2001 for signatures. It was the first ever-international treaty on
criminal offences committed against or with the help of computer networks
such as the Internet. The Convention deals in particular with offences related to
infringement of copyright, computer-related fraud, child pornography and
offences connected with network security. It also covers a series of procedural
powers such as searches of and interception of material on computer networks.
Its main aim is to pursue “a common criminal policy aimed at the protection of
society against cyber crime, inter alia by adopting appropriate legislation and
fostering international co-operation.” [5, p. 6].

In the U.S. Cyber Law includes rules and regulations established by
Congress, legislatures, courts, and international conventions to govern, prevent
and resolve disputes that arise from the use of computers and the Internet. There
were a lot of cases in USA connected ith the term “cyberspace”. One of the
most famous is “Reno v. American Civil Liberties Union(1997)” This case
protected online freedom of speech [5, p.7].

So from this observation it is clear that with the development of internet
and computers there appeared the forth international space (there were already
Antarctica, outer space, and the high seas.) called “cyberspace”- the notional
environment in which communication over computer networks occurs.. There is
a Cyber Law in US which help to regulate and solve cyber cases. In cyberspace,
jurisdiction is the overriding conceptual problem for domestic and foreign
courts alike. Unless it is conceived of as an international space, cyberspace
takes all of the traditional principles of conflicts-of-law and reduces them to
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absurdity. Jurisdiction in cyberspace requires clear principles rooted in
international law. Only through these principles can courts in all nations be
persuaded to adopt uniform solutions to questions of Internet jurisdiction.
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OAKTOPHU BIVIMBY HA COLHIAJIBHO-ITPABOBE
BUXOBAHHA MOJIO/I

[IpaBoBe BHXOBaHHS € BaXJIMBOI CKJIAJ0BOK YaCTHHOK 1eHHO-
MOJIITUYHOTO Ta MOPAIHLHOTO BUXOBAHHS MOJIOAI. AKTYaJbHICTh JAaHOI TEMU
MOJISITa€ B TOMY, IO YKPAiHChKE CYCIUIBCTBO, KOKHUN OKpEMUM TPOMaJIIHUH 1
0COOJIMBO MOJIOAL MOTpeOy€e HEraitHOro MiJBUILEHHS PIBHS CBO€I NMPaBOBOi
KyJAbTypu 3 MeTOI0 po30yZoBM B YKpaiHi MNpaBoOBOi JEp)KaBU Ta
IrPOMa/ISTHCHKOTO CYCHUIBCTBA, PO3BUTKY JOCKOHAJIO! 3aKOHOJaBYOi CUCTEMH Ta
BUKOHAHHS 3aKOHIB BCIMa TPOMAaJsSHAMHU. HpaBOCBiI[OMiCTI) — (bopMa
cycrnﬂLHm CBIZJOMOCTi, III0 MICTHTh B €001 CYKYNHICTh TOTJISI/IIB, TIOYYTTIB,
eMol1Iii, 17ei, Teopm Ta KOHIICTIIIM, a TaKOX YSBJIEHb 1 HACTaHOB, SKi
XapaKTepU3yIOTh BIJHOIIEHHS OCOOU, CYCHUIBHOI TpYNHU 1 CYCHUJIbCTBA B
[IJIOMY JI0 YUHHOTO Y1 0a)KaHOTO MPaBa, a TAKOX J0 BChOTO, IO OXOILTIOETHCS
IIPABOBHUM PETYJIOBAHHSIM. q)OpMYBaHHH MIPABOCBIIOMOCTI MOYKHA po3risiiaTh
no-Tepiie, 4epe3 MPaBOBHMA 3aXHMCT 1 BUKOPHUCTAHHS IMO3UTUBHUX YWMHHHKIB
MIPABOBUXOBHOTO BIUIHBY.

OCHOBHUMH MO3UTHUBHUMH YMHHUKAMH (POPMYBaHHS MPABOBOI CBIJIOMOCTI
MOXYTh OyTu: peasIbHICTh IPaBOBOTO  3aXHCTy  TPOMaJsSHUHA
IPaBOOXOPOHHUMM OpPraHaMu 1 CyAOM (HEMiJKYMHICTh, O€3MpPHUCTPACHICTD,
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