
encode messages into iпзаgеs, and then trairsported thesc
via e-mail and possibiy via I]SENET to рrераrе and
ехесutе the Septernber 11, 2001 teшorist attack. Thc
Fеdеrаl plan fоr Суьеr security and Infornration
Assurance ReseaTch and Development, published in April
2006 makes the following statements:

r (...> immediate сопсеrпs also iпсludе the
usе af cyberspace fo, covert соmrпuпtсаtiопs,
particularly ЬУ terrorists Ьut also Ьу foreigп iпtеlltgепсс
services; еslэiопаgе agaiпst seпsitive but poorly dфпdеd
data ilt gоvеrпll'епt апd iпdustly systems,. subveritoп Ь1,
iпsiders, iпсludiпg vепdоrs апd coпtractors; сrimiпа,l
асtiviф, primarily iпvоlviпg fraud апd theft of fiпапсiаl
ol, idепtiф iпfоrmаtiоп, Ьу hackers опd orgoiii"d сrirпе
grоuрs [2, р. 9-10];

. Iпtеrпаtiопаl iпterest ill Л&D _fo,
s te gallo gr aphy techllo lo gies апd their с опtm ercializ oiir,,
апd аррliсаtiоп has exploded iп rесепt years. Thesc
techпologies pose а poteпtial threat to паtiопаl sесuriф.
Because stegaпography secretly embeds additioпal, апd
пеаrlУ uпdetectable, iпfоrrпаtiоП сопtепt iп digitat
products, the poteпtial for сочеrt dissemillatioп о/
malicious so,ftware, mobile code, or iпfоrmаtiоп is greal..
12, р. 4Xa2J;

. The threat posed Ьу stegaпography has Ьееп
dосuплепtеd iп rшmerous iпtеlligепсе reporti |2, р. 42].

Моrеочеr, an online "tеrrоrist training manual", the
"Тесhпiсаl Mujahid, а Тrаiпiпg Мапuаl for Jihadis''
contained а section entitled "covert Соmrпuпiсаtiопs and
Hiding Secrets Inside Images'' [1].

Ву еаrlу 2а02, а Сrапfiеld University MSc thesis
developed the first practical implementation of an online
real-tirne Соuпtеr Теrrоrist steganogTaphy sеагсh
Engine. It was designed to detect the nrost likely image
steganography in transit and thеrеЬу provide UK Мiпisф
of Defence Intelligence staff а realistic аррrоасh to
"narrowing the field", suggesting that inierception
capacity WaS пеVеr the difficulty but rаthеr prioritizing
the tаrgеt media.

Despite this, thеrе аrе по known instances of
terrorists using computer steganogгaphy. А1 Qaeda's use
of steganography is somewhat simpler: In 200ъ а British
man, Rangzieb Ahmed, was alleged to have а contact
book with Al-Qaeda telephone пumЬеrs, writteTr in
invisible ink. Не WaS convicted of tеrrоrism [4].

Thus, steganogTaphy is а powerful tool of
comrnunication in соrпрutеr networks. It also gives users
а tremendous opportunity. And that is why we shall rеfеr
tо stеgапоgrарhу with caution because it сап Ье used чеrу
effectively with evil irrtentions.
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